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The healthcare sector has benefited from digital transformation and modern
technology. As well is expected to rely even more on the internet of things
(loT) technologies in the near future. Due to the availability of portable
medical devices, applications, and mobile health services, all of which have
contributed to the development of innovative features for the delivery of
healthcare services. With the large number of data issued from the 10T and the
importance of using data to benefit from contained in diagnosing diseases,
medical records, or monitoring. Furthermore, the expansion of emerging
technologies such as robots and machine learning (ML) is supported by the
ease with exchanged and shared medical information. Moreover, Blockchain
technology enables the creation of secure records for storing medical data in
a safe and timely manner. The paper reviews various loT, Blockchain, and
ML applications and systems in the smart healthcare sector to discover many
challenges, consequently, it will be easy for researchers who have an interest

in these fields to find today and future solutions. This, in turn, will help to
enhance the technical services depending on the IoT in ML and Blockchain in
the smart healthcare field.
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1. INTRODUCTION

The healthcare sector has grown by expanding the use of new technologies such as machine learning
(ML), the internet of things (1oT), and blockchain technology. Applications using the new technologies in
healthcare include disease diagnosis, remote patient monitoring, electronic medical record management, and
patient tracking [1]. In smart healthcare, information can be connected and shared anytime and anywhere [2].
One of the main benefits of smart healthcare is improved access to health records for patients and healthcare
professionals [3].

In 10T devices, data is collected in real-time from various sensor devices and then distributed over
wireless networks [4]. The basic life cycle of 10T consists of four parts: data collection by devices, using
sensors, storing the collected data in the cloud for analysis, and sending the analyzed data back to the recurred
device [5].

Due to the large amount of sensitive data processed over the Internet using 10T devices, the 10T network
is associated with security risks. Intruders can harm not only objects but also people, for example, by disabling
a video surveillance system [6]. Blockchain can be used to improve the security of 10T systems and ensure the
confidentiality of sensitive data [1].
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One of the most important features of the blockchain is decentralization, which means that the network
is managed by multiple nodes that are responsible for maintaining the network, rather than by a single
authority [7]. Decentralization methods include data confirmation, maintenance, storage, and transmission on
the blockchain, which is based on distributed networks [8]. When comparing decentralization and
centralization, decentralized networks provide more flexibility and security than centralized networks [9].
Figure 1 illustrates the difference between a centralized and a decentralized network.

Decentralized network Centralized network

Figure 1. The difference between centralized and decentralized networks

The blockchain is a secure sharing of information, it is a list of records that stores data, called blocks,
and is linked together using cryptography. Each block of the blockchain consists of data, the hash of that block,
and a cryptographic hash of the previous block [10], [11]. Figure 2, illustrates the components of each block
and how they are linked together.

Genesis block Block n Block n+1
Hash: 2A3C1 Hash: 3D0A Hash: B32D

Previous hash: 0000 Previous hash: 2A3C1 Previous hash: 3D0A

Figure 2. Blockchain components. The block contains the data and its hash, and each block is connected to
the one before it by the hash of the previous block

Medical devices and sensors collect a huge amount of data that are used to classify and predict diseases
in healthcare based on ML models [12]. In addition, systems based on ML can be trained using big data to
assist healthcare workers in risk assessment and treatment. These systems eliminate the human element from
the system, reducing errors. The integration of ML with 10T devices facilitates the management, monitoring,
and analysis of medical reports [13]. The loT-enabled applications that integrate blockchain technologies with
ML models can help in infectious disease tracking and drug traceability [14]. This paper aims to provide an
overview of blockchain and ML in loT technology for the healthcare sector. Therefore, an overview of the
applications and work proposed in previous studies is provided. These include studies on the integration of
blockchain and ML, blockchain and 10T, ML and loT, and studies on the integration of blockchain and ML in
l0T. Figure 3 provides an overview of the areas covered in this paper. The main contribution of this paper is to
summarize and present the applications and benefits of using 10T, blockchain, and ML technologies in the
healthcare sector. To help researchers in 10T, blockchain and ML to explore new applications and systems.
This is to find challenges to develop new solutions to improve the healthcare sector.
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To help healthcare workers understand the importance of using 10T, blockchain, and ML technologies
to optimize healthcare. The rest of the paper is organized as follows: Section 2 presents the literature review.
Section 3 provides a brief discussion. Section 4 concludes the paper.
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Figure 3. The four areas covered by the paper

2.  LITERATURE REVIEW

Recently, the field of healthcare has evolved through ML and 10T, which may lead to increased risks.
Therefore, it is necessary to secure the data with blockchain. The following section presents the studies that
have contributed to smart healthcare: Blockchain and ML, Blockchain and 10T, ML and 10T, and the studies
that combine all of them.

2.1. Blockchain and ML

For electronic health record (EHR) management, a diagnostic model based on deep learning with a
hyperledger blockchain was developed to enable security for EHR, called hyperledger blockchain-enabled
secure medical data management with deep learning-based diagnosis (HBESDM-DLD) model [15]. The
importance of the presented model was to securely transfer data and diagnostic processes. The hyperledger
blockchain-enabled secure management of EHR, allows patients to enable or deny access to their data by any
healthcare provider. Bhattacharya et al. [16] proposed a deep learning framework based on blockchain-as-a-
service (BAAS) for Health application 4.0, called BinDaaS. The framework was designed for sharing EHR, a
recorded service for patients and healthcare providers. This enables EHR sharing among multiple healthcare
users. BinDaaS combines blockchain to ensure security and Deep Learning to protect future disease risks for
patients based on records.

Similarly, Wehbe et al. proposed an approach to protect EHR [17]. Also, a decentralized solution
presented by Nguyen et al. [18] combines blockchain and ML. They develop a healthcare system for secure
EHR exchange via mobile cloud. This proposed system also requires verification by physicians, patients, and
pharmacists.

Blockchain technology has grown significantly in light of the COVID -19 pandemic. Therefore, EHRs
need to be shared and stored in a secure ecosystem. Deep neural network (DNN) analysis is to extract healthcare
data, including the COVID-19 pandemic, it is an approach proposed by Mallikarjuna et al. [19]. To determine
the existing feature extraction data (FED) and analyze future diseases. The system stored EHR for patients in
blockchain ecosystems. Kim and Huh [20], develop a blockchain artificial neural network framework for
personal health records (PHR) per information security. In this study, we attempted to optimize blockchain
confidentiality along with artificial intelligence (Al) sensitivity and availability. In addition, a model for
protecting PHR combining Al-based federated learning and blockchain technology was developed [21].
Aich et al. [21] pointed out shortcomings in Al models used in the real world during the COVID-19 pandemic.
Due to the privacy concerns of organizations sharing data with third parties. Therefore, they developed a
solution to address this issue. The model helped protect access to and sharing of patient's health data.
The system developed by Fusco et al. [22] aimed to find a secure clinical practice for COVID -19. Thus, a
hybrid blockchain with Al enables the development of a generalizable prediction system for each pandemic
risk margin.

A blockchain-based healthcare platform was built from trusted Al models to secure patient data. The
proposed platform allows patients to own and manage their health data. Thus, it is a blockchain-based platform
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that is secure, immutable, verifiable, and traceable [23]. As well as, a multi-agent intelligent medical system
combined blockchain technology with federated learning [24] proposed an EHR management framework that
is a hybrid system between Al and blockchain. The framework acts as a constrained target model that aims at
trustworthy computer-aided diagnosis and efficient data integration [25]. Despite the studies on ML, they were
intended for public health and did not identify diseases. On the other hand, Chen et al. [25] presented a
healthcare system for diabetes disease detection using a variety of ML classification methods supported by
blockchain and the innovative agent model to process real-time medical data. Moreover, the proposed expert
system is based on a combination of deep learning and blockchain of convolutional neural networks (BCNN),
for healthcare emergencies [26]. The authors used BCNNSs to provide a novel way for emation recognition
(ER) and for use in healthcare emergencies. Specifically, to determine audiovisual emotion patterns during
health emergencies for patients. Since users' emotional personal data is sensitive, patients' profiles are stored
in the blockchain.

In addition, a hybrid model as a combination of ML and blockchain was presented by Zerka et al. [27],
where they developed a platform that combined distributed ML in multicenter medical imaging and blockchain
for privacy preservation, called concatenated distributed machine learning (C-DistriM). Through the platform,
they validated the hypothesis that distributed datasets perform equivalently to centralized processes. This
eliminates the need to blindly trust a single server.

Similarly, Mantey et al. [28] proposed a recommendation system for patients with special needs based
on a blockchain secured with deep learning. The proposed system provides a nutritional recommendation
system for patients with special needs of patients, also receives notifications for their treatments depending on
personal data with trust. The performance of the proposed approach was classified into two groups: (i) a secure
communication channel. (ii) Deep learning using a medical dataset to determine foods based on patients' needs.
The model achieved high results with 97.74% accuracy.

Also, a hybrid approach for smart health systems based on reinforcement learning (RL) and blockchain
is proposed and developed by Al-Marridi et al. [29], the model called Healthchain-RL. It provides secure,
intelligent, and flexible connections between different distributed organizations to share patient records. They
also offered a solution that balances security, cost, and response time by creating a blockchain manager (BM).
Thus, BM contributed as a proxy to the proposed RL techniques to determine the number of transactions in
each block. ML-based blockchain for healthcare system management uses RL based on blockchain proposed
by [30]. The proposed system automates multi-agent healthcare tasks to store and retrieve data efficiently.

As well as, two main modules are proposed by Abbas et al. [31], the first module is a blockchain-based
drug chain management system, and the second module is an ML-based consumer drug recommendation
system (DSCMR). The system has been proposed to support the smart pharmaceuticals industry. Moreover,
Kumar et al. [32] proposed a hybrid model of blockchain and deep learning. The model helped hospitals to
share and recognize secure medical data. For example, the model for early cancer detection from Computed
Tomography (CT) images also processes images of different sizes from different sources. A decentralized
patient-centric digital healthcare framework was presented by Jabarulla and Lee [33] to address the
COVID-19 challenges by integrating Al and blockchain technology. The framework consists of three layers:
(i) Al, (ii) blockchain, and (iii) decentralized storage. The three tiers work together with the smart contract to
keep the patient-centered healthcare ecosystem accessible and make decisions.

2.2. Blockchain and loT

The loT is a good example of smart healthcare, thus data security and privacy are two of the
biggest issues. Blockchain technology provides solutions for the healthcare sector by integrating 1oT systems
with security services such as authentication, access control, and secure data execution for loT [34].
Hossein et al. [35] proposed a blockchain health framework for maintaining user privacy in healthcare. They
offered a blockchain-based strategy to maintain access control and allow users to share their medical data with
healthcare professionals.

A new platform of modified blockchain models suitable for 10T is presented by Dwivedi et al. [36].
The proposed work is based on the use of a blockchain for secure management and analysis of big data in
healthcare. These functions are based on top-level cryptographic primitives for access control for electronic
medical records. Aujla and Jindal [37] propose a novel approach to prevent data tampering and protect patient
privacy. The goal of this method is to eliminate data duplication in a large-scale 10T healthcare network by
reducing data duplication. The success of the proposed approach is indicated by the results related to blockchain
and tensor-based evaluation criteria.

To create a security approach for multimedia data in healthcare, Rathee et al. [38] used blockchain
technology. This approach worked by hashing each piece of data to prevent any future changes or additions to
the data. The results showed that the proposed method ensured patient confidentiality and transparency.
In addition, a unique blockchain-based 10T model was developed by Srivastava et al. [39] to improve
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the security and privacy of the remote patient monitoring system. The approach enables reliable data
transmission over the network and cloud storage. To generate the symmetric key, which is more secure over
the network, where they used a double encryption approach. On the other hand, it was noted that the use of 10T
and blockchain are used in digitizing medical records is a new trend and managing such large amounts of data,
which is a challenge for researchers working on this domain. The problem of authentication and authorization
is studied by Tahir et al. [40]. A novel mutual authentication and authorization method is also presented.
The proposed method ensures robustness by combining distributed joint conditional probability with random
number selection.

On the other hand, medical 10T devices require a secure system, therefore Alzubi [41] proposed a new
method for authentication for medical 10T systems. This method uses a cloud 10T network based on blockchain
and links it to hospitals and patient health records. Also, Bhattacharya et al. [42] proposed a lightweight
blockchain-based approach for the secure and reliable exchange of EHR over open wireless channels with
minimal encryption and signature overheads. The results achieved by the proposed method outperform
traditional approaches. The use of blockchain technology enables distributed, secure, and authorized access to
sensitive data. Frikha et al. [43] developed a low-power 10T and blockchain platform for a healthcare
application that stores and verifies an electronic patient record. Real-world applications were used to illustrate
the efficiency of the approach to address potential security and privacy issues in data integrity.
Satamraju et al. [44] presented a unique framework that connects a blockchain with 10T networks in healthcare.
They also showed how the proposed framework can be easily integrated into any current 1oT application.
Bhalaji et al. [45] proposed a system that uses a new encryption algorithm to encrypt personal and sensitive
information in healthcare 10T. The proposed system used blockchain to store sensor data, ensure data integrity,
and support the identification of any unauthorized or illegitimate data changes. Moreover, in the context of
healthcare, Wang [46] presented an integration system of blockchain, 10T, and cloud technologies to provide
services for medical and telemedicine laboratories. The proposed system enabled secure monitoring of a
patient's vital signs in a smart hospital or remote location. On the other hand, Abou-Nassar et al. [47] have
considered a healthcare delivery model based on two technologies, blockchain and 10T. The proposed work
named blockchain decentralized interoperable trust (DIT) framework included an indirect trust inference
system (ITIS) and tried to improve trustworthy factor (TF) [47].

Alam also proposed a mobile health (mHealth) framework by using blockchain and IoT together [48].
The main objectives of this framework are to provide rapid patient support, remote diagnosis, and management
of patients’ medical information [48]. To monitor and secure healthcare data proposed a hybrid framework
combining loT and blockchain in electronic healthcare (e-healthcare) [49]. Consequently, trust and
transparency of access to electronic health record management are established. In addition, Ray et al. [10]
proposed loBHealth, as an loT-based blockchain framework for secure, transparent, and efficient access to
monitor EHR data in e-Healthcare. Alam also developed an architecture for infectious patients from COVID-
19 that also combines 10T and blockchain [50]. The proposed architecture tracks patients using their mobile
devices to collect their data to perform remote diagnosis and patient place monitoring.

2.3. ML and loT
Due to the huge new data generated by IoT devices, it is necessary to think about how to control

and benefit from this data. ML is considered one of the most promising areas, capable of solving a wide range
of problems [51]. In healthcare, there is a new approach to monitor patients, called personalized healthcare
(PH) [52]. The 10T is used to collect health-related patient data from body-area network (BAN) sensors, and
patient data are collected from medical records and other related sources. This collected data is analyzed using
Al and ML techniques. Then specialists can protect their patients and plan a lifestyle that suits their health
condition and study this information. Sitharthan and Rajesh [53] discuss an integrated system based on ML
and loT to track and prevent epidemic diseases. An infrared camera connected to the console with integrated
loT was used to identify infected patients (whose temperature is higher than normal). Then, the data is stored
and shared with authorities to track and monitor suspects through the global positioning system (GPS) as a
tracking system. A diabetes health data management system uses the loT and ML, which was proposed by Ara
and Ara [54]; using ML techniques, 0T, and big data. The health data is collected for a limited time.
The proposed system supports healthcare providers based on the collected health data of diabetic patients.
A three-layered architecture for heart disease prediction was proposed by Kumar and Gandhi [55]. These layers
include: First layer is to collect data from wearable 10T devices. Second layer is for storing a huge amount of
data from loT sensors.

The last layer is for predicting heart diseases using logistic regression. In the last decade, there has been
a great development in biochemical and physiological sensors. Verma and Sood [56] proposed a new
framework for measuring student stress to prevent early-stage diseases. Physiological data were collected from
0T sensors, and the Bayesian belief networks (BBN) classifier was used to classify stress as normal or
abnormal. In addition, the two-stage temporal dynamic Bayesian prediction (TDBN) model was applied.
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Otoom et al. [57] proposed a system to detect COVID-19 in real-time with 10T devices. They tested
eight ML algorithms, all of which were found to be effective with an accuracy greater than 90%. In addition,
Mohammed et al. proposed a system for the early detection of COVID-19 [58]. Thermal imaging was used in
an integrated smart helmet to detect the high body temperatures of injured people and identify them in crowds.
In addition, a similar algorithm has been proposed to detect abnormal temperatures and consider a person with
a high temperature as infected by using thermal images from 10T drones [59]. Godi et al. [60] proposed a
system called electric healthcare monitoring system (EHMS) to collect patient data from the wearable loT.
Moreover, the collected data is processed in the e-healthcare monitoring system. Then, the patient's data is
analyzed by ML to make the right decision for their health condition. Yang et al. [61] developed a system for
rehabilitation after a stroke. The system relies on wearable 10T, i.e., a wristband that contains a small sensor
and analyzes different hand movements via ML. When testing the system, the accuracy reached 96.20% as it
recognized all nine gestures tested. Tabassum et al. [62] proposed a system for heart disease prediction. The
required data were collected using sensors such as a cholesterol sensor, blood pressure sensor, heart rate sensor,
glucose sensor, and electrocardiography sensor. Based on the collected data, ML is used for classification.
Moosavi et al. [63] developed a secure and efficient authentication and authorization architecture for loT-based
healthcare using smart distributed e-health gateways called SEA. The proposed architecture reduces the impact
of denial-of-service (DoS) attacks before they penetrate a restricted medical domain. The performance analysis
results show that the proposed architecture reduces the communication overhead by 26% and the
communication latency from the intelligent gateway to the end user by 16% compared to the current
architecture.

The k-nearest neighbour (KNN) algorithm was used to predict heart attacks using data collected from
0T devices [64]. However, the researcher clarified that the effectiveness of 10T devices may decrease or
provides bad results due to power issues. In [65], Samie et al. used ML and portable, low-power, and wearable
10T devices to predict epileptic seizures based on electroencephalography signals. The algorithm was found to
be efficient in terms of classification performance.

Khan proposed a heart assessment system using the 10T and a modified deep convolutional neural
network (MDCNN) [66]. The heart monitor and the smartwatch collect the patient's information. Therefore,
the MDCNN model classifies the patient into normal or abnormal by the MDCNN model. Likewise, the doctor
will be alerted in case of any problems. The 10T can also monitor the mental and physical health of a person.
Alazzam et al. [67] proposed monitoring blood pressure, stress, and anxiety levels in real-time using 10T
devices and ML algorithms. In this work, the researchers presented a mathematical method for estimating blood
pressure. Eleven features from an oscillometric waveform were used to analyze the relationship between
systolic blood pressure (SBP) and diastolic blood pressure (DBP).

2.4. Blockchain and ML in the loT

An efficient and highly scalable method for detecting malware in the internet of medical things (IoMT)
was proposed in [68]. The proposed method is called biserial correlative miyaguchi-preneel blockchain-based
ruzicka-index deep multilayer perceptive learning (BCMPB-RIDMPL). The method minimizes time consumption
and improves the accuracy of malware detection by combining the advantages of ML techniques and blockchain
technology. The study showed that the proposed BCMPB-RIDMPL technique outperforms the existing classifiers
by conducting a comprehensive experiment considering various performance factors. The proposed technique
provided excellent results in terms of security and privacy for IoMT. Ali et al. [69] proposed an loT-based
blockchain to provide a secure encryption approach for healthcare systems using neural networks. The researchers
proposed a blockchain-based access control and a system that uses a homomorphic encryption technique for
secure, searchable encryption of personal health data.

In addition, a hybrid deep neural network (HDNN) is proposed for effective intrusion detection in the
10T network. The proposed framework ensures the privacy and security of patient data in healthcare. In [70],
an architecture combining blockchain and ML techniques in the privacy-preserving federated learning networks
for loMT was proposed. The proposed solution is based on protecting related data in blockchain and provides
a new way of continuous learning and improving classifiers in federated neural networks. The architecture
tested using medical images is flexible for medical devices. A blockchain-based attack detection on ML
algorithms for 10T-based eHealth applications was proposed in [71]. The proposed solution uses a private cloud
to securely store the data generated by the sensors in the 10T system. The algorithms of ML algorithms use
advanced encryption standard (AES) method. Moreover, the manipulation of datasets and ML algorithms using
blockchain has been identified. The proposed work successfully identified attacks on ML algorithms and
medical records. An intelligent healthcare system developed by [72] is based on a combination of intelligent
ML and blockchain technology. The proposed system aimed to make the industry of IoMT secure and
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transparent. An intelligent 10T model was developed based on a secure healthcare framework using blockchain
with optimal deep learning [73], the model represents an optimal deep-learning-based secure blockchain
(ODLSB). The main processes of the model are secure transactions, hash value encryption, and medical
diagnosis. The model achieved high results with 93.68% accuracy. A secure and effective model using deep
learning with blockchain for secure image transmission and health diagnosis in the IoMT environment was
developed by [74]. Blockchain is used for secure image transmission, encryption of hash values, and a deep
learning model for disease diagnosis, and a classification accuracy of 98.96% is achieved. A secure and
provenance-aware framework for the 10T was proposed in [75]. The authors used a federated learning approach,
an ML technique managed by blockchain, to protect the privacy and security of the internet of health things
(IoHT). The framework uses lightweight differential privacy (DP) to ensure the complete privacy of the loHT
data. The proposed framework provides a secure path for loHT-based health management.

In [76], a security-enhanced and distributed access control solution was presented to meet eHealth
requirements. The framework provides a security solution for eHealth applications by specifically leveraging
ML, anomaly detection solutions for threat detection, and blockchain for access control for authorized users to
health data and patient records. The proposed framework provides an effective solution to enhance security in
the healthcare sector. Moreover, in [77], an 10T solution for Al-assisted privacy preservation in big data transfer
using blockchain has been proposed for healthcare. A reliable system has been developed for data collection
and transmission using graph modelling. Moreover, an Al approach is used to extract the subset of nodes and
achieve effective healthcare services. Then, blockchain was used to provide confidential transmission. The
proposed solution provides a secure infrastructure for health networks and improves the management of data
forwarding.

In addition, blockchain, Al, and loT-based frameworks for COVID-19 contact tracking and distancing
were presented in [78]. Sheeraz et al. [78] used a smartwatch for the collected data and uploaded it to the server
through a mobile application. The sensitive data is stored in encrypted form in the cloud, and for each user
registered on the blockchain, the access level is set in the smart contract. In this framework, an ML model is used
to predict the COVID-19 infection and hotspot areas. The proposed framework helped to detect the infected
individuals and maintain social distance from the infected individuals. Jamil et al. [79] presented a secure fitness
framework based on an loT-enabled blockchain network integrated with approaches from ML. The framework
consisted of two modules: (i) a blockchain-based 10T network to provide security and integrity for sensor data,
and (ii) an extended smart-contract-enabled relationship and inference module to discover useful knowledge from
10T and user device network data and hidden insights. The proposed framework developed a recommendation
model to recommend a daily exercise plan and a monthly diet to improve body shape.

A novel model presented in [80] used Blockchain and Al to enable secure medical data transfer
(BAISMDT) in 10T networks. The model worked in three stages: character-based encryption, blockchain-based
data transmission, and Multimodal Delayed Particle Swarm Optimization (MDPSOWKEM) based diagnosis.
The results show that the model provides security and privacy for reliable data transmission in 10T networks.

3. DISCUSSION

In this paper, 65 research articles were discussed. Table 1 lists each area and the articles included in
it. The area with the highest number of articles is blockchain and ML, and the lowest number of articles is in
the area that combines all three technologies. Therefore, many researchers have focused on one or two
technologies because combining more than two technologies is challenging.

This paper focuses on the last few years to provide the latest results and provide guidance to researchers
interested in these research areas. It was also noted that there were very few publications on this topic before 2015.
A stacked box in the graph shown in Figure 4 compares the trend of publication date from 2015 to 2022, with
many articles were published in 2020 and 2021, as COVID-19 played an important role in this research area for
these two years. In 2016, no articles were published in all four areas that this paper focuses on. To relate the
articles discussed, a literature map in Figure 5 shows all 65 articles. Using the first three letters of the first author's
name and the publication date, the circle size indicates the number of citations for the article, and the lines connect
the article to the other cited article; each group expresses the similarity of the articles in titles.

Table 1. Research fields and quantities of articles with references

Field Reference Number of articles
Blockchain and ML [15]-[33] 19
Blockchain and loT [35]-[50] 17

ML and loT [53]-[67] 16
Blockchain and ML in loT [68]-[80] 13
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Figure 5. Literature map for 65 articles, the first 3 digits of the first author’s name and the publication date are
shown, and also the volume of the circle identifies the number of citations for the article

4. CONCLUSION

This paper discusses the main technological areas focusing on the most significant scientific research
trends in current and future technology as a hybrid field. Where, the paper focuses on the applications and
opportunities of four current areas that include loT, blockchain, and ML technologies in the healthcare sector.
An overview of Blockchain and ML is provided, with a focus on enhancing blockchain technology and deep
learning to improve security and data sharing in EHR and facilitate disease diagnosis using ML techniques.
In addition, blockchain and 10T focus on digitising surveillance and clinical records for secure transmission.
Moreover, 10T and ML applications have been explored that can be used for patient care and data collection to
provide adequate healthcare. Therefore, the main objective of this article was to define blockchain and ML in
10T for healthcare. After analysing 65 articles in four areas. The results show that in 2020 and 2021, interest in
the four areas focused on in the paper has increased due to COVID-19. However, many challenges need to be
addressed and implemented, such as some problems related to Internet connectivity, data storage, and data
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security. The problems may be related to the devices that lead to poor results and thus inaccurate analysis. In
addition, the 10T generates a large amount of data that is tedious and time-consuming to process, where time
means money. Blockchain also consumes time and energy.
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