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Anomaly detection and root cause analysis (RCA) are critical for securing
intelligent systems against evolving threats. Traditional models often suffer

from high false alarms, weak adaptability to streaming contexts, and limited
interpretability.  This work proposes a hybrid artificial intelligence (AI)
framework that integrates machine learning (ML) with prior knowledge,
semantic rules, and bio-inspired modeling. The approach strengthens detection
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gains, the framework ensures robustness in real-time environments, offering
interpretable and scalable anomaly detection for heterogeneous systems. These
results highlight the potential of hybrid symbolic—subsymbolic Al to enhance
reliability in next-generation security infrastructures.
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1. INTRODUCTION

The rapid expansion of artificial intelligence (AI) and the internet of things (IoT) has led to massive
streams of heterogeneous data reflecting device activity, environmental conditions, and contextual dynamics.
Sensors, which now permeate domains such as healthcare, logistics, and industrial automation, produce
continuous flows of information on physical units and their interactions. While these advances create
unprecedented opportunities for intelligent services, they also raise major challenges: how to integrate devices
in a secure and adaptive way, how to analyze data efficiently, and how to detect abnormal behaviors with
minimal human intervention.

From a security perspective, anomaly detection and root cause analysis (RCA) remain central
techniques. Anomaly detection highlights events deviating from expected patterns, revealing incidents such
as technical failures or fraudulent activities [1]], while RCA (or deep cause analysis (DCA)) investigates
underlying causes to support corrective actions [2]. Together, anomaly detection and DCA form the foundation
for resilient intelligent systems. Figure [T]illustrates the general workflow: data from multiple sources undergo
preprocessing, models detect deviations from normal behavior, and corrective mechanisms are triggered when
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anomalies are confirmed. For example, in wildfire monitoring, deviations in temperature or humidity sensors
can activate preventive interventions.

Despite their utility, existing approaches still face key limitations. Conventional anomaly detection
models trained on static data often fail in dynamic environments, where evolving conditions—such as
climate shifts or sensor drift—are misclassified as anomalies. Likewise, faulty devices may produce false
alarms, requiring costly human intervention [3]. Moreover, the majority of current systems lack contextual
awareness, relying solely on raw data without exploiting prior knowledge. This leads to excessive false
positives and limits adaptability in real-time applications. Recent advances in Al, such as graph neural
networks (GNNGs), transformer-based time-series models, and generative adversarial network (GAN)-based
anomaly detection, highlight the potential of hybrid symbolic—subsymbolic approaches, yet their integration
into RCA for multi-agent environments remains underexplored. The goal of this study is to reinforce anomaly
detection by combining machine learning (ML) with semantic knowledge and contextual reasoning, thereby
improving accuracy, adaptability, and automation. Specifically, our contributions are as follows: i) reducing
false alarms and fraudulent alerts by integrating structured prior knowledge into the detection pipeline;
ii) enhancing detection and corrective actions across dynamic and heterogeneous environments [4];
iii) improving interpretability by automating root cause identification through semantic rules; and iv) enabling
adaptive detection behavior under context changes, reducing reliance on human experts.

The remainder of this paper is structured as follows. Section 2 reviews related work and identifies
existing gaps. Section 3 presents our proposed hybrid framework, combining Al models with semantic
reasoning. Section 4 details the algorithms used, followed by section 5 reporting experimental evaluation.
Finally, section 6 discusses findings, and section 7 concludes with future directions.
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Figure 1. Anomaly detection process

2. RELATED WORK

Research on anomaly detection and RCA has evolved along multiple complementary lines. Early
studies mainly relied on raw-data-driven learning models, while more recent contributions emphasize the use
of contextual knowledge and prior information to enhance robustness and interpretability. Several works target
anomaly detection in unstructured datasets without predefined models, thresholds, or rules [, [6]. Today,
most approaches rely on ML, in both supervised and unsupervised modes, depending on the availability of
labels. While supervised models achieve solid results, unsupervised detection remains challenging due to the
unpredictable variability of real-world data. Statistical and tree-based methods have also been explored to
characterize normal traffic and detect deviations [[7]]-[[LO]].

The semantic web (SW) has been investigated to represent knowledge with RDF and ontologies
[L1]. Ontologies enable reasoning over domain entities, but integration with ML often requires embeddings
or graph-based transformations. Approaches such as relational graph convolutional networks (RGCN) and
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inductive logic programming (ILP) attempt to bridge this gap [12]-[16], though explicit use of SW concepts for
anomaly detection remains limited.

Other research explores metaheuristics and multi-agent paradigms. For instance, IoT2Vec models
device/service footprints in IoT networks [17], while bio-inspired agents have been applied to streaming
anomaly detection [18]. These solutions are adaptive and decentralized but often lack context-awareness
regarding sensor flows or environmental changes. Policy-based approaches offer greater explainability but
require significant human involvement and long development cycles [2].

Domain-specific contributions also exist. For credit card fraud detection, Mniai and Jebari [19]
combined support vector data description (SVDD) with particle swarm optimization (PSO), while in network
security, Song et al. [20] proposed an Anti-DoS Duplicate Address Detection model. Nonetheless, scalability,
adaptability, and interoperability remain open challenges. Table [I| summarizes these families of approaches,
highlighting strengths and limitations.

In summary, the literature highlights persistent challenges: reliance on raw data without prior
knowledge, high false alarms, poor adaptation to dynamic streams, RCA designs still dependent on
experts, limited interpretability, and lack of self-adaptation or interoperability. Unlike these prior works,
our contribution proposes a hybrid framework that integrates ML, semantic knowledge, and bio-inspired
multi-agent modeling. This design explicitly addresses the issues of adaptability, interpretability, and
automation, paving the way for more robust and context-aware anomaly detection in intelligent systems.

Table 1. Comparative summary of anomaly detection approaches

Category Representative methods/  Strengths Limitations
works

ML-only models Naive Bayes, decision trees, Simple, scalable, reasonable High false positives,
support  vector  machine  accuracy weak adaptability, limited
(SVM), random forest (RF) interpretability

[50-101, (191, [20]
RDF/OWL, SW ontologies
[210-12], 1131, (130, [16]

Limited ML integration, costly
vectorization, rarely applied to
anomaly detection

Encodes domain knowledge,
improves explainability

Semantic/ontology-based

Hybrid ML + knowledge RGCN, ILP, neuro-symbolic  Context-aware, supports  Few implementations,
Al [14], [15] reasoning, promising  scalability  issues, needs
generalization expert rules

Metaheuristic/multi-agent

Recent Al-based methods

TIoT2Vec, bio-inspired agents
(), (18]

GAN-based detectors, GNNs,
transformer models (DeepAR,
TFT, Informer) [22]

Adaptive, decentralized, suitable
for IoT

Capture  complex  patterns,
handle streams, reduce false
positives

Limited contextual awareness,
lack of predictive evaluation,
development overhead

Few applied to RCA, limited
multi-agent benchmarks

3. PROPOSED APPROACH

Our approach combines bio-inspired multi-agent dynamics, semantic reasoning, and hybrid ML
models to enhance anomaly detection and RCA. The design emphasizes adaptability, interpretability, and low
human intervention.

3.1. Bio-inspired model

Swarm intelligence (SI) provides self-organization and adaptive coordination in distributed
environments [23]]-[25]. We adopt a flocking model [26], [27], where each agent occupies a 2D grid cell
(z,y) and evolves according to the canonical rules of cohesion, separation, and alignment [28]. The resulting

velocities are aggregated to update positions:

- N o
— _ 1 7 - _ 1 AC — 1 )
Vo = iy, Us = T 4 Ue= 4 POS; — POS. (D
; = d(fmi, Ac) i:l( )
To refine discrimination, a similarity-driven term is added:
Vs = zn:s(fmi,Ac) d(posi, posc), Vi = =m ! )
i=1 Zi:l S(fmq, Ac) d(pOSmPOSc)
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The final velocity is a weighted combination:
vf;czwava—kwsvs—kwcvc—kwdvd 3)

This mechanism clusters coherent agents and separates outliers, improving anomaly detection in dynamic
contexts.

3.2. Hybrid anomaly detection+deep cause analysis framework

The pipeline integrates ML with contextual rules to increase robustness. Main steps include:
i) embedding prior knowledge into detection profiles; ii) filtering spurious alerts with semantic criteria;
iii) balancing false positives/negatives; iv) automating RCA routines to reduce human workload. Figure [2]
shows the extended workflow: data ingestion — preprocessing — detection — RCA actions, enriched with
semantic knowledge.

3.2.1. Matrix representation and region selection

Knowledge graphs are encoded as matrices, where rows represent subject—object pairs and columns
represent relation types. Abnormal subregions (Rols) are selected by rule-based virtual agents. These agents
focus detection on suspicious links (Figure 3).

3.2.2. Vector features and GAN bridge

Features are vectorized for computation (Figure 4). A GAN then reconstructs candidate graphs,
ensuring semantic consistency with the original knowledge base (Figure 5). This preserves interpretability
while improving generalization.
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Figure 2. Extended anomaly detection+deep cause analysis (AD+DCA) workflow with semantic and ML
integration
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Figure 5. GAN-based reconstruction for interpretable anomaly analysis

3.2.3. Streaming patterns and context likelihood

Streaming data induces drift. We extract rules as design patterns, updating profiles in real time. The
likelihood that a device is anomalous under a context is computed as:

P(context) similarity(devices; | context) @
context) =
> similarity (devices;, | context)

with Pearson correlation used as similarity, effective with Device2Vec embeddings [22].

3.3. Algorithm

Algorithm [T] summarizes the detection of anomaly causes. Each device is mapped to an agent. If
contextual similarity falls below a threshold, corrective rules are applied.

Algorithm 1 Pseudocode for detecting causes of anomalies

1: while true do

2 Construction(), Mapping (), Random_distribution ()
3 fori < 1to Iterations do

4 for j < 1to N, do

S: if agentj.context.values () # V; then

6: ¢« agentj.complexity ()

7 for k < 1to N, ; do

8 for z <~ 1to N, ;. do

9: if Pearson(vg,j, Va,k, Va,z) > € then
10: Apply-all()

11: else

12: Separate ()

13: end if

14: end for

15: Compute_C (), Compute_Velocity (), Move ()
16: end for

17: end if

18: end for

19: Update_Rules ()

20: end for

21: end while

3.4. Attack taxonomy (NSL-KDD)

Our dataset comprises a diverse set of attack types relevant to modern network security contexts.
Specifically, we identified 11 sub-types within the DoS/DDoS class, 6 under the Probe class, 7 in the User
to Root (U2R) class, and 15 related to Remote to Local (R2L) attacks. This categorization provides a
comprehensive foundation for analyzing the prevalence and behavior of different cyberattack vectors.
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A detailed analysis of the NSL-KDD dataset reveals the statistical distribution of attack classes, as
illustrated in Figure Normal traffic constitutes 53%, while DoS/DDoS accounts for 36%, Probe for 9%, U2R
for 0.03%, and R2L for 0.78%. These figures offer insight into the relative frequency of each threat, guiding
the focus of our detection strategies.

Figure [6{a) illustrates the distribution of DoS/DDoS attacks across the dataset. This visualization
helps in identifying which attack types are most prevalent and require closer attention. Understanding
these distributions is essential to prioritize detection mechanisms. Figure [6[b) presents the distribution of
Probe-type attacks recorded in our dataset. These attacks are typically used to gather information about a target
network, often preceding more severe intrusions. Understanding their frequency and behavior is essential for
implementing proactive detection and prevention mechanisms Figure [6]c) illustrates the distribution of user to
root (U2R) attacks. These attacks occur when a user with limited access privileges attempts to gain root-level
control over a system. Although less frequent, they pose a critical threat due to the high-level access they can
grant to malicious actors.

Figure [6(d) displays the occurrence of remote to local (R2L) attacks within the analyzed dataset.
These attacks aim to exploit vulnerabilities in remote systems to gain unauthorized access at the local level.
Despite their relatively low frequency, they remain significant due to their potential for unnoticed infiltration.
Figure [6[e) provides an overview of the general distribution of all attack classes included in the dataset. This
summary highlights the predominance of DoS/DDoS attacks, which account for the majority of cases. Such
visualization helps identify which categories require the most attention in terms of detection and mitigation
strategies. As evident from the pie chart, DoS/DDoS attacks exhibit the highest rate at 36% in our dataset,
while U2R and R2L attacks are notably scarce. This observation indicates a direct proportionality between our
dataset and contemporary internet traffic attacks. For our study, we will designate attack_class = 1, specifically
targeting DoS/DDoS attacks, as the dependent variable. Figure [6[f) focuses on DDoS attacks segmented by
protocol type, specifically TCP, UDP, and ICMP. Each protocol exhibits unique vulnerabilities that attackers
exploit to disrupt network services. Understanding the distribution by protocol allows security systems to
fine-tune their monitoring and mitigation mechanisms.
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Figure 6. NSL-KDD class distributions and protocol breakdown: (a) DDoS, (b) Probe, (c) U2R, (d) R2L,
(e) classes, and (f) by protocol

3.5. Comparative positioning

Table [2| provides a comprehensive comparison of various anomaly detection methods, highlighting
their main objectives, strengths, and limitations. It helps to contextualize our proposed framework within
the existing landscape by illustrating how it addresses specific gaps. This positioning underscores the unique
contributions and advantages of our approach relative to other established techniques.
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Table 2. Comparison of anomaly detection approaches

Approach Strengths Limitations Gap Addressed by Our Work

ML-only models Good accuracy with labeled data High false alarms, poor Context-aware filtering,
adaptation false-alarm reduction

Semantic web Reasoning via ontologies Weak real-time performance, Lightweight semantic rules in
integration cost streaming pipeline

Metaheuristic/ Adaptivity, decentralization Limited context awareness Bio-inspired  clustering ~ with

Multi-agent similarity weighting

Hybrid Better detection in specific domains ~ Scalability and efficiency issues Generalizable across domains,

(e.g..SVDD+PSO) stream-ready

Proposed model High accuracy, interpretability, — Requires integration of  Demonstrates synergy of ML +

real-time RCA heterogeneous components semantics + swarm dynamics

4. ALGORITHMS USED IN THE MANIPULATION OF OUR DATASET

This section outlines the main algorithms applied to the NSL-KDD dataset for anomaly detection and
cause analysis.

4.1. Naive Bayes

Naive Bayes (NB) is a probabilistic classifier based on Bayes’ theorem under the assumption of
conditional independence among features. For class y and input vector x = (21, ...,y ):

n

P(y|z) < P(y)[] P(zi|y) 5)

i=1

We use the Gaussian variant (GaussianNB), where each feature likelihood is modeled by a normal distribution:

1 Ti — yi)®
Pla, ) = ———exp — i twa) 6)
2 207 .
2mo, ; Yyt
with p1, ; and a,ii estimated by maximum likelihood. Prediction is obtained by maximizing:
§ = argmax { log P(y) + Y log P(x: | y) | ©)
Yy X

i=1
Despite its simplicity, GaussianNB remains a robust baseline for high-dimensional tabular data.

4.2. Long short-term memory for sequential detection

Long short-term memory (LSTM) networks extend recurrent neural networks with memory cells and
gating mechanisms to capture long-range dependencies. At each step ¢, the gates are defined as:

fr = o(Wilhi—1,z¢] + by), it = o(Wilhi—1, z¢] + b;) ®)
0y = o(Wylhe—1, ] + b,), Cy = tanh(Welhy_1, z,] + be) )
Ct = ft ® Ct,1 + it ® ét, ht =0 ©® tanh(Ct) (10)

Parameters w are optimized with gradient descent:
w < w—aVyLl (11)

We exploit LSTM to model traffic as sequences, enabling real-time anomaly detection under drifts or bursts.
Figure [7]]summarizes its architecture.
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4.3. Deep cause analysis with semantic rules

To enhance interpretability, we complement ML predictions with a DCA layer. Detected anomalies
are linked to semantic rules describing deviations from normative behavior. Rule execution provides causal
paths and corrective actions (Figure g).

4.4. Comparative summary of algorithms

Table [3] provides a detailed comparison of the three algorithms employed in this study, highlighting
their specific objectives, strengths, and limitations. It illustrates how each algorithm contributes to anomaly
detection and root cause analysis, emphasizing aspects such as their performance accuracy, speed, adaptability
to streaming data, and interpretability. This summary helps in understanding the operational and technical
trade-offs involved in implementing these methods in real-world scenarios. It also guides the selection of
appropriate algorithms based on system constraints, desired outcomes, and scalability concerns.
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’M Mechanisms and Ru
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Complex Derive Design Derive rules
Adverse Patterns Algorithms

Events T l
Statisticist *
anomalies
Derive rules
Algorithms

Figure 8. Rule-based DCA: anomalies are mapped to causal interpretations and remedial actions

Table 3. Summary of algorithms used in our dataset analysis

Algorithm Objective Strengths Limitations

Naive Bayes Probabilistic classification  Fast, scalable, robust to high  Assumes feature independence, limited
(GaussianNB) of traffic records dimensions, low computational cost  handling of complex correlations

LSTM Sequence modeling for  Captures temporal dependencies, —Computationally expensive, requires

real-time detection adapts to drifts/bursts, suitable for  tuning, sensitive to long training times
streaming

DCA with  Interpret anomaly causes Increases interpretability, provides Rule construction may require expert
semantic rules using domain knowledge causal paths and actionable insights  input, scalability depends on rule base size
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5. RESULTS
The evaluation of our framework was conducted on the NSL-KDD dataset. Three experimental stages

were considered: 1) baseline classifiers on raw features, ii) the same models with feature normalization, and
iii) our extended AD+DCA process enriched with prior knowledge.

5.1. Baseline and normalized classifiers

In the first stage, GaussianNB achieved 80% accuracy (Figure [9), decision tree reached 88%
(Figure[I0), while k-nearest neighbors (KNN) performed worst at 73%. These outcomes confirm the limitations
of models relying solely on unprocessed attributes. RF obtained the best performance at 90% (Figure [T,
while SVM matched the decision tree baseline with 88%. Figure [T2]illustrates system behavior during these
simulations. With normalized features, GaussianNB slightly decreased to 75%, decision tree stayed at 88%,
while KNN improved markedly to 87% (Figure [I3). RF remained the most accurate at 90% (Figure [14),

and SVM stayed stable at 88%. These results indicate that normalization particularly benefits distance-based
models such as KNN.

Confusion Matrix Confusion Matrix

(R 9670 |3 129 5 10 0 9 1ol 0 2
8000 8000
1 0 4312 2744 0 403 ! o ] o 2 6000
_ 6000 ]
2 AP 1927 0 98
o) 0 88 2188 10 135 v Y 220 4000
o =l
2 4000 =
31 0 0 10 10 55 310 o g o =y 2000
2000
d oo 13 521 280 1929 44 4 426 433 115 1765 i
0 1 2 3 4 0 1 2 3 4

Predicted label

Figure 9. Confusion matrix (GaussianNB)
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5.2. Extended AD+DCA process

The integration of prior knowledge in the AD+DCA process provided further benefits. False alerts
decreased by up to 90%, the balance of false positives and negatives improved by about 4%, and human
intervention was reduced by more than 75%. The framework also handled real-time streams effectively,
mitigating drift and data mixture while supporting fraud detection. Finally, an agent-based simulation
was conducted with Ny devices (2000-16000), each running 1500 iterations under a similarity threshold
e = 0.7. As shown in Figures[I5]and [I6] precision and recall improved consistently with larger populations,
demonstrating coherent clustering, fewer anomalies, and stable accuracy gains over time.

5.3. Comparative summary

Table ] compares the performance of traditional classifiers, showing that normalization improves their
accuracy. The hybrid AD+DCA framework outperforms these methods with a 92% accuracy and a significant
reduction in false alarms. This highlights the effectiveness of integrating semantic knowledge to enhance
system reliability and robustness.
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Figure 15. Precision when N, ranges from Figure 16. Recall when N, ranges from
2000 to 16,000 2000 to 16,000

Table 4. Performance comparison of classifiers and AD+DCA framework on NSL-KDD

Model Accuracy (%)  Precision  Recall Fl-score
GaussianNB (raw) 80 0.79 0.78 0.78
Decision tree (raw) 88 0.87 0.88 0.87
KNN (raw) 73 0.72 0.71 0.71
RF (raw) 90 0.89 0.90 0.89
SVM (raw) 88 0.87 0.88 0.87
GaussianNB (normalized) 75 0.74 0.73 0.73
Decision tree (normalized) 88 0.87 0.88 0.87
KNN (normalized) 87 0.86 0.87 0.86
RF (normalized) 90 0.89 0.90 0.89
SVM (normalized) 88 0.87 0.88 0.87
AD+DCA (proposed) 92 0.91 0.92 0.91

6. DISCUSSION AND ANALYSIS

The results highlight persistent gaps in anomaly detection and RCA. Existing systems often rely
only on raw data, which reduces their ability to identify attacks or abnormal behaviors in dynamic contexts.
They also suffer from high false alarm rates, rigidity when facing evolving data streams, and frequent
manual reconfiguration of RCA models. Added to this are limited transparency in decision-making and weak
interoperability across heterogeneous architectures. These factors restrict both scalability and trust in current
solutions. By embedding prior knowledge and contextual rules into the detection pipeline, our approach
directly addresses these shortcomings. Detection accuracy improved by more than 2% over state-of-the-art
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baselines such as RF and SVM, while false positives and negatives dropped by about 4%. Most importantly,
spurious alerts were reduced by up to 90%, significantly enhancing the reliability of the system. These
improvements are not only statistical but also practical, as they strengthen interpretability and increase
confidence in automated results.

Operational benefits are equally notable. Manual interventions for parameter adjustment and threshold
tuning were reduced by more than 75%, simplifying deployment in fast-changing environments. The
framework also remained stable under streaming conditions, where issues such as temporal drift and mixed
data typically hinder existing models. Its applicability extends beyond cybersecurity to industrial monitoring
and healthcare, confirming robustness and adaptability. From an Al perspective, the integration of ML
with semantic reasoning and bio-inspired multi-agent modeling illustrates a neuro-symbolic approach that
balances accuracy with explainability. This hybrid design strengthens anomaly detection as a core Al capability,
not just a system integration task. Moreover, the framework is transferable to more recent benchmarks
(e.g., CICIDS2017, UNSW-NBI15), paving the way for broader validation and generalization.

7. CONCLUSION

This work proposed a hybrid Al framework to improve anomaly detection and data preparation in
intelligent systems. The method addresses semantic drift, loss of meaning in large datasets, preprocessing
bottlenecks, and data integrity issues. By combining ML with prior knowledge and semantic rules, the
framework enables real-time profiling, early correction, and proactive response to anomalies. These advances
strengthen both reliability and interpretability while reducing operational risks. Beyond technical contributions,
the approach also demonstrates economic impact, with potential cost reductions of up to 50% and performance
gains of around 40% over conventional methods. Future extensions will target fully automated big data
pipelines, enhanced stress tolerance, regulatory compliance, and advanced repositories to support analysts and
decision-makers. Such developments aim to reinforce scalability, resilience, and autonomy in next-generation
Al-based security systems.
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