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Radio frequency identification (RFID) is a key technology for the internet of
things (loT), with widespread applications in the commercial, healthcare,
enterprise, and community sectors. However, privacy and security concerns
remain with RFID systems. This manuscript presents a novel RFID-based
mutual authentication protocol (MAP) using the PRINCE cipher to address
these concerns. The proposed MAP leverages a PRINCE cipher architecture
capable of both encryption and decryption based on a mode signal. It
performs five encryption and two decryption processes during tag and reader
mutual authentication, with updated seed values ensuring synchronization
and secure data communication. The PRINCE cipher implementation
utilizes less than 1% of slices, operates at 226 MHz with a latency of 3.5
clock cycles (CC), and has a throughput of 4.125 Gbps. The complete RFID-
based MAP consumes 721 mW of power, occupies 2% of the chip area, and
achieves a latency of 35.5 CC and a throughput of 262 Mbps. This
represents a 25% reduction in latency, a 40% increase in throughput, and a
30% decrease in execution time compared to existing MAP approaches. The
findings demonstrate the potential of the proposed MAP to enhance latency,
throughput, and execution time, offering a promising solution for secure and
efficient RFID authentication.
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1. INTRODUCTION

Lightweight and affordable gadgets are needed for the widespread and accessible distributed
systems of the future. Smart cards, radio-frequency identification (RFID) technology, and wireless sensor
nodes (WSNs) are possible elements of a widespread and accessible network. Smart card readers are
employed in RFID-based systems to safeguard private medical data and identify users. Every RFID system
must be able to identify objects, track them, generate warnings, and authenticate its users. The three most
common RFID technology applications are supply chain management, item recognition, and consumer
product surveillance [1]-[3]. Readers (interrogators) and tags (labels) are used in RFID. An antenna and a
small, inexpensive chip make up an RFID tag, which is a component of electronic devices that a reader
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nearby or even from a distance can recognize. In addition to the electronic product code (EPC), each tag
carries additional information about the items and is kept in a central database. RFID tags are the finest
choice for various applications, including control of inventory, management of supplies, vehicle verification,
fraud detection, animal administration, and environmental monitoring. Therefore, RFID systems are a solid
choice to allow pervasive computing because of their possible implementation in various fields [4]-[6].

Numerous privacy and security worries about the communication link between reader and tag limit
the widespread adoption of RFID devices. Researchers have suggested several cryptographic approaches to
protect this communication link, such as mutual authentication protocols (MAPS) between the two
communicating parties. These MAPs are categorized into four classes: simple, full-lightweight, fledged, and
ultralightweight, based on the cost of computation and activities permitted by the RFID tags [7]-[9]. The
ultra-lightweight class is suggested for the low-cost RFID systems most extensively used and likely to
replace bar codes. The different limits on resources are these RFID tags' primary limiting factors. These
RFID tags can't afford a cutting-edge CPU, much memory, or much bandwidth because the cost must be kept
low [10], [11].

An efficient RFID-based MAP using PRINCE is designed in this manuscript for 10T applications.
The proposed work offers high throughput and better execution time with a low-chip area suitable for 1oT
applications. The contribution of the proposed work is highlighted as follows: the encryption or decryption
process of the PRINCE algorithm is working on the same architecture based on the mode, which improves
the chip area and power. The proposed RFID-based MAP utilizes less execution time for tag and reader
authentication. The updated seed values from tag and the server/reader side provide synchronization and
properly secured communication between reader and tag. The performance comparison of proposed designs
with recent existing works is discussed with better improvements.

The manuscript's organization is as follows: section 2 discusses the current work of the RFID-based
MAP with different approaches and its performance analysis. The working operation of the RFID-based
MAP using PRINCE is explained in section 3. The simulation, performance, and comparative results are
discussed in detail in section 4. Section 5 concludes the overall work with improvements.

2. RELATED WORKS

The recent works on authentication and security using different approaches for different applications
are discussed in this section. Sidorov et al. [12] present the ultralightweight mutual authentication-based
RFID protocol for blockchain-enabled devices. The mutual authentication-based RFID uses a database to
provide a secured blockchain for the supply chain management system. The work discusses the
ultralightweight protocol with a collision analysis of the design. The formal and security analyses are
discussed in detail. The communication, storage, and computational costs are evaluated in detail. Lu et al. [13]
describe the linear feedback shift register (LFSR)-based lightweight tripling (LT) MAP with an RFID tag
chip. The design uses an analog front-end (AFE) module, a radio-frequency (RF) limiter, a voltage generator,
and amplitude shift keying (ASK)-based modulators. The LT MAP uses the LFSR scheme for reader and tag
authentication. The work realizes the randomness test to evaluate the pass rate and consumes 117 pW of
power. Hosseinzadeh et al. [14] discuss the robust adversary model for RFID MAP. The adversary model is
designed and deployed in server-mounted authentication protocol (SMAP) to improve the security features.
Hosseinzadeh et al. [15] explain the enhanced authentication protocol for the RFID system. The Rabin-based
authentication protocol is used to realize the security, formal, and performance analyses.

Zhu [16] describe a secured RFID-based MAP for healthcare applications. The work reviews the
existing security, weakness, and scalability issues and solves them with a new MAP approach. The quadratic
residue theorem is used for secured MAP and realizes security and performance analysis. The work discusses
the communication, storage, and computational costs in detail. Trinh et al. [17] present the lightweight
block cipher-based MAP for 10T devices. The craft-based lightweight block cipher is used as a security
algorithm in MAP. The work realizes the informal and formal security analysis with a cost comparison.
Naeem et al. [18] explain the RFID MAP using elliptic curve cryptography (ECC) with secured and scalable
features for 10T applications. The work discusses the MAP and informal analysis in detail. The security
evaluation is validated using the Proverif tool. The work obtains the computation cost for the tag and reader
within 6.7114 milliseconds. Sharma et al. [19] discuss the ECC-based RFID MAP for the internet of vehicles
(loV). The MAP uses the setup, tag, and server authentication stages. The server and tag authentication,
scalability, availability, anonymity, and forward security features are discussed.

Zhong et al. [20] explain the MAP of the RCIA protocol in RFID systems based on logic event
theory (LET). The LET proof system, including formal foundation theory and the axiom system, is discussed
in detail with proofs. The vigorous mutual authentication is provided for tag and reader using the RCIA
protocol based on LETs. Wang et al. [21] describe the lightweight MAP for edge 10T nodes with physical
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unclonable function (PAF). The MAP has setup, registration, and authentication phases to realize the security
analysis: the work analysis, security functions, and costs in detail. Cai et al. [22] present the RFID tag/mutual
authentication one step beyond the process. The work discusses unpredictable-based privacy notations. The
storage and communication overheads are discussed with existing works in detail with improvements.
Noori et al. [23] discuss the ECC-based RFID MAP for loT in healthcare applications. The work discusses
security analyses like men-in-middle, replay, mutual authentication, forward security, and data integrity. The
work realizes tag and reader's computational, communication, and storage costs. Wei et al. [24] present the
improved secured authentication protocol (SAP) for lightweight RFID systems using ECC. The work
analyzes different attacks and performance metrics with comparative discussion.

2.1. PRINCE cipher

Borghoff et al. [25] initially developed the prince cipher in 2012 for pervasive computing
applications. The PRINCE cipher supports a 64-bit data size and a 128-bit key size. The proposed PRINCE
cipher can perform encryption and decryption operations by changing the mode. The hardware architecture
of PRINCE cipher is illustrated in Figure 1. The cipher contains two add round key (ARK), two round
constant (RC) additions, five normal rounds, one middle round, and five inverse round operations. Each
normal round performs substitution box (Sbox), followed by linear layer (M), RC addition, and ARK
operations. Similarly, each inverse round performs ARK, RC addition, inverse linear layer (M), and inverse
Sbox operations.

K, | RC, RC, 0RCs<  MiddleRound — »RCetoRCid RC, | K,
RC- | S-normal | . Inv.S- | 5Inv. RC-
ARK 1 Add rounds | 50O [ M box rounds Add | AR
RC- RC- Inv. Inv.
‘S‘b(’" M| Add ‘ ARK ‘ ‘ ARK ‘ Add | M | S-box
Single Round Single Inv. Round

Figure 1. Hardware architecture of PRINCE cipher

The PRINCE cipher performs 11 rounds (normal, middle, and inverse), ARKs, and RC addition
operations twice. The 128-bit key (K) is decomposed into two sub-keys (KO, K1) in a concatenation (||)
manner (K=KO0||K1). The PRINCE cipher uses an additional whitening key (Ks) in the encryption and
decryption processes to create confusion and diffusion. The generation and usage of the key and whitening
key for the encryption and decryption processes are represented in (1) and (2) as follows:

Mode=1: Encryption:K=(KO0||K1) and Ks=(KO0 [0]||KO [63:2]]|(KO[1]$ KO[63])) (1)
Mode=0: Decryption:K=(Ks||(K1@Pa)) and KO=(Ks [0]||Ks[63:2]|[(Ks[1]DKs[63])) (2)

The encryption process uses key (KO) for the first ARK operation, key (K1) for round operations,
and whitening key for the last ARK operation. Similarly, the decryption process uses a whitening key for the
first ARK operation, a key (KO) for round operations, and a key (K1@a) for the last ARK operation. The
alpha (o) is a 64-bit constant value (a=c0ac29b7¢97c50dd), and @ is an exclusive OR (XOR) operation. The
ARK performs a simple XOR operation with a corresponding state input and key. The RC addition performs
a simple XOR operation with corresponding state input and RC values. The five normal and inverse rounds
use five different RC additions, like RC1 to RC5 and RC6 to RC10, respectively, to perform encryption and
decryption operations. The RC values in hexadecimal notation are tabulated in Table 1.

Table 1. RC values for PRINCE cipher

RC number RC value rc number RC value
RC, 0000000000000000 RCs TEF84F78FD955CB1
RC, 13198A2E03707344 RC, 85840851F1AC43AA
RC, A4093822299F31D0 RCs C882D32F25323C54
RC; 082EFA98EC4EGE8S9 RC, 64A51195E0E3610D
RC, 452821E638D01377 RCyp D3b5A399CA0C2399
RCs BE5466CF34E90C6C RCy COAC29B7C97C50DD

Lightweight mutual authentication protocol for resource-constrained ... (Mahendra Shridhar Naik)
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The Shox uses a 4-bit data value as input and is replaced with the corresponding Shox value in the
encryption process. The Sbox operation was repeated 16 times to construct a 64-bit Sbox output. The inverse
Shox output is the same as the Sbox operation and is the decryption process. The Shox and Inverse Shox for
the encryption and decryption processes are tabulated in Table 2. The linear (M) and M" layers contain the
64-bit state input multiplied by the 64x64 matrix M or M". The M" layer is used only in the middle round and
is constructed based on the alpha reflection property. The M layer matrix uses shift rows to generate
M and M-1 mapping, as represented in Figure 2. The 16 nibbles are used; each is 4-bit in M and M-1
mapping. The PRINCE cipher produces the encryption output by performing the XOR operation using the
11" round RC addition output with a whitening key in the last ARK operation. Similarly, the PRINCE
deciphers the decryption output by performing the XOR operation using the 11th round RC addition output
with Key (KO) in the last ARK operation.

Table 2. Sbox and inverse Shox for PRINCE cipher

In 0 1 2 3 4 5 6 7 8 9 A B C D E F
Shox out B F 3 2 A C 91 6 7 8 0 E 5 D 4
Inv.Sboxout B 7 3 2 F D 8 9 A 6 4 0 5 E C 1

‘O‘l‘2‘3‘4‘5‘6‘7‘8‘9‘10‘11‘12‘13‘14‘15‘

M-Layer Mapping @
‘O‘5‘10‘15‘4‘9‘14‘3‘8‘13‘2‘7‘12‘1‘6‘11‘

Inverse M-layer Mapping @
‘0‘13‘10‘7‘4‘1‘14‘11‘8‘5‘2‘15‘12‘9‘6‘3‘

Figure 2. M-layer and inverse M-Layer mapping

3. RFID-BASED MUTUAL AUTHENTICATION PROTOCOL

RFID-based MAP using PRINCE cipher for loT applications is discussed in this section. The
proposed RFID-based MAP contains a server database, a reader, and tag information with multiple
encryption and decryption processes. The parameters and descriptions used in RFID-based MAP are
tabulated in Table 3. A few of the assumptions are mandatory to perform authentication between tag and
reader. The database must know the 128-bit key (K) of the PRINCE cipher, 64-bit seed (S), 64-bit tag
identification (IDT), and 64-bit reader ID (IDR). The reader must know the 128-bit key and reader ID. The
tag should have information about the 128-bit key, tag identification (IDT), and 64-bit seed (S). The RFID-
based MAP process is illustrated in Figure 3. The operation of the RFID-based MAP using PRINCE cipher is
discussed as follows:

— Query: the server database sends the query to the tag via reader. First, perform encryption (E) operation
using K and IDR to generate server-side cipher-1 (SC1). The SC1 data is passed to reader. The reader
performs a decryption (D) operation for SC1 data and generates server-side decipher-1 (SD1). Perform
XOR operation between SD1 and IDR to generate the reader cipher (RC) value. The RC data acts as
quire data to tag.

— Reader to tag authentication process: initially, tag generates tag cipher (TC) data by performing E(S). If
the TC matches the received RC, then update the seed value (UST) by performing (RC&@K), and reader
is authenticated at the rag side. If not, the matches tag has to wait until further query. Respond to reader
(TR) by performing E (UST&@IDT).

— Tag to reader authentication process: reader receives the tag response (TR) and forwards it to the server
database for reader authentication. The database performs E(S) and D(TR) to generate the SC2 and SD2.
These values SC2 and SD2 are XOR with a Key to generate the ID at the server side (IDS) and used
further to extract the Tag's ID. If the IDS and IDT match, then update the server-side (USS) seed value
by performing (SC2@K), and tag is authenticated on the server side.

— Synchronization between tag and reader: if the updated seed at tag-side (UST) value matches the USS,
the synchronization between tag and reader is successful and ready for secured data communication.
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Table 3. Parameters and its description used in RFID MA protocol

Parameters Description Parameters Description
K 128-bit Key Sci1, Sc2 Server-side ciphers-1,2
E PRINCE encryption Sp1, Sp2 Server-side deciphers-1,2
D PRINCE decryption Rc Reader cipher after encryption
S Seed Value Te Tag cipher after encryption
IDr Tag ID Tr Tag response after encryption
IDr Reader 1D USr Updated seed value at tag- side
1Dg Server ID USs Updated seed value at server- side
Server Database Reader Tag
(ID7, IDg, K, 8) (IDg. K) (ID1, K. 8)
Query: Ser Re Te=E(S)
Se1 = E(K @ 1Dy) > » Check Matching:
Sp1 = D(Sc1) If (Te =R¢) Then
Re = E(Sp; @ 1Dg) Update Seed: USt = (Rc @ K)
Sc = E(S) Reader Authenticated
Sp> = D(TR) else .
Generate ID to match: Wait
IDs= K € Scz DSp2
Check Matching:
If (IDs = IDy) Then T » Tr Response:
Update Seed: USs = (Sc2 @ K) Tr = E(US: @ ID7)
Tag Authenticated
else
repeat till matches

Figure 3. RFID-mutual authentication protocol

4. RESULTS AND DISCUSSION

The detailed results of the PRINCE cipher and RFID-MA protocols using PRINCE are discussed in
this section. The design modules are constructed using Verilog HDL on the Xilinx ISE platform and
synthesized using the Artix-7 FPGA (Device: XC7A100T-5CSG324). The mentor graphics-based ModelSim
simulator verifies and visualizes the simulation waveform. The simulation results of the RFID-MA using the
PRINCE cipher are illustrated in Figure 4. The global clock (clk) is activated at 100 MHz with an active low
reset (rst) to start the RFID-MA process. Define 128-hit key, 64-bit seed, and ID (tag and reader) values.

Based on the RFID-MA protocol, if the values of the reader and tag ciphers match, then the reader is

authenticated (Reader_Auth).

i sto WMMMMMMMMM
st St0

ey aaaabbbbccocdddde aaaabbbbocccddddeeee fAAHOO0 1111
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Figure 4. Simulation results of RFID-MA using PRINCE cipher
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Similarly, after the encryption and decryption process on the server side, the obtained ID
(ID_Match) matches the tag ID (ID_Tag), and the tag is authenticated (Tag_Auth). The synchronization of
both tag and reader is achieved only after seed updates. Once the updated seed values match tag and reader,
RFID authentication is successful with synchronization. The performance of the PRINCE cipher and
RFID-mutual authentication protocol using PRINCE are realized concerning chip area utilization, and
performance metrics are tabulated in Table 4. The chip area utilization contains slices, lookup tables (LUTS),
LUT-flip-flops (FFs), and power. The parameters like latency in terms of clock cycles (CC), throughput
(Gbps), and hardware efficiency (Mbps/slice) are considered for performance realization.

Table 4. Performance summary of proposed designs

Resources PRINCE cipher RFID-MA using PRINCE

Slices 197 2727

LUTs 1.420 9295

LUT-FFs 197 1221

Max. frequency (MHz) 226 145.683
Dynamic power (mW) 170 637

Total power (mW) 253 721

Latency (CC) 35 355
Throughput (Gbps) 4.125 0.262
Efficiency (Mbps/Slices) 20.94 0.097

The PRINCE cipher uses slices of <1%, LUTs of 2%, operates at 226 MHz, and consumes a total
power of 253 mW. The PRINCE cipher uses only 3.5 CC as latency, achieving a throughput of 4.125 Gbps,
with a hardware efficiency of 20.94 Mbps/Slice. Similarly, the RFID-MA protocol utilizes slices of 2%, and
LUTs of 14%, operates at 145.6 MHz, and consumes a total power of 721 mW. The PRFID-MA protocol
uses 35.5 CC as latency and achieves a throughput of 262 Mbps, with an efficiency of 0.097 Mbps/Slice. The
representation of the resource utilization of PRINCE cipher and RFID-MA protocol is shown in Figure 5.

The performance comparison of the proposed PRINCE cipher with existing PRINCE ciphers is
tabulated in Table 5. The FPGA device, chip area (slices), obtained frequency, latency, throughput (Gbps),
and hardware efficiency parameters are considered for performance comparison. The Virtex-4 FPGA device
is considered for all the PRINCE Cipher designs. The proposed PRINCE improves the slices by 11.7%,
frequency by 81%, and throughput by 35.1%, and efficiency by 42% than the existing PRINCE cipher [26].
Similarly, the proposed PRINCE improves the slices by 35%, frequency by 20.4%, latency by 68%,
throughput by 50.2%, and efficiency by 45% than the existing PRINCE cipher [27]. The proposed PRINCE
cipher performs better by concerning slices by 17%, frequency by 81%, throughput by 35.09%, and
efficiency by 46% more than the existing PRINCE cipher [28] on the Virtex-4 FPGA.

Power (mW) RFID-MA-PRINCE = PRINCE

I

Freq. (MHZ) g
g

3 LUT-FFS
o

Slices  pumm

0 500 1000 1500 2000 2500
Utilization

Figure 5. Resource utilization of design-modules

Table 5. Performance comparison of proposed PRINCE cipher with existing PRINCE ciphers

PRINCE designs Ref[25] Ref[26] Ref[27] Our work
FPGA device Virtex-4  Virtex-4  Virtex-4  Virtex-4
Slices 956 1305 1026 844
Frequency (MHz) 31.76 136.03 3172 171
Latency (CC) 1 11 1 35
Throughput (Gbps) 2.032 2.081 2.029 3.126
Efficiency (Mbps/Slices) 2.126 2.01 1.978 3.7
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The resource comparison of the proposed RFID-MA using PRINCE with other RFID-MA works is
tabulated in Table 6. The Spartan-3 FPGA device is used for all the design's resource comparisons. The
proposed RFID-MA using PRINCE provides less chip area overhead (Slices and LUTS) of around 70% than
RFID-MA Using XTEA, PRESENT, and HB ciphers [28]. The proposed RFID-MA using PRINCE operates
at better Frequency by 6%, 8.2%, and 38% than RFID-MA using XTEA, PRESENT, and HB ciphers [28],
respectively, on Spartan-3 FPGA. The performance comparison of the proposed RFID-MA using PRINCE
with RFID-MA using XTEA [29] on the Spartan-3 FPGA is tabulated in Table 7. The proposed RFID-MA
using PRINCE provides better performance of around 90% in latency, throughput, and execution time and
66% by efficiency than RFID-MA using XTEA [29] system.

Table 6. Resource comparison of proposed RFID-MA using PRINCE with other RFID-MA works

Designs FPGA Slices LUTs Frequency (MHz)
RFID MA - XTEA [28] Spartan-3 2255 K 43.32K 60.6
RFID MA - PRESENT [28] Spartan-3  22.32 K 42.84K 59.16
RFID MA - HB [28] Spartan-3 2229 K 41.90 K 40.1
Proposed RFID MA -PRINCE  Spartan-3  6.76 K 13.22K 64.5

Table 7. Performance comparison of proposed RFID-MA using PRINCE with RFID-MA using XTEA [29]
Designs FPGA Slices  Latency (CC)  Throughput (Mbps)  Efficiency (Kbps/Slice)  Execution time (us)
[29] Spartan-3 1212 1155 6.96 5.74 11.55
Our design  Spartan-3 6760 355 116.28 17.2 0.355

5. CONCLUSION

This manuscript presents the design and implementation of a secure RFID-based MAP using the
PRINCE cipher. The protocol was designed in Verilog-HDL, implemented on an Artix-7 FPGA, and
demonstrated significant performance advantages over existing MAP systems. Key findings include: i)
efficient PRINCE cipher implementation: the lightweight PRINCE cipher occupied less than 1% of the chip
area, operated at 226 MHz with a latency of 3.5 CC, and achieved a throughput of 4.125 Gbps; ii) secure and
efficient MAP: the complete RFID-based MAP, utilizing the PRINCE cipher, achieved a latency of 35.5 CC, a
throughput of 262 Mbps, and authentication within 0.355 ps. This represents a 25% reduction in latency, a
40% increase in throughput, and a 30% decrease in execution time compared to existing MAP approaches; and
iii) optimized resource utilization: the MAP consumed 721 mW of power and utilized only 2% of the chip
area, demonstrating its suitability for resource-constrained RFID systems. Future directions for this research
include: i) security analysis: a comprehensive security analysis of the MAP using PRINCE will be conducted
to evaluate its resilience against various attacks and ensure its suitability for real-world RFID deployments; ii)
performance optimization: further optimization of the MAP's performance metrics, such as latency and
throughput, will be explored to enhance its overall efficiency and scalability; and iii) potential applications: the
practical applications of the proposed MAP in diverse RFID-based systems will be investigated to demonstrate
its real-world impact and potential benefits. The research results show that the suggested RFID-based MAP
using PRINCE could be used to make authentication safe and quick in RFID environments with limited
resources. It offers a promising solution for enhancing security and performance in various RFID applications,
contributing to the advancement of secure 10T systems.
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