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The financial sector is a prime target for cyber-attacks due to the sensitive
nature of the data it handles. As the frequency and sophistication of cyber
threats continue to rise, implementing effective security measures becomes
paramount. In this paper we provide a comprehensive comparison of six
prominent machine learning techniques utilized in the financial industry for
cyber-attack prevention. The study aims to identify the best-performing
model and subsequently compares its performance with a proposed model
tailored to the specific challenges faced by financial institutions. This paper
looks at using advanced machine learning methods to make cybersecurity
stronger for financial institutions. The work explores the deployment of
cutting-edge machine learning algorithms - logistic regression, random
forest, support vector machines (SVM), K-nearest neighbour (KNN), naive
Bayes, extreme gradient boosting (XGBoost), and deep learning technique
(Dense Layer) - to fortify the cybersecurity framework within financial
institutions. Through a meticulous analysis and comparative study, we
explore the efficacy, scalability, and practical implementation aspects of
various machine learning algorithms tailored to address cybersecurity
concerns. Additionally, we propose a framework for integrating the most
effective machine learning models into existing cybersecurity infrastructure,
offering insights into bolstering resilience against evolving cyber threats. In
our comparison, XGBoost exhibited outstanding performance with an
accuracy of 95%.
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1. INTRODUCTION

The digital landscape has made significant advancements, especially online, where a majority of our
activities take place, due to the creative methods employed by attackers, the risk of cyberattacks is rapidly
increasing [1]. Rapid technological evolution and increasing internet users, reaching 4.4 billion in 2019, are
expected to rise post-COVID-19. With online services holding sensitive data, attackers increasingly target
hacking such platforms [2]. In today's digital era, the financial sector operates within an intricate web of
interconnected systems and processes, making it a prime target for cyber threats of unprecedented
sophistication and scale [3]. As digital transactions, sensitive financial data, and complex networks become
increasingly common, traditional cybersecurity measures often prove insufficient in protecting against
evolving threats. Consequently, financial institutions are under growing pressure to strengthen their defenses
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and mitigate the risks posed by cyber-attacks. In response to this urgent need, there is a rising interest in
harnessing advanced machine learning techniques to enhance cybersecurity within the financial sector. These
technologies play a crucial role in the implementation of cyber defense strategies such as monitoring, control,
threat detection, and alarm systems [4]. The adoption of machine learning in cybersecurity has witnessed
significant growth in popularity [5]. The current state of financial cybersecurity underscores the essential role
of advanced machine learning techniques in improving defense mechanisms against cyber threats.
Researchers are directing their efforts towards conducting comprehensive analyses, comparative studies, and
developing integration frameworks to equip financial institutions with resilient and adaptable tools. These
advancements empower the financial sector to more effectively manage cyber risks, thereby safeguarding the
security and integrity of sensitive financial data and transactions.

Technology has revolutionized our lives, bringing immense convenience but also introducing a host
of challenges [6]. One notable issue is the escalation of cybersecurity threats due to the rapid advancement of
technology. Another concern is the exponential growth of data volumes , making it increasingly challenging
to ensure security. Moreover, highly skilled hackers with extensive knowledge of systems and programming
have the ability to exploit well-protected systems, compounding security concerns [7]. The term "malware" is
a fusion of "malicious code" and "malicious software," denoting software designed with the primary aim of
gaining unauthorized access to external tools. Furthermore, malware has the potential to inflict enduring
damage on both individuals and organizations [8]. The increasing release of malware is worrying security
experts worldwide. It's important for researchers and the security community to stay updated on new types of
malware and how to detect them [9]. Cybersecurity is increasingly emphasizing the identification and
suppression of malware [10]. This shift reflects the growing recognition of the significant threat posed by
malicious software to computer systems, networks, and data. As cyber threats continue to evolve and become
more sophisticated, detecting and mitigating malware has become a top priority for cybersecurity
professionals and organizations [11]. By implementing robust detection and mitigation strategies,
cybersecurity experts aim to safeguard digital assets, prevent unauthorized access, and minimize the impact
of malware-related incidents on individuals, businesses, and critical infrastructure. Researchers are interested
in using machine learning and deep learning because they can create advanced models for detecting
complicated malware [12].

This research endeavours to delve into the realm of sophisticated machine learning methodologies
and their application in enhancing cybersecurity within financial institutions. Through a comprehensive
analysis and implementation comparison, this study seeks to elucidate the efficacy, scalability, and practical
implications of various machine learning algorithms tailored specifically for financial cybersecurity.
By examining the strengths and limitations of different approaches, we aim to provide insights into the
optimal utilization of machine learning techniques to address the unique challenges faced by financial
institutions in safeguarding their digital assets and infrastructure.

The overarching objective of this research is twofold. Firstly, to assess the performance and
suitability of advanced machine learning algorithms in detecting and mitigating cyber threats within the
financial sector. Secondly, to propose a framework for the integration and implementation of these
techniques into existing cybersecurity infrastructure. By undertaking this endeavour, we endeavour to
contribute to the advancement of cybersecurity practices in financial institutions, paving the way for more
resilient and adaptive defence mechanisms in the face of evolving cyber threats.

2.  LITERATURE REVIEW

Malicious software, commonly referred to as malware, can severely degrade device performance
and pose a risk of data misuse by attackers once a device is affected. Moreover, evolving malware types
make conventional detection techniques cumbersome and ineffective for identifying new and generic variants
[13]. Implementing machine learning and deep learning method in order to reduce the impact of cybercrime
has been a remarkable work which has been done by many authors. Roponena et al. [14] said that machine
learning plays a critical role in cybersecurity solutions by enabling the automatic analysis of data patterns and
learning from them to prevent similar attacks or forecast potential threats. Currently, machine learning
methods assist cybersecurity professionals in rapidly identifying various types and attributes of malware
[15], [16]. Bokolo et al. [17] compares seven machine learning and deep learning methods to detect malware
using byte, opcode, and section codes. The study aims to accurately classify malware into nine distinct
families by extracting and merging byte, section, and opcode data. Techniques include random forest,
decision tree, support vector machines (SVM), K-nearest neighbour (KNN), stochastic gradient descent
(SGD), logistic regression, naive Bayes, and deep learning. On their side, Ouahab et al. [18] introduce a
novel method for identifying unknown malware types using machine learning and visualization. Three
efficient classifiers achieve up to 98% precision in malware classification. For [19], a method combining
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SVM classifiers and active learning by learning (ALBL) addresses limited labelled data in malware
classification was proposed, they evaluation it using the Microsoft Malware classification challenge dataset
on Kaggle and ALBL demonstrated the capability to enhance model performance.

Numerous studies have explored the development of effective malware classifiers, with [20]
showecasing the use of the KNN algorithm. Additionally, researchers have delved into utilizing deep learning
networks to enhance malware classification performance. Convolutional neural networks, as demonstrated in
[21], [22], and recurrent neural networks have been employed to identify both traditional and concealed
malware [23]. Despite these advancements, identifying entirely new malware variants remains challenging.
Ouahab et al. [24] introduced a method for detecting upcoming malware generations. This involved training
random forest and KNN models on 24 distinct malware families. Venkatasubramanian et al. [25] worked on
IoT malware analysis, they outline various methods that combine federated learning (FL) with 10T by
exploring the practical uses of FL, research obstacles, and future research paths. Halbouni et al. [26]
examined intrusion detection systems, focusing on machine learning and deep learning algorithms
combatting malicious behaviour, they explored recent advancements in network implementations,
algorithms, and datasets for effective detection systems. In their study, Jin et al. [27] introduced a malware
detection method employing deep learning, utilizing an autoencoder to discern malware's functional traits.
Achieved accuracy stands at 93% [27].

Sethi et al. [28] devised a malware detection framework utilizing the Cuckoo sandbox for dynamic
file analysis, integrating Chi square and random forest techniques for feature selection, with decision tree
classifiers achieving the highest accuracy. Darem et al. [29] introduced a model leveraging concept drift
detection and sequential deep learning, achieving 99.41% accuracy for new malware variants. Wu et al. [30]
addressed unbalanced datasets using a three-tier cascading extreme gradient boosting (XGBoost) approach
and cost-sensitive learning techniques, demonstrating the effectiveness of XGBoost in malware detection.
McGiff et al. [31] enhanced malware detection by combining hardware features and permission data,
resulting in improved model performance. Anuar et al. [32] proposed opcode analysis for malware detection,
showing higher occurrence frequencies in malware compared to benign applications, suggesting its
significance in malware classification.

Some survey were also conducted and this is the case with [33] who offered a comprehensive
review of recent cybersecurity works employing deep learning in mobile and wireless networks,
encompassing infrastructure threats, software attacks, and privacy protection. They presented detailed deep
learning techniques, examined cybersecurity works, discussed challenges, implementation details, and
solution performance, identifying the most effective deep learning methods for various threats and attacks.
In their study, the authors [34] leveraged the machine learning malware detector (MLMD) program to
automate static and dynamic analysis processes. They trained XGBoost models on datasets from both
analyses, achieving detection accuracies of 91.9% and 98.2%, along with sensitivities of 96.4% and 98.5%
for static and dynamic datasets, respectively.

To improve cybersecurity, significant efforts have been made in the last decade to utilize machine
learning approaches effectively. Enhancing security in the complex technical landscape requires a cautious
and strategic approach to address the evolving cyber threats [35] and Malware variants continue to evolve
through the use of advanced packing and obfuscation techniques, posing increased challenges for their
classification and detection [36]. As the internet expands and social media becomes more widespread, data
breaches have consequently become a primary concern in the realm of cybersecurity [37].

3. METHOD

The methodology encompasses data collection, model selection, experimental design, and
performance evaluation. We utilize diverse datasets reflecting varied cyber-attack patterns and normal
operational data. Selected models, including logistic regression, random forest, SVM, KNN, naive Bayes,
XGBoost, and deep learning, are chosen for their effectiveness in anomaly detection. Pre-processing involves
data cleaning, normalization, and feature engineering. Hyperparameter tuning optimizes model performance.
Evaluation metrics such as accuracy, precision, recall, F1-score, and area under the curve (AUC) assess
model effectiveness. Data sourced from the Canadian Institute for Cybersecurity consists of 11,598 rows and
471 columns, with five labels representing different classes.

3.1. Process outline

The research process is shown in Figure 1. The diagram provides an overview of the workflow, and
each step is explained in more detail in the text that follows the diagram. Every stage of the process is clearly
outlined to help make the information easier to understand and follow.

The process described outlines a comprehensive workflow for developing and evaluating machine
learning and deep learning models. Let's break it down step by step:
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Step 1: Data pre-processing and training for machine learning models:

—  The process begins with preparing the data for training machine learning models. This involves steps
like cleaning the data, handling missing values, encoding categorical variables, and scaling features.

—  Once the data is prepared, it's split into training and testing sets. The training set is used to train the
machine learning models, while the testing set is reserved for evaluating their performance.

Step 2: Selection of machine learning models based on analysis of variance (ANOVA):

— ANOVA is a statistical method used to compare the means of different groups to determine if there are

significant differences between them.

In this step, ANOVA is employed to compare the performance of various machine learning models on the

training data. This helps in selecting the most promising machine learning algorithms for further evaluation.

Step 3: Training and testing five different machine learning models:
After selecting the machine learning models based on ANOVA, the next step involves training and
testing these models on the dataset. This allows for assessing their performance in terms of metrics such
as accuracy, precision, recall, and F1-score.

—  The evaluation of each model provides insights into its strengths and weaknesses, aiding in the selection
of the best-performing machine learning algorithm.

Step 4: Engagement with deep learning and model customization:
Moving beyond traditional machine learning, the workflow transitions to exploring deep learning models.

—  Prior to training deep learning models, the data undergoes pre-processing similar to the machine
learning phase. Once pre-processed, deep learning models are constructed and customized.

—  Model customization involves adjusting the architecture, hyperparameters, and other settings to enhance
performance on the given task.

—  However, despite customization efforts, the performance of the deep learning model falls short of expectations.

Step 5: Transfer learning with machine learning (XGBoost):

— Inresponse to the suboptimal performance of the customized deep learning model, a decision is made to
explore alternative approaches.

—  Transfer learning is employed, where features learned from the deep learning model are transferred to a
traditional machine learning model, specifically XGBoost.

—  XGBoost, known for its robustness and performance, is selected for its ability to handle complex
datasets effectively, it employs decision tree-based techniques to classify malicious executables through
a gradient boosting approach [38].

Step 6: Comparison of machine learning, deep learning, and XGBoost results:

—  The final step involves comparing the performance of the machine learning models, deep learning
model, and XGBoost.

—  Metrics such as accuracy, precision, recall, and F1-score are used to evaluate and compare the models.

—  Based on the comparison, XGBoost emerges as the top-performing model, surpassing both traditional
machine learning and customized deep learning approaches.
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Figure 1. Process outline
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3.1.1. Machine learning models
Our work is done using machine learning and deep learning, so in this part, we will be talking about
the steps used in order to train our machine learning models. Here are the five machine learning which have
been used: naive Bayes; random forest; logistic regression; SVM; and K-nearest. During our training of
various machine learning models, we observed that random forest exhibited strong performance, while
naive Bayes performed the least effectively. Table 1 demonstrates their respective performance.
a) Data pre-processing: in the preparation of our data for training our diverse machine learning models, we
have dropped less important classes and features by running these codes:
X = df.drop(columns=['Class"]) # Features
y = df['Class’] # Target
b) Split our data into training and testing where 80% of data were for training and the remaining 20% for
testing.# Split the data into training and test sets
X_train, X_test, y_train, y_test = train_test_split(X, v, stratify=y,test_size=0.2, random_state=42)
c) We have used ANOVA -based to help us selecting our features:
num_features_to_select = 120
selector = SelectKBest(score_func=f_classif, k=num_features_to_select)
X_train_selected = selector.fit_transform(X_train, y_train)
X_test_selected = selector.transform(X_test)

Table 1. Machine leaning models performance comparison

S.N Models Accuracy (%)  Precision (%) Recall (%) Fl-score (%)
1 Logistic Regression 0.80 0.80 0.80 0.80
2 SVM 0.82 0.82 0.82 0.82
3 Random Forest 0.94 0.94 0.94 0.94
4 KNN 0.90 0.90 0.90 0.90
5 Naive Bayes 0.58 0.69 0.58 0.54

3.1.2. Deep learning model

Following the training of our data using machine learning, we utilized the same data and class to
construct our model using deep learning.
a) Data pre-processing

1- We prepared data by extracting the input features (X) and the target variable (y) for training a
predictive model.

X = data.iloc[:, :-1].values

y = data.iloc[;, -1].values
b) Convert labels to start from 0

y -=
¢) Convert target labels to one-hot encoding

num_classes = len(np.unique(y))

y_encoded =to_categorical(y, num_classes=num_classes)
d) Split the data into training and testing sets

X_train, X_test, y_train, y_test = train_test_split(X, y_encoded, test_size=0.2, random_state=42)
e) Normalize the features

scaler = StandardScaler()

X_train = scaler.fit_transform(X_train)

X_test = scaler.transform(X_test)
f)  Then we build our model

model = Sequential()

model.add(Dense(128, input_dim=X_train.shape[1], activation="relu’))

model.add(Dense(64, activation="relu"))

model.add(Dense(num_classes, activation="softmax'"))
Given the suboptimal performance of our current model, we have opted to transfer its features to an XGBoost
machine learning model. This strategic decision is aimed at exploring the potential for achieving improved
results compared to the performance of our previously trained models.

3.1.3. XGBoost
After our model's underperformance, we transferred its features to XGBoost, where it demonstrated
significant improvement.

Enhancing financial cybersecurity via advanced machine learning: ... (Grace Odette Boussi)
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y = data['Class’]

y=y-1

X_train, X_test, y_train, y_test = train_test_split(X_scaled, y, test_size=0.2, random_state=42)

# Initialize models

xgh_model = XGBClassifier(random_state=42)

# Train and evaluate each model

xgh_accuracy,xgb_precision,xgb_recall,xgh f1 = train_evaluate_model(xgb_model, X train,
y_train, X_test, y_test)

4. RESULTS AND DISCUSSION

After extensive testing, XGBoost, random forest, and Dense layer emerged as the top models for
malware prevention. XGBoost demonstrated exceptional performance with a 95% accuracy rate, earning its
selection as the final deployed model. Evaluation metrics are presented in Figure 2.

Model Evaluation Metrics Heatmap

0.92

Logistic Regression
0.90

SVM
0.88

Random Forest

(7]

B 0.86

& KNN

0w
g ~- 0.84
Naive Bayes 0.8300 0.8000 0.7800 0.7900
- 082
Dense layer 0.9200
-0.80
XGBoost . 0.8400
-078
Q) & » @
G)@'o 00\6\0 Q_zs"@ %00‘
¥ ¢ &
Metrics

Figure 2. Model evaluation metrics heatmap

This capability is particularly valuable in tasks like malware analysis, where outliers are significant
anomalies and removing them could lead to misleading conclusions. Initially, we trained our data using five
machine learning models, among which random forest demonstrated strong performance with a 94%
accuracy rate. Random forest, a widely used supervised machine learning algorithm, employs decision trees
on multiple samples. For classification, it considers the majority vote, while for regression, it uses the
average vote [39]. Since our customized model fell short at 91%, to capitalize on the strengths of our
customized model, we transferred its features to XGBoost, resulting in a superior performance of 95%,
surpassing even random forest. XGBoost, a high-performing machine learning algorithm, achieves
exceptional accuracy by employing XGBoost. It outpaces other implementations in speed and performance,
pushing computing tools for boosted tree algorithms to their limits [40]. Consequently, XGBoost was
selected as our final model for its outstanding performance and ability to effectively handle dataset
complexities. To highlight the significance of our results, Table 2 presents a comparative analysis of our
work against existing methods. This comparison clearly demonstrates that our approach yields superior
outcomes compared to the current state-of-the-art techniques.

Table 2. Comparison with the existing models

Reference Precision (%) Recall (%)  F-score (%)  Accuracy (%)
[41] 95 93 94 91
[42] 94 94 93 95
[43] 91 94 94 94
[44] 94 94 94 95
Our proposed model 95 95 95 95
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5. COMPARATIVE ANALYSIS

The decision between traditional machine learning and deep learning models depends on factors
such as the nature of the problem, data complexity, and the need for feature engineering. Each model has its
own strengths tailored to different scenarios. In our case, among the machine learning models, XGBoost
emerges as the standout performer with near-perfect metrics (around 0.95), showcasing its exceptional ability
to handle nuances within the dataset. The performance of all models is depicted in Figure 3.
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Figure 3. Performance metrics comparison for different classifiers

6. CONCLUSION FUTURE SCOPE

Our research focuses on improving cybersecurity in banks and similar institutions using advanced
machine learning methods. These institutions face serious risks from cyber attacks due to the sensitive data
they manage, so effective security measures are crucial. We studied how different machine learning
algorithms can help detect and prevent cyber threats, especially malware. We compared six main techniques:
logistic regression, random forest, SVM, KNN, naive Bayes, and XGBoost, as well as a deep learning
approach with Dense Layer. Our findings show that XGBoost performed the best, achieving an impressive
accuracy of 95%. This demonstrates its effectiveness in handling complex cybersecurity data, especially for
tasks like malware detection. Our study emphasizes the importance of integrating advanced machine learning
models into current cybersecurity systems to better protect against evolving cyber threats. We propose a
framework for implementing these techniques to advance cybersecurity practices in financial institutions.
Moving forward, future research endeavours should focus on refining and optimizing machine learning
models, exploring their integration into real-time threat detection systems, and expanding their application
across different vectors of cyber threats. By staying ahead of cybercriminals through the strategic utilization
of advanced machine learning techniques, financial institutions can fortify their cybersecurity defences and
safeguard their digital assets against emerging threats.
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