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Software fault prediction is essential for ensuring the reliability and quality
of software systems by identifying potential defects early in the development
lifecycle. However, the presence of imbalanced datasets poses a significant
challenge to the effectiveness of fault prediction models. In this paper, we
investigate the impact of different data balancing techniques, including
generative adversarial networks (GANs), synthetic minority over-sampling
technique (SMOTE), and NearMiss, on machine learning (ML) model
performance for software fault prediction. Through a comparative analysis
across multiple datasets commonly used in software engineering research,
we evaluate the efficacy of these techniques in addressing class imbalance
and improving predictive accuracy. Our findings provide insights into the
most effective approaches for handling imbalanced data in software fault
prediction tasks, thereby advancing the state-of-the-art in software
engineering research and practice. An extensive experimentation is

performed and analyzed in this study here that includes 8 datasets, 4 data
balancing techniques, and 4 ML techniques in order to demonstrate the
efficacy of various models in software fault prediction.
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1. INTRODUCTION

Software fault prediction aims at identifying impending faults or bugs in software modules before
they are visible operational issues, thereby enhancing the quality of the built software [1], [2]. With the
increasing complexity of software systems and the demand for reliable and efficient software, the importance
of accurate fault prediction techniques cannot be overstated. Traditional methods of fault prediction often
rely on machine learning (ML) models trained on historical data to classify software modules as defective or
non-defective based on various code metrics and characteristics [3]-[6]. However, one of the significant
challenges in software fault prediction is dealing with imbalanced datasets. Imbalanced datasets occur when
the classes of interest (defective vs. non-defective modules) are not evenly distributed, leading to biased
model performance [7], [8]. The research aim of this study is to investigate the effectiveness of different data
balancing techniques in improving ML model performance for software fault prediction. Specifically, we will
explore techniques such as generative adversarial networks (GANs) [9]-[11], synthetic minority over-
sampling technique (SMOTE) [12], [13], and NearMiss [14] to address the imbalance in the dataset.
By comparing the performance of ML models trained on balanced and unbalanced datasets, we seek to
identify the most effective approach for handling imbalanced data in software fault prediction tasks.
ML techniques could be classified as supervised, unsupervised and semi-supervised. ML techniques have
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been very useful in detecting issues and bugs in software [15], [16]. However, the efficacy of ML techniques
depends on the nature of datasets that are often linked to be imbalanced. Addressing issues of data imbalance
is therefore highly essential [17] in every area where data distribution has a significance in decision-making.

2. LITERATURE REVIEW AND RESEARCH TARGETS

Software fault prediction is a critical aspect of software engineering, aiming to identify potential
defects in software modules before they lead to operational issues. Addressing the challenges posed by
imbalanced datasets is crucial for improving the accuracy and effectiveness of fault prediction models. In this
literature survey, we review previous research in software fault prediction, with a focus on data balancing
techniques such as GANs, SMOTE, and NearMiss. We also discuss the limitations of earlier approaches and
how the proposed research aims to address them. In the realm of software fault prediction, addressing the
challenge of imbalanced datasets is paramount for achieving accurate and reliable predictive models. Various
data balancing techniques have been proposed and explored in the literature to mitigate the impact of class
imbalance on model performance. In this section, we review previous research focusing on data balancing
techniques such as GANs, SMOTE, and NearMiss, highlighting their strengths, limitations, and gaps, as well
as discussing how the proposed research aims to address these shortcomings. Engelman and Lessmann [18]
present conditional Wasserstein GAN-based oversampling of tabular data for imbalanced learning for
oversampling imbalanced data in credit scoring. Alqarni and Aljamaan [19] propose a novel approach that
combines GAN-based methods with boosting ensembles to improve software defect prediction performance.
While the study offers a promising solution, it lacks specific validation on the quality of generated synthetic
data and the scalability of the proposed approach. Our research aims to address these gaps by conducting
rigorous performance evaluation and scalability testing of GAN-based oversampling techniques, thus
providing empirical evidence of their effectiveness and practical feasibility.

Several studies have investigated the use of different data balancing techniques to improve software
fault prediction models. For example, Kumar and Venkatesan [20] explored the use of GANs for addressing
data imbalance in software defect prediction. The authors proposed a novel approach that leverages GANs to
generate synthetic data samples, thereby balancing the distribution of defective and non-defective instances
in the dataset. Their results showed promising improvements in model accuracy and performance compared
to traditional techniques. Similarly, Feng et al. [21] focuses on using SMOTE, a popular oversampling
technique, to address class imbalance in software fault prediction. The study compared the performance of
ML models trained on balanced and unbalanced datasets, demonstrating the effectiveness of SMOTE in
improving model performance. However, the study also highlighted limitations in the scalability and
computational efficiency of SMOTE, indicating the need for further research in this area. In addition to
oversampling techniques like SMOTE and GANs, under sampling methods such as NearMiss have also been
explored in the context of software fault prediction. For example, Mqadi et al. [14] investigates the use of
NearMiss for handling class imbalance in defect prediction datasets. The authors proposed a hybrid approach
that combines under sampling with feature selection to improve the performance of ML models. Their
experimental results showed promising improvements in model accuracy and generalization capabilities.
Furthermore, in [22], a survey of software fault prediction techniques and recent developments is provided,
which highlights the need to address class imbalance issues. While the survey offers valuable insights into
various supervised ML techniques and sampling methods, it lacks in-depth exploration of emerging
techniques beyond SMOTE. Our research aims to extend this survey by investigating the effectiveness of
GANSs and other advanced data balancing techniques in software fault prediction, thus enriching the existing
literature with new insights and empirical evidence.

Our primary research target is to conduct extensive experiments to evaluate the performance of
software defect prediction in scenarios where data is imbalanced. Despite the advancements in data balancing
techniques for software fault prediction, several limitations exist in earlier approaches. One common
limitation is the lack of comprehensive evaluation and comparison of different sampling methods across
diverse datasets and ML algorithms. Many studies focus on a limited set of techniques or datasets, which
may not fully capture the variability and complexity of real-world software development scenarios.
Furthermore, existing research often overlooks the impact of data bias and model interpretability on the
effectiveness of data balancing techniques. Imbalanced datasets may contain biased representations of certain
classes, leading to skewed model predictions and erroneous conclusions. Moreover, the interpretability of
ML models trained on balanced or synthetic data is often overlooked, making it challenging to understand the
underlying factors driving model predictions. Here, we study the impact of data imbalance on 8 different
datasets: IM1, AR1, CM1, KC2, MWI1, PC1, MC2, and KC1. Our research aims to build upon the problems
identified in literature review due to data imbalance and by evaluating the applicability of GAN-based
oversampling across multiple software fault prediction datasets. We thus extend the scope beyond specific
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domains and address the limitations of single-class focus. Our research seeks to bridge this gap by
incorporating GAN-based oversampling into the comparative analysis, thus providing a more comprehensive
evaluation of sampling techniques' efficacy in software fault prediction.

3.  PROPOSED METHODOLOGY

To overcome the limitations of existing research, we adopted a systematic approach that includes
thorough experimentation, rigorous evaluation metrics, and extensive validation across diverse software
development scenarios exploring GAN, SMOTE, and NearMiss across multiple datasets and ML algorithms.
Additionally, we have explored the use of advanced sampling techniques and ensemble methods to further
enhance the model performance and reliability. Hence, the proposed research seeks to advance the field of
software fault prediction by providing insights into the most effective data balancing techniques for
improving model accuracy and reliability. By addressing the limitations of earlier approaches, we aim to
contribute to the development of more robust and dependable fault prediction models, ultimately enhancing
the quality and reliability of software systems. Figure 1 depicts the logical steps taken in the proposed model.
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Figure 1. Logical steps of the proposed software fault prediction model

3.1. Data preprocessing

We begin by collecting software fault prediction datasets from reputable sources such as NASA's
software engineering laboratory and the PROMISE software engineering repository. Data preprocessing is
conducted to ensure data quality and consistency. This involves handling missing values, outliers, and
inconsistencies in the datasets. We employ techniques such as mean imputation or deletion for missing
values, outlier detection and removal using statistical methods or domain knowledge, and standardization or
normalization to scale the features appropriately. Additionally, we perform exploratory data analysis (EDA)
[18] to gain insights into the data distribution and characteristics, identifying potential patterns or trends that
may aid in model development and interpretation. EDA also helps us understand the extent of class
imbalance in the datasets, which is crucial for selecting appropriate data balancing techniques.

3.2. Data generation using generative adversarial network

Deep learning models such as GAN comprise two neural networks, the generator and the
discriminator, that are engaged in a minimax game. The generator attempts to generate synthetic data that is
almost like the real data, while the discriminator aims to identify the real and generated data. The generator
aims to generate increasingly realistic samples by minimizing its own loss (G loss), which measures the
discrepancy between the discriminator's predictions and a label indicating the generated data is real.
Conversely, the discriminator seeks to correctly classify real and fake samples, thus minimizing its loss
(D loss). G loss and D loss are fundamental components in training GANSs, representing the objectives of the
generator and discriminator, respectively, in achieving their competing goals. The generator loss is typically
defined using binary cross-entropy, measuring the difference between the discriminator's predictions on
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generated data and a matrix of ones (since the generator wants the discriminator to classify its outputs as
real). Mathematically, it can be expressed as (1):

Gioss = — 5 2l log (D(6(z)) Q)

Here, G(z;) is the output of the generator for the i-th input noise sample z; and D(G(z;)) is the
discriminator’s output when the probability of the generated sample G(z;) is real, and N is the batch size
considered. The discriminator loss is computed using binary cross-entropy loss separately for real and fake
data, and then averaged. Mathematically, it can be expressed as (2):

1
Digss = — 5= XLy loglog (D(x)) +log log (1— (D(6(z)))) @)
Here, x; is the ith real data point and D(x;) the discriminator is output when x; is real. G(z;) is the output of
the generator for the i-th input noise sample z; and D(G(z;)). The discriminator’s output when the
probability of the generated sample G(z;) is real, and N is the batch size considered. Binary cross-entropy
loss measures the difference between probability distributions, particularly useful for binary classification

problems. It is defined as (3).
Hy(@) = -~Z (1-p0)) ) (3)

Where yi is the true label (0 or 1) and (yi) is the predicted probability of the positive class. The GAN
objective function is essentially a minimax game between the generator and the discriminator. The generator
tries to minimize the discriminator's ability to distinguish between real and fake data, while the discriminator
tries to maximize it. Mathematically, it is given as (4).

ming maxp V(D,G) = EX~Paam(x) [logD(X)] + E, pz [log(1l— D(G(z)))] 4)

Here, D(x) is the discriminator’s output and G(z;) is the generator's output (fake data) and
Paata (X)and p(z) are the data and noise distributions.

3.3. Data balancing using synthetic minority over-sampling technique

SMOTE is a widely-used data augmentation technique that produces unreal samples for the minority
class by synthesizing between existing minority class samples. Specifically, SMOTE considers a minority
class sample and its k nearest neighbors, then creates new synthetic samples along the line segments joining
them. By effectively increasing the representation of the minority class, SMOTE helps to balance the class
distribution in the datasets, thus mitigating the bias towards the majority class. This technique aims to
improve the performance of ML models by providing them with more diverse and representative training
data, thereby reducing the risk of model overfitting and improving predictive accuracy for the minority class.

3.4. Data balancing using NearMiss

Another data balancing technique we utilize is NearMiss, which is specifically designed to address
class imbalance by under sampling the majority class. NearMiss selects a subset of majority class samples
that are closest to the minority class samples in feature space, effectively reducing the imbalance ratio
between the majority and minority classes. NearMiss offers three variants: NearMiss-1, NearMiss-2, and
NearMiss-3, each employing different strategies to select the majority class samples for removal. NearMiss-1
considers samples from the majority class with the smallest average distance to the three nearest minority
class samples. In NearMiss-2, samples from the majority class with the farthest average distance to the three
nearest minority class samples are considered. NearMiss-3 on the other hand is a two-step process that first
selects majority class samples using NearMiss-1 or NearMiss-2 and then further refines the selection based
on the majority class samples that are misclassified by a k-nearest neighbor (KNN) classifier trained on the
original dataset. By strategically removing majority class samples, NearMiss aims to enhance the balance
between the classes and improve the performance of ML models on imbalanced datasets.

3.5. Machine learning algorithms

The implementation will utilize a variety of ML algorithms suitable for classification tasks,
including but not limited to: random forests (RF) [23], KNN [24], logistic regression (LR) [25], [26], and
gradient boosting (GB) [27] algorithms. In our analysis of various datasets across different data balancing
techniques, we evaluated the performance of four commonly used machine-learning models: RF, LR, KNN,
and GB. These models were chosen for their versatility and widespread applicability in classification tasks.
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The first model employed was KNN, which is a non-parametric classification algorithm. Given a query point
x, the algorithm finds the k nearest neighbors in the training set and assigns the majority class among these
neighbors to xq. Consider N (xq) to be the set of k nearest neighbors of x, in the training set, then the
predicted class label is for x,is given as per (5):

J7q = arg maxy in eNk(xq) I(yl = }’) (5)
Here I(.) is the indicator function and y; is the class label of the i-th nearest neighbor and j, is the predicted

class label for x,. LR is a linear classification model that predicts the probability of a binary outcome.
It models the probability (y=1Ix) using the logistic function given as (6).

P(y=1)=om (©)

X

Here, x is the input vector, w is the weight vector, and e is the base of the natural algorithm. RF classifier
creates multiple decision trees during the training phase. Let us consider T;(x) to be the prediction of the i-th
decision tree, then the predicted class label for input x is given as per (7). Here n indicates the number of
decision trees.

¥ = mode {T;(x), T, (x), .. ccv ... ,T,(0) } (7)

GB is also an ensemble method like RF classifier. It builds a strong model by sequentially
accumulating weak learners (typically decision trees) and also amending the errors made by previous
learners. The prediction of the ensemble is a weighted sum of the predictions of all the weak learners.
Consider F,,(x) as the prediction of the m-th weak learner. The final prediction is computed as per (8).

y= Z%:i /‘{mFm(x) (3
Here, M is the number of weak learners and A,,, are the corresponding weights.

3.6. Description of datasets

The software fault prediction datasets referenced, namely JM1, AR1, CM1, KC2, MW1, PC1, MC2,
and KC1, are well-known datasets commonly used in research for evaluating ML models in the context of
software defect prediction. These datasets contain a wide range of static code metrics and attributes
associated with software modules, which serve as features for training predictive models. The JMI dataset is
often used for evaluating ML models in software defect prediction tasks. It contains static code metrics
and attributes extracted from Java projects, including measures related to code complexity, size, and object-
oriented design properties.

Attributes may include lines of code, McCabe's cyclomatic complexity, Halstead's metrics, and
various other software metrics [28], [29]. The research in [30]-[32] it is demonstrates how these metrics play
a role in software fault prediction. The dataset provides labeled instances indicating whether a software
module contains defects or not. They consist of attributes like static code metrics and attributes collected
from software repositories, focusing on code churn and change-related metrics.

Attributes may include lines added, lines deleted, number of code modifications, and other metrics
related to code evolution and change patterns. Some attributes like combination of size, complexity, and design-
related metrics, depending on the specific characteristics of the software projects from which the data was
collected, are included. Overall, these datasets offer a rich source of information for training and evaluating
machine-learning models for software fault prediction. By leveraging the diverse set of static code metrics and
attributes provided in these datasets, researchers can develop robust predictive models capable of identifying
potential defects in software modules, thereby aiding in the improvement of software quality and reliability.

4. RESULTS ANALYSIS AND DISCUSSION

Performance evaluation and testing are critical aspects of assessing the effectiveness and efficiency
of the implemented software fault prediction system. We explain the evaluation process into two
components: algorithm time complexity and testing methodologies. When evaluating the time complexity of
different data balancing techniques and ML algorithms, it's essential to consider both the time required for
training the models and the time needed for making predictions on new data.
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GANSs demonstrated a time complexity of approximately 25 minutes per dataset. GANs typically
require more time for training compared to other balancing techniques due to their complex architecture and
iterative training process. However, they can generate more accurate and precise synthetic data.
Other balancing techniques (e.g., SMOTE, NearMiss) demonstrated a time complexity that was typically
1 to 2 seconds. Traditional data balancing techniques like SMOTE and NearMiss are computationally less
expensive compared to GANs. They involve simpler algorithms and generate balanced datasets more
quickly. When evaluating the time complexity of ML algorithms, it's crucial to consider both training time
and prediction time. Decision trees have a time complexity as O(n*m log m), where » is the number of
samples, while m is the number of features. The time complexity of RF is O(n*m log m*k), where k is the
number of trees existing in the forest.

SVM has a time complexity of O(n?*m), where n is the number of samples and m is the number of
features. SVMs can be computationally expensive for large datasets hence, we did not employ it here. KNN
has a time complexity of O(n*k*m), where n is the number of samples, k is the number of neighbors, and m
is the number of features. LR has a time complexity of O(n*m), where n is the number of samples and m is
the number of features. K-Means has a time complexity of O(n*k*t* m), where n is the number of samples, k
is the number of clusters, t is the number of iterations, and m is the number of features. Analyzing model
performance on the KC2 dataset across different data balancing techniques provides valuable insights into
their effectiveness. GAN balanced data consistently enhances accuracy across models compared to the
unbalanced scenario, with RF leading in performance. This suggests the efficacy of GAN balancing in
improving model accuracy without significant data loss. However, employing data balancing techniques such
as SMOTE and NearMiss further improves accuracy, notably compared to the unbalanced data. SMOTE
balanced data leads to significant accuracy improvements across models, with RF and KNN achieving the
highest accuracy. NearMiss balanced data also enhances accuracy, but to a lesser extent compared to
SMOTE balancing.

Figure 2 depicts the generator and discriminator loss of KC2, while Figure 3 depicts the comparison
of accuracies for ML algorithms applied to KC2. In summary, while GAN balancing shows promise,
SMOTE balancing emerges as the most effective technique for improving model performance on the KC2
dataset, followed by NearMiss balancing. These insights aid in selecting appropriate data balancing
techniques for classification tasks on the KC2 dataset. In the analysis for the KC2 dataset, the generator loss
reached its minimum at epoch 3452 as depicted in Figure 2, indicating optimal performance for synthetic
data generation using the GAN model. Meanwhile, the discriminator loss also decreases, indicating improved
discrimination between real and synthetic data. This milestone suggests that the generator has converged,
producing the highest quality synthetic data among the 10,000 epochs trained.
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Figure 2. Generator and discriminator loss of KC2 Figure 3. Accuracy comparison of KC2

Analyzing model performance on the JM1 dataset across various data balancing techniques reveals
insightful trends. In the analysis for the JM1 dataset, as depicted in Figure 4, the generator loss reached its
minimum at epoch 1132, indicating optimal performance for synthetic data generation using the GAN model.
Meanwhile, the discriminator loss also decreases, indicating improved discrimination between real and
synthetic data. This milestone suggests that the generator has converged, producing the highest quality
synthetic data among the 10,000 epochs trained. GAN-balanced data consistently improves accuracy
compared to the unbalanced scenario across models, with RF showcasing particularly high accuracy.
This underscores GAN balancing's effectiveness in enhancing model performance while maintaining data
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integrity. However, employing techniques like SMOTE and NearMiss further enhances accuracy, notably
compared to the unbalanced data. SMOTE balanced data notably improves accuracy across models, though
LR exhibits lower accuracy with this technique, as can be inferred from Figure 5. NearMiss balanced data
also enhances accuracy, albeit to a lesser extent compared to SMOTE balancing. In summary, while GAN
balancing shows promise, SMOTE balancing emerges as the most effective technique for improving model
performance on the JM1 dataset, followed closely by NearMiss balancing. These insights assist in selecting
appropriate data balancing techniques for classification tasks on the JM1 dataset.
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Figure 4. Generator and discriminator loss of IM1 Figure 5. Accuracy comparison of M1

In the analysis for the KC1 dataset, the generator loss reached its minimum at epoch 4128 as depicted
in Figure 6. It indicates the optimal performance for synthetic data generation using the GAN model.
Meanwhile, the discriminator loss also decreases, indicating improved discrimination between real and synthetic
data. This milestone suggests that the generator has converged, producing the highest quality synthetic data
among the 10,000 epochs trained. The KC1 dataset analysis reveals that GAN balanced data consistently
improves accuracy across models, indicating its effectiveness without data loss. Unbalanced data leads to lower
accuracy, but SMOTE and NearMiss techniques notably enhance it. SMOTE balanced data varies in
effectiveness among models, with RF and KNN benefiting the most as can be seen from Figure 7. NearMiss
balanced data maintains high accuracy, though not significantly better than SMOTE balanced data. In summary,
GAN balancing is robust for KC1, but the effectiveness of SMOTE and NearMiss techniques varies across
models, aiding in selecting suitable balancing techniques for classification tasks on the KC1 dataset.
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Figure 8 depicts the generator and discriminator loss of PCI dataset. In the analysis for the PCI
dataset, the generator loss reached its minimum at epoch 1767, indicating optimal performance for synthetic
data generation using the GAN model. Meanwhile, the discriminator loss also decreases, indicating improved
discrimination between real and synthetic data. This milestone suggests that the generator has converged,
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producing the highest quality synthetic data among the 10,000 epochs trained. Analyzing the PC1 dataset's
data balancing techniques reveals distinct patterns in model performance. GAN balanced data consistently
boosts accuracy across models, with RF achieving the highest accuracy. Conversely, unbalanced data leads to
decreased accuracy, underlining the challenges posed by imbalanced class distributions. However, both
SMOTE and NearMiss techniques notably enhance accuracy compared to the unbalanced scenario. SMOTE
balanced data varies in effectiveness among models, particularly benefiting RF and GB. NearMiss balanced
data maintains consistently high accuracy, achieving perfect scores for RF and GB. Figure 9 depicts the
accuracy of PC1 datasets across all the models developed. However, LR and KNN show slightly lower
accuracy compared to other techniques. In summary, GAN balancing emerges as a robust strategy for
improving model performance on the PCI dataset, while the effectiveness of SMOTE and NearMiss
techniques varies across models. These insights offer guidance in selecting appropriate data balancing
techniques for classification tasks on the PC1 dataset. In the analysis for the CM1 dataset, the generator loss
reached its minimum at epoch 6189, indicating optimal performance for synthetic data generation using the
GAN model. Meanwhile, the discriminator loss also decreases, indicating improved discrimination between
real and synthetic data. This milestone suggests that the generator has converged, producing the highest
quality synthetic data among the 10,000 epochs trained.

GAN Training Loss Model Performance with Balancing Techniques

—— Generator Loss 10
0.85 - —— Discriminator Loss

. GAN

@ Unbalanced
@ SMOTE
B NEARMISS

0.80

Accuracy Scores

0.70

0.65

0.60

T T T T T T 00
4] 2000 4000 6000 8000 10000 Random Forest Logistic Regression Gradient Boosting

Epochs pC1

Figure 8. Generator and discriminator loss of PC1 Figure 9. Accuracy comparison of PC1

Figure 10 demonstrates the generator and discriminator loss for CM1 dataset, while Figure 11
depicts the accuracy obtained across ML models developed in the study of CM1 dataset. Analyzing the CM1
dataset's data balancing techniques sheds light on model performance across various scenarios. GAN
balanced data consistently enhances accuracy across models, with RF leading in performance. This
underscores the effectiveness of GAN balancing in improving model accuracy without significant data loss.
Conversely, unbalanced data leads to reduced accuracy, highlighting the challenges posed by imbalanced
class distributions.
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Figure 10. Generator and discriminator loss of CM1 Figure 11. Accuracy comparison of CM1
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SMOTE balanced data demonstrates varied effectiveness among models, particularly benefiting
RF and GB. This technique substantially enhances accuracy across models compared to the unbalanced
scenario. NearMiss balanced data maintains high accuracy levels, particularly achieving perfect scores for
LR. However, KNN exhibits slightly lower accuracy compared to other techniques. In summary, GAN
balancing emerges as a reliable strategy for enhancing model performance on the CMI1 dataset, while
SMOTE and NearMiss techniques offer additional improvements with varying effectiveness among models.
These insights provide guidance for selecting appropriate data balancing techniques for classification tasks
on the CM1 dataset.

Figure 12 depicts the generator and discriminator loss of MC2, while Figure 13 depicts the
accuracy of MC2 for the ML models considered. In the analysis for the MC2 dataset, the generator loss
reached its minimum at epoch 8998, indicating optimal performance for synthetic data generation using
the GAN model. Meanwhile, the discriminator loss also decreases, indicating improved discrimination
between real and synthetic data. This milestone suggests that the generator has converged, producing the
highest quality synthetic data among the 10,000 epochs trained. Comparing data balancing techniques on
the MC2 dataset reveals distinct performance patterns. GAN balanced data generally enhances model
accuracy by generating balanced datasets without significant information loss. Unbalanced data leads to
lower accuracy as models struggle with minority class representation. SMOTE balanced data varies in
effectiveness among models; LR notably struggles. NearMiss balanced data slightly decreases KNN's
accuracy compared to other techniques. In summary, while GAN balancing consistently improves
accuracy, the effectiveness of SMOTE and NearMiss techniques varies across models. These insights aid
in selecting the most suitable balancing technique for classification tasks on the MC2 dataset, considering
specific model requirements and dataset characteristics.
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Figure 12. Generator and discriminator loss of MC2 Figure 13. Accuracy comparison of MC2

Figure 14 depicts the generator and discriminator loss of MC2 while Figure 15 depicts the accuracy
of MC2 for ML models considered. Analyzing model performance on the MW1 dataset across various data
balancing techniques reveals notable trends. GAN balanced data consistently enhances accuracy compared to
the unbalanced scenario, with RF achieving the highest accuracy among models. This underscores the
effectiveness of GAN balancing in improving model performance without significant data loss. However,
employing techniques like SMOTE and NearMiss further boosts accuracy notably compared to the
unbalanced data. SMOTE balanced data notably improves accuracy across models, with LR achieving the
highest accuracy. NearMiss balanced data also enhances accuracy but to a lesser extent compared to SMOTE
balancing. In summary, while GAN balancing shows promise, SMOTE balancing emerges as the most
effective technique for enhancing model performance on the MW1 dataset, followed by NearMiss balancing.
These insights guide in selecting appropriate data balancing techniques for classification tasks on the MW1
dataset. In the analysis for the MW1 dataset, the generator loss reached its minimum at epoch 3649,
indicating optimal performance for synthetic data generation using the GAN model. Meanwhile, the
discriminator loss also decreases, indicating improved discrimination between real and synthetic data.
This milestone suggests that the generator has converged, producing the highest quality synthetic data among
the 10,000 epochs trained.
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Figure 14. Generator and discriminator loss of MC2 Figure 15. Accuracy comparison of MW1

Figure 16 depicts the generator and discriminator loss of AR1 while Figure 17 depicts the accuracy
of ARI1 for ML models considered. Examining model performance on the AR1 dataset across diverse data
balancing strategies provides insightful observations. GAN balanced data generally enhances accuracy
compared to the unbalanced setting, especially benefiting RF and KNN models. This underscores the
effectiveness of GAN balancing in improving model performance while maintaining data integrity.
Interestingly, the Unbalanced data scenario already yields high accuracy across all models, suggesting
minimal impact on model performance in this specific scenario.

GAN Training Loss Model Performance with Balancing Techniques
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Figure 16. Generator and discriminator loss of AR1 Figure 17. Accuracy comparison of AR1

However, the outcomes are more varied with SMOTE balanced data, with RF and KNN achieving
higher accuracy, while LR and GB exhibit lower accuracy compared to other techniques. Moreover,
NearMiss balanced data shows both positive and negative impacts, enhancing accuracy for some models
while significantly reducing it for others. In summary, while GAN balancing consistently boosts model
accuracy for the AR1 dataset, the effectiveness of SMOTE and NearMiss balancing techniques varies across
models. These findings offer valuable insights for selecting suitable data balancing methods for classification
tasks on the AR1 dataset. In the analysis for the AR1 dataset, the generator loss reached its minimum at
epoch 4078, indicating optimal performance for synthetic data generation using the GAN model. Meanwhile,
the discriminator loss also decreases, indicating improved discrimination between real and synthetic data.
This milestone suggests that the generator has converged, producing the highest quality synthetic data among
the 10,000 epochs trained. Table 1 presents a summary of the overall results obtained by developing 128
models (8 datasets*4 data balancing approaches*4 ML models).

The research findings on synthetic data generation and defect prediction in software engineering
have several potential applications in real-world scenarios like software quality assurance, resource
allocation, risk management, automated bug detection, software maintenance and evolution, continuous
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integration/continuous deployment (CI/CD), security vulnerability identification, software project
management, and decision support systems. Organizations can proactively identify and fix potential issues
before they impact end-users, leading to higher software quality and increased customer satisfaction.
Understanding where defects are likely to occur allows organizations to allocate resources more efficiently.
They can focus testing efforts on critical areas of the codebase, reducing the time and cost associated with
software testing. Predicting defects helps in assessing project risks more accurately. Synthetic data generation
can be used to augment real-world data during code reviews. By simulating various scenarios and injecting
synthetic defects, developers can gain deeper insights into the robustness and maintainability of their code.
ML models trained on historical defect data can be integrated into automated testing tools to detect potential
bugs automatically. This accelerates the bug detection process and reduces the manual effort required for
testing. Organizations can focus their efforts on areas of the codebase that are most likely to require updates
or improvements. Incorporating defect prediction models into CI/CD pipelines enables organizations to
identify potential issues early in the development lifecycle. This promotes a culture of continuous
improvement and ensures that software releases are more stable and reliable. Similar techniques can be
applied to predict security vulnerabilities in software systems. By analyzing historical data on security
incidents and code changes, organizations can proactively identify and address potential security threats.
Predictive models can provide valuable insights into the overall health and progress of software projects.
Project managers can use these insights to make data-driven decisions and optimize project planning and
execution. Integrating defect prediction models into decision support systems enables stakeholders to make
informed decisions regarding software development and maintenance activities. This promotes transparency
and accountability throughout the software development lifecycle. Overall, the applications of research
findings in synthetic data generation and defect prediction have the potential to significantly improve the
efficiency, reliability, and security of software systems in various domains.

Table 1. Accuracy comparison for KC2, JM1, KC1, PC1, CM1, MC2, MWI, and AR1
Dataset Model  GAN balanced data Unbalanced data SMOTE balanced data NearMiss balanced data

KC2 RF 0.827 0.765 0.897 0.953
LR 0.763 0.732 0.783 0.953
KNN 0.788 0.739 0.801 0.953
GB 0.8 0.735 0.873 0.953
M1 RF 0911 0.856 0.91 0911
LR 0.919 0.836 0.655 0.907
KNN 0.903 0.83 0.816 0.906
GB 0918 0.847 0.826 0916
KC1 RF 0.804 0.732 0.903 0.977
LR 0.748 0.715 0.725 0.969
KNN 0.777 0.726 0.834 0.977
GB 0.793 0.722 0.725 0.977
PCl RF 0.81 0.736 0.96 1
LR 0.747 0.7 0.66 0.93
KNN 0.759 0.703 0.7 0.62
GB 0.789 0.718 0.94 1
CMl1 RF 0.86 0.73 0.927 0.95
LR 0.752 0.714 0.77 1
KNN 0.772 0.715 0.704 0.62
GB 0.789 0.721 0.92 0.9
MC2 RF 0.932 0.822 0.682 0.85
LR 0.882 0.862 0.545 0.76
KNN 0.878 0.856 0.727 0.71
GB 0.906 0.85 0.596 0.85
MW1 RF 0.877 0.791 0.932885906 0.857
LR 0.818 0.784 0.946308725 0.761
KNN 0.85 0.801 0.939597315 0.714
GB 0.863 0.814 0.953020134 0.857
ARI1 RF 0.933 0.92 0.844 1
LR 0911 0.92 0.888 0.5
KNN 0.9333 0.92 0.933 0.75
GB 0.9333 0.92 0.888 0.5

5.  CONCLUSION

One of the primary accomplishments was the successful implementation and training of the GAN
model for synthetic data generation in MC2 dataset that enabled learning the underlying distribution of
defect-related features. Training the GAN model for 10,000 epochs allowed sufficient time for the generator
to converge to its optimal state, resulting in the selection of the best-performing model based on the lowest
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generator loss. Various classifiers, such as LR, RF, and support vector machine, were employed to assess the
performance of defect prediction models. Overall, the work represents a significant advancement in the field
of defect prediction and synthetic data generation, with implications for improving the quality, reliability, and
maintainability of software systems. By leveraging ML techniques and innovative approaches to data
augmentation, the project has laid the foundation for future research and development efforts aimed at
addressing the challenges associated with limited and imbalanced datasets in software engineering.
Moving forward, the insights gained from this project can inform the design of more robust and accurate
defect prediction models, ultimately contributing to the advancement of software quality assurance practices
and the enhancement of software development processes. The GAN model demonstrated impressive results
in generating realistic synthetic samples for defect prediction, there is room for improvement in terms of
fine-tuning the model architecture, optimizing hyperparameters, and exploring alternative approaches to data
augmentation. By leveraging advancements in deep learning and generative modeling, researchers can devise
more sophisticated and efficient methods for synthesizing diverse and representative datasets, thereby
improving the robustness and generalization capabilities of defect prediction models.
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