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 Adversarial attacks have a great popularity in the artificial intelligence (AI) 

domain. In the natural language processing (NLP) field, various techniques 

have been used to evaluate the vulnerability of deep learning (DL) models. It 

is observed that while most studies focused on generating adversarial 

examples in English language, Arabic adversarial attacks have received little 

attention. This paper presents a two-step method to create adversarial 

examples in Arabic language: first, the most important words are identified. 

Then, the proposed transformation algorithm is applied. Only small and 

imperceptible manipulations based on common mistakes in Arabic writing 

mislead the popular pre-trained language model (PLM) bidirectional encoder 

representations from transformers (BERT) retrained on the book reviews in 

Arabic dataset (BRAD) on the sentiment analysis (SA) task and decrease its 

performance: the classification accuracy was reduced by an average of 

3.44%. This drop in accuracy shows that the model was successfully 

attacked. 
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1. INTRODUCTION  

Deep learning (DL) models are vulnerable to adversarial examples; perturbed inputs that may be 

imperceptible to the human eye could force the system to produce incorrect outputs [1]–[3]. Most of the early 

studies focus on image inputs [4]–[7]. As natural language processing (NLP) has advanced significantly, 

studies are also focused on evaluating the robustness of NLP models using adversarial attacks [8]–[12]. 

Most works in the NLP field focus on constructing adversarial examples in English. TextGuise [13] 

is an adaptive black box (BB) method that uses perturbations at both word and sentence granularity to 

preserve semantics and fool classifiers. DeepWordBug [14] defines scoring strategies to identify the tokens 

that, if modified, will change the prediction of the classifier in BB settings. Qi et al. [15] proposes a gradient-

guided, word-level method for generating adversarial examples that fool text classification models. To 

evaluate an extreme multilabel text classification (XMTC) system, Qaraei and Babbar [16] generates word-

level adversarial examples by masking a word and then replacing it with a transformer-predicted alternative. 

Wang et al. [17] proposes a word-level attack that employs a parallel particle swarm optimization (PSO) 

algorithm to craft adversarial text examples. The method [18] introduces a BB attack on neural ranking 

models. It uses a surrogate model and performs word-substitution perturbations to promote the ranking of a 

target document. Khan et al. [19] propose a character-level attack that generates adversarial text guided by a 

beam-search. It successfully fools text classifiers on social media style texts. Fursov et al. [20] proposes a BB 

sentence-level attack fine-tuning a pre-trained language model (PLM) to generate adversarial examples. 

Some studies examined adversarial examples generation in high-resource languages (HRL) other than 

https://creativecommons.org/licenses/by-sa/4.0/
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English such as Chinese [21]–[23], Russian [24], and Japanese [25]; others propose attacks in low-resource 

languages (LRL) like Basque language [26]. 

In Arabic language, one of the LRLs, only a few works have examined adversarial examples. 

Therefore, this study aims to investigate the adversarial robustness of a PLM model used for binary sentiment 

analysis (SA) task. A character-level method is proposed to generate Arabic adversarial examples that fooled 

a bidirectional encoder representations from transformers (BERT) [27] model trained on the book reviews in 

Arabic dataset (BRAD) [28]. The proposed attack decreased the classification accuracy of the SA classifier 

by an average of 3.44%. Our method uses, on the one hand, the combined score function (CSF) [14] to 

identify the most influential tokens in the input text. The second step is to modify these words while 

preserving their similarity to the original ones considering the particularity of the Arabic language. Our 

adversarial examples can be built in BB settings without knowledge of the inner configuration of the model. 

Additionally, it is simple, hardly noticeable, and requires minor transformations. Furthermore, to the best of 

our knowledge, our study is the first to evaluate the adversarial robustness of a PLM model for the SA task, 

using a character-level attack, compared to prior research that examined adversarial examples in Arabic. 

The remainder of the paper is organized as follows: section 2 provides a review of related works. 

Section 3 presents our method to generate adversarial examples and gives information about our experiment. 

Section 4 discusses our results and presents some generated adversarial examples. It also contains 

complementary analyses, namely component-wise analysis, ablation study, comparison with baseline method, 

comparison with existing Arabic attack, and transferability analysis. Finally, section 5 provides conclusion. 

 

 

2. RELATED WORK 

This section present studies that investigate adversarial attacks in the Arabic Language. These works 

conduct attacks employing different approaches and examining various contexts. Then, Table 1 synthesizes 

these studies based on the year of publication, the NLP task, the fooled model, and the attack granularity. 

Alshemali and Kalita [29] violated the noun-adjective agreement to generate adversarial examples. 

A bidirectional long short-term memory (BiLSTM) model [30] and a convolutional neural network (CNN) 

model [31] is successfully fooled. As a result, their performances on the SA task deteriorate.  

Albilali et al. [32] change randomly the words orders in the input. They generate adversarial 

examples in this manner to probe Arabic bidirectional encoder representations from transformers (AraBERT) 

[33], an Arabic PLM based on BERT. Consequently, the performances of the model decreased in the 

machine reading comprehension (MRC) task. 

According to Alshemali and Kalita [34], based on visual similarity between some Arabic letters, an 

algorithm to generate character-level adversarial examples was suggested. It has successfully fooled a 

BiLSTM model and a CNN model for the SA task. BERT and XLNet [35] models were also investigated for 

the task of news categorization (NC). 

Alshalan and Rekabdar [36] suggests two word-level approaches to trick the AraBERT and 

comprehensive, Arabic, multi-dialect, extensive, learning bidirectional encoder representations from 

transformers (CAMeLBERT) models [37]. They substitute the words once at random and again based on their 

weights. Therefore, the accuracy of transformer-based text classifiers has been reduced. Alshahrani et al. [38] 

propose synonym-based word-level attack. They use BERT model to generate adversarial examples. These 

adversarial examples are employed against the CNN, BiLSTM, and BERT models. 

Nakhleh et al. [39] examined the adversarial robustness of two AraBERT models using adversarial 

examples based on spelling errors. The replacement was inspired by that suggested by the study [34]. The 

word to be transformed was chosen based on the BERT sentiment score, which calculates the contribution of 

each word to the prediction. An investigation of the adversarial robustness of an Arabic offensive language 

classifier was performed in [40]. An explainable artificial intelligence (XAI) approach was employed to 

generate adversarial examples. The AraBERT and Qatar Computing Research Institute Arabic and Dialectal 

(QARiB) models were fooled by these adversarial examples. 
 

 

Table 1. Related work 
Study Year NLP task  Model Attack granularity 

[29] 2019 SA CNN, BiLSTM Character-level 
[32] 2021 MRC AraBERT Word-level 

[34] 2021 SA CNN, BiLSTM Character-level 

[35] 2019 NC BERT, XLNet Character-level 
[36] 2023 Text classification AraBERT, CamelBERT Word-level 

[38] 2024 SA CNN, BiLSTM, BERT Word-level 

[39] 2024 SA AraBERT Character-level 

[40] 2024 Text classification AraBERT, QARiB Word-level 
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3. METHOD 

After presenting several papers that provide suggestions for generating adversarial examples, this 

section describes the proposed method. It is a two-step method to generate adversarial examples in Arabic 

language: first, a score is calculated for each token based on its effect on the model prediction, and the 

sequence tokens are ranked according to this score. Then, the most important tokens are transformed while 

preserving their similarity to the initial ones. 

 

3.1.  Token scoring and ranking 

Figure 1 summarizes the first step of the suggested method. The importance of each token in the 

sequence is estimated. The tokens are then ranked based on their importance.  

 

 

 
 

Figure 1. Illustration of step 1 

 

 

To evaluate the importance of each token in the input text sequence, the CSF function is used [14]. 

Each token’s score is determined by this function. It is defined as in (1). 

 

𝐶𝑆𝐹(𝑥𝑖) = 𝑇𝑆𝐻(𝑥𝑖) + 𝜆(𝑇𝑇𝑆(𝑥𝑖) (1) 

 

Where 𝑥𝑖 is the ith token of the input text sequence. 𝑇𝑆𝐻(𝑥𝑖) is the temporal head score of the ith token. It is the 

difference between the model’s prediction score as it reads the sequence up to the ith token, and the model’s 

prediction score as it reads it up to the (𝑖 − 1) th token. It reflects the influence of the token on the final 

prediction when coupled with the tokens that precede it. F being the targeted model, THS is calculated as in (2). 

 

𝑇𝐻𝑆(𝑥𝑖) = 𝐹(𝑥1 , 𝑥2 , . . . , 𝑥𝑖−1 , 𝑥𝑖)  −  𝐹(𝑥1 , 𝑥2 , . . . , 𝑥𝑖−1) (2) 

 

Where 𝜆 is a hyperparameter. In this case, λ=1 is used, giving the same importance to the two terms: THS 

and TTS. 𝑇𝑇𝑆(𝑥𝑖) is the temporal tail score of the i-th token. It is the difference between two trailing parts of 

the sequence, one containing the ith token while the other does not. It reflects the influence of the token on 

the final prediction when coupled with tokens that followed it. It is computed according to (3). 

 

𝑇𝑇𝑆(𝑥𝑖) = 𝐹(𝑥𝑖  , 𝑥𝑖+1 , . . . , 𝑥𝑛−1 , 𝑥𝑛)  −  𝐹( 𝑥𝑖+1 , . . . , 𝑥𝑛−1 , 𝑥𝑛)  (3) 

 

As seen in its definition, this score function is adapted to BB settings. This is because it relies only 

on the prediction of the initial model. Once the tokens are scored and ranked, the next step, namely the 

transformation, is performed. 

 

3.2.  Token transformer 

Our transformation is character-level. It affects just one character of the most important words of the 

input text sequence. Figure 2 summarizes the second step of the suggested method, which consists of three 

variants: Ar-Attack1 as in Figure 2(a), Ar-Attack2 as in Figure 2(b), and Ar-Attack5 as in Figure 2(c). The 

transformation algorithm applies one of the two modifications listed. 
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(a) 

 
(b) 

 

 
(c) 

 
Figure 2. Illustration of step 2 of (a) Ar-Attack1, (b) Ar-Attack2, and (c) Ar-Attack5 

 

 
3.2.1. Modification 1: replacement of one character 

Several Arabic letters sound extremely similar, but some are muraqaqa and others are mufakhama. 

Table 2 presents a compilation of letters categorized as muraqaqa and their corresponding counterparts 

classified as mufakhama, accompanied by their respective international phonetic alphabet (IPA) notations 

enclosed inside parentheses. For this modification, the muraqaqa character is replaced with its corresponding 

mufakhama one and vice versa. 

 

 
Table 2. The muraqaqa letters and the corresponding mufakhama ones 

Muraqaqa character Mufakhama character 

 (sʕ) ص (s) س
 (dʕ) ض (d) د

 (tʕ) ط (t) ت

 

 
3.2.2. Modification 2: addition of one character 

Alif Almad is a special character in Arabic. Sometimes it is written without being read, and other 

times it is read without being written. Table 3 shows some words that contain Alif Almad and how read them. 

The first column presents how to write them and the second one presents how to read them. Furthermore, its 

sound is very similar to that of the diacritical mark Alfatha.  

 

 
Table 3. Words containing the Alif Almad character 

Words How to read them 

  كذالك (Like that) كذلك

  هاذا (This) هذا
  هاذه (This – for the feminine) هذه

 عملو (They worked) عملوا
 درسو  (They studied) درسوا

 

 
Table 4 presents, in the first line, the Alif Almad‘s IPA notation. It presents, in the second line, the 

IPA notation of the diacritical mark Alfatha. For this second modification, Alif Almad is proposed to be added 

to the end of the modified word. 
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Table 4. Alif Almad and Alfatha’s IPA notation 
Character IPA notation 

Alif Almad a 
Alfatha a: 

 

 

3.2.3. Transformation algorithm 

For the token that will be transformed, the algorithm presented in Figure 3 is applied. If the token 

that will be transformed does not contain any character from the TargetChar list, the Alif Almad character is 

added at the end of the word. If it contains just one character among the characters on the list, this character 

will be replaced with the corresponding one as defined in Table 2. If it contains many characters from the list, 

a single character is randomly selected and replaced in the same way. 
 
 

 
 

Figure 3. Transformation algorithm 

 

 

3.3.  Proposed adversarial attacks 

This work proposes three adversarial attacks: Ar-Attack1, Ar-Attack2, and Ar-Attack5. For the  

Ar-Attack1, the above transformation algorithm is applied to one token: the most important token based on 

the CSF. For the Ar-Attack2, the above transformation algorithm is applied to two tokens: the first and 

second two most important ones. For the Ar-Attack5, the above transformation algorithm is applied to five 

tokens: the five most important ones. From one input text, three adversarial examples are created. An 

example is shown in Table 5. 
 

 

Table 5. Different adversarial examples generated based on an input text sequence 
Original input text   البطحاء. طالما كنت أشك في الأوضاع هناكأكثر ما أعجبني أنه تعرض لقضية العمالة في  

 (What I found interesting was that he was exposed to the labor issue in Albatha.  
As long as I doubted the situation there.) 

Ar-Attack1 الأوضاع هناكحاء. طالما كنت أشك في تأكثر ما أعجبني أنه تعرض لقضية العمالة في الب  

Ar-Attack2  ع هناكأعجبني أنه تعرض لقدية العمالة في البتحاء. طالما كنت أشك في الأوضاأكثر ما  

Ar-Attack5 اع هناكماا أعجبني أنه تعرض لقدية العمالة في البتحاء. طالما كنط أشك في الأود أكثر  

 

 

3.4.  Similarity issue 

The difference between the original input and the adversarial input should not be as perceptible as 

possible while creating an adversarial example. For this reason, the applied modifications as detailed in  

sub-sections 3.2.1 and 3.2.2 are carefully chosen: the original character and the modified one sound 

remarkably similar, and these modifications present common mistakes in Arabic writing [41]. This makes it 

possible for adversarial examples to go unnoticed or for the reader to think it is simply a spelling error.  

To measure how similar the generated adversarial examples are to the original inputs, the number of 

changes metric is used. It is an edit-based measurement, a way of quantifying changes from one string to 

another [8]. It equals 1, 2, and 5 for Ar-attack1, Ar-attack2, and Ar-attack5 respectively. 

 

3.5.  Experiment 

Our adversarial attacks were implemented using Python on Google Colaboratory. The experiment 

was applied to a binary classifier based on BERT and trained on the BRAD dataset for the SA task. The 

performance was evaluated using accuracy metric. The testing strategy is also described in this sub-section. 
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3.5.1. Workspace and libraries 

Colaboratory, or Colab for short, is a product from Google Research. Colab allows you to write and 

execute Python code through the browser. To benefit from better resources than those given by the free 

version of Colab, the paid version Colab Pro was used. A variety of Python libraries were used: Pandas, 

NumPy, Scikit-learn, Tensorflow, Keras, and transformers. 
 

3.5.2. Dataset 

The balanced version of BRAD is used. A large textual dataset for the SA task that contains more 

than 156,000 reviews collected from the GoodReads.com website in 2016. The reviews were written mainly 

in standard Arabic but also using dialectal Arabic. Five columns compose this dataset: user_id, book_id, 

review, review_id, and rating.  
 

3.5.3. Data preprocessing 

We are interested only in reviews and their corresponding ratings. Reviews in the balanced version 

are mapped to four rating values: 1 or 2 for the negative sentiment and 4 or 5 for the positive one.  

To experiment with a binary classification, two classes is created: a negative class that corresponds to ratings 

1 and 2, and a positive class that corresponds to ratings 4 and 5. The data was split into subsets as follows: 

60% for the training set, 20% for the validation set, and 20% for the test set. Due to computational 

constraints, truncation was applied, resulting in an average input length of approximately 33 words. This is 

comparable to that of several widely used datasets for implementing attacks against binary SA models. 
 

3.5.4. Model 

Our suggested attacks were applied to a classification model finetuning BERT, trained on the 

BRAD dataset as described in sub-sections 3.5.2 and 3.5.3 for 10 epochs. The pretrained model and tokenizer 

are bert-base-uncased for TensorFlow. The optimizer is Adam 12. The learning rate equals to 5e-05. The 

batch size is 32.  
 

3.5.5. Performance evaluation 

To assess the effectiveness of the adversarial attacks, the classification accuracy metric was initially 

used. It is computed before and after attacking the model to quantify the overall degradation in classification 

performance. The classification accuracy is defined as in (4). 
 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
 (4) 

 

True positives (TP) and true negatives (TN) are correctly predicted positive and negative inputs, respectively, 

while false positives (FP) and false negatives (FN) are incorrect predictions. In other words, accuracy 

measures the proportion of correctly predicted inputs among all inputs. 

Precision, recall, and F1-score have also been included, before and after attack, to provide a more 

detailed analysis of the misclassifications introduced by the adversarial attack. These metrics are defined as 

in (5) to (7). 
 

 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
𝑇𝑃

𝑇𝑃+𝐹𝑃
  (5) 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =  
𝑇𝑃

𝑇𝑃+𝐹𝑁
  (6) 

 

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
  (7) 

 

3.5.6. Testing strategy 

By selecting various inputs and following them gradually, the program was tested for the three 

steps. For the scoring step, by making sure the various scoring calculations are performed correctly. For the 

ranking step, by ensuring that the transformations are applied to the most important token based on the CSF 

for Ar-Attack1, the first and second two most important tokens for Ar-Attack2, and the five most important 

ones for Ar-Attack5. For the transforming step, by ensuring that the transformation algorithm is correctly 

applied to the token that needs to be transformed.  
 

 

4. RESULTS AND DISCUSSION 

In this section, some generated adversarial examples are first presented, along with a description of 

how the effectiveness of the suggested attacks on the model introduced in section 3 is evaluated. The results 
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of the experiment are then summarized, including complementary analyses to further explore the 

characteristics and impact of the attacks. Finally, a discussion of the findings is provided. 

 

4.1.  Samples of generated adversarial examples 

Table 6 presents an example of the text sequence output produced when applying the adversarial 

attack Ar-Attack1. The first column shows the original input and the adversarial example. The second 

column shows their model’s final prediction.  

Table 7 shows an example of the text sequence output produced under adversarial attack  

Ar-Attack2. The first column contains the original input and the adversarial example. The second column 

shows their model’s final prediction. 

Table 8 illustrates an example of the text sequence output produced under adversarial attack  

Ar-Attack5. The first column contains the original input and the adversarial example. The second column 

reports their model’s final prediction. 

 

 

Table 6. An adversarial example generated when applying Ar-Attack1 
Text Prediction 

 0 ربما كانت تستحق ثلاثة نجوم و لكنها لم تعجبني

(Even though it may deserve three stars; I was not Amazed by it.)  
بني ا تعج ربما كانت تستحق ثلاثة نجوم و لكنها لم  1 

 

 

Table 7. An adversarial example generated when applying Ar-Attack2 
Text Prediction 

 0  كتاب يتركك بغربة و حيرة. بلا نهاية و لا هدف. مجرد تساؤلات
(A book leaving you perplexed and baffled. With no end or purpose. Just questions.)  

اؤلاتجرض طسنهاية و لا هدف. مكتاب يتركك بغربة و حيرة. بلا    1 

 

 

Table 8. An adversarial example generated when applying Ar-Attack5 
Text Prediction 

 1 مجموعة مقالات من أجمل ما قرأت. شكرا ياسر حارب

(A wonderful collection of articles. Thank you, Yasser Hareb.)  

أجمل ماا قرأط. شكراا ياصر حارب مجموعة مقالاط من   0 

 

 

4.2.  Evaluation procedure 

Before attacking, the model had an accuracy of 74.08%. To evaluate the impact of the attacks on 

accuracy, a subset was created from the test set. This new subset contains just the inputs that have a correct 

prediction when testing the model before attacking. Using the created subset, the three attacks defined in 

section 3 were applied. Then, the accuracy of the model after each attack was calculated. Inputs that are 

initially misclassified are not included, as they could become correctly classified after the attack, which 

would artificially increase post-attack accuracy and contradict the objective.  

 

4.3.  Evaluation of the proposed attacks 

Table 9 shows the evaluation of the proposed attacks, Ar-Attack1, Ar-Attack2, and Ar-Attack5. The 

first column presents the model’s accuracy in the initial settings and under the specified attacks. The second 

column presents decreases of the model’s accuracy for each attack. The following columns report the values 

of precision, recall, and F1-score, each accompanied by their respective variations to indicate the impact of 

each attack on these metrics. 

 

 

Table 9. Experiment’s results 
 Accuracy 

(%) 

Delta accuracy 

(%) 

Precision 

(%) 

Delta precision 

(%) 

Recall 

(%) 

Delta recall 

(%) 

F1-score 

(%) 

Delta F1-score 

(%) 

Initial settings 74.08 - 75.89 - 70.46 - 73.07 - 
Ar-Attack1 71.84 2.24 72.86 3.03 69.45 1.01 71.11 1.96 

Ar-Attack2 70.86 3.22 71.57 4.32 68.95 1.51 70.24 2.83 

Ar-Attack5 69.23 4.85 69.62 6.27 67.08 3.38 68.33 4.74 

 

 

Figure 4 shows the robustness curves for the 4-evaluation metrics: accuracy, precision, recall, and 

F1-score, under the initial condition and the three attack scenarios (1, 2, and 5 edits). It is clear that 
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adversarial examples can be successfully generated to fool the model by modifying or adding just one 

character to the most important word of the input sequence. These generated adversarial examples and 

reduced the model’s accuracy from 74.08 to 71.84%. When the modification is applied to the two most 

important tokens of the input sequence, the model’s accuracy is reduced to 70.86% and it is reduced to 

69.23% when the modification affects the five most important tokens. The metric values reported in the table 

and the robustness curves for precision, recall, and F1-score exhibit patterns very similar to those of 

accuracy, suggesting that the two classes are fairly balanced with no dominant distribution bias. 

 

 

 
 

Figure 4. Robustness curves: metrics as a function of number of edits 

 

 

4.4.  Discussion 

Tables 6 to 8 provide examples of how inputs could be misclassified when an adversarial 

perturbation based on auditory similarity is applied to the most important words. These minimal changes can 

involve altering or inserting just one, two, or five characters in a sentence. As a result, a negative review can 

be turned into a favorable one or vice versa.  

Table 9 shows the effect of applying the three adversarial attacks to the deceived model: accuracy 

decreases by 2.24% for Ar-Attack1, 3.22% for Ar-Attack2, and 4.85% for Ar-Attack5 with an average of 

3.44% for the three scenarios. These results show that BERT binary classifiers are sensitive to common 

spelling mistakes made by Arabic writers who modify a character with a similar one or add a character at the 

end of the word. Furthermore, given that it has resulted in a greater reduction in accuracy, combining 

multiple modifications—changing or adding two or five tokens instead of one—leads to a more effective 

attack. This clearly shows the inverse relationship between the degree of similarity and the effectiveness of 

the attack. 
 

4.5. Complementary analysis 

In this subsection, complementary analyses are presented to gain a deeper understanding of the 

behavior and effectiveness of our attack. Replace-only versus add-only strategies are first assessed, and the 

impact of CSF token selection is tested via an ablation. The method is then compared to a simple baseline 

and an existing Arabic attack, and finally the transferability of the generated adversarial examples is 

evaluated. All experiments are conducted under identical technical settings to ensure comparable results. 
 

4.5.1. Component-wise analysis  

In this subsection, the two attack components are evaluated separately. For each sample, the top 

token is selected using CSF and apply a single perturbation, either a replacement or an addition. The resulting 

accuracy and accuracy drop are reported in Table 10. 

 

 

Table 10. Component-wise attack results 
 Accuracy (%) Delta accuracy (%) 

Replace only 72.97 1.11 

Add only 72.35 1.73 

 

 

It is observed that add-only performs better than replace-only. Replace-only only targets a small set 

of characters, so if the most important token doesn’t contain any of them, no change is made. By applying 

replace or add depending on the token, our full attack Ar-Attack1 achieves better overall performance than 

either component alone. 
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4.5.2. Ablation study 

In this subsection, the role of the CSF-based token selection is examined by choosing tokens 

arbitrarily instead. The perturbation itself is kept the same, so differences in performance directly reflect the 

impact of the CSF. These results are compared with the original CSF-driven Ar‑Attack1 to see how much the 

selection mechanism contributes to the attack’s effectiveness. Accuracy after attack and the drop in accuracy 

are presented in Table 11. 

 

 

Table 11. Ablation study results 
 Accuracy (%) Delta accuracy (%) 

Ar-Attack1-original 71.84 2.24 

Ar-Attack1-without CSF 72.88 1.20 

 

 

With CSF-based selection, the attack reduces accuracy by 2.24%, while using a random token yield 

only a 1.20% drop. In other words, the CSF accounts for about 46% of the observed accuracy decrease. This 

confirms that targeting the most important token substantially boosts the attack’s effectiveness. 

 

4.5.3. Comparison with random character swap  

In this subsection, Ar-Attack2 is compared with a simple baseline that randomly swaps two 

characters within a randomly selected word. Both attacks apply the same number of edits, making the 

comparison meaningful. Accuracy after attack and the drop in accuracy are shown in Table 12. 

 

 

Table 12. Comparative results with random character swap 
 Accuracy (%) Delta accuracy (%) 

Ar-Attack2 70.86 3.22 

Character swap baseline 72.34 1.74 

 

 

The character swap baseline yields an accuracy drop of 1.74%, whereas our Ar-Attack2 achieves a 

larger decrease of 3.22% under the same edit distance (two edits). Even Ar-Attack1, which uses only one 

edit, surpasses the baseline with a 2.24% drop. These results show that our proposed attacks generate more 

effective perturbations than simple character swaps, even with fewer edits. 

 

4.5.4. Comparison with existing Arabic attack 

In this subsection, Ar-Attack1 is compared with the Arabic attack introduced in [34]. Both methods 

are evaluated under the same number of edits to keep the comparison fair. While our approach relies on 

auditory similarity between Arabic characters, theirs is based on visual similarity. A quantitative evaluation is 

performed based on attack effectiveness, and a qualitative one assessing human perceptibility. 

i) Attack effectiveness evaluation: the impact of each attack on the classifier’s accuracy is first 

evaluated. Results are summarized in Table 13. The first column reports accuracy after the attack, 

and the second column shows the drop in accuracy relative to the original clean model.  As shown in 

Table 13, the visual-similarity method produces a larger accuracy drop on the target classifier  

than Ar-Attack1 when both methods use the same number of edits. These results indicate that the 

visual-based method yields a larger proportion of inputs that the classifier mislabels than Ar-Attack1. 

 

 

Table 13. Attack effectiveness comparison 
 Accuracy (%) Delta Accuracy (%) 

Ar-Attack1 (auditory-based, ours) 71.84 2.24 

Visual-based Arabic attack 69.8 4.28 

 

 

ii) Human perceptibility evaluation: to complement the quantitative results, a human evaluation was 

conducted with 20 native annotators on 100 perturbed reviews, 50 visual-based and their 50 auditory 

counterparts. Each annotator received a distinct test set, ensuring no one saw the same review under 

both perturbation types. Each trial lasted 15 seconds. Results are reported in Table 14. 

The results show that perturbations from Ar-Attack1 were less often detected than those from the 

visual-based attack. This indicates that auditory substitutions appear more natural and harder to notice. 
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Within Ar-Attack1, 69% of auditory-add and 33% of auditory-replace cases went unnoticed, suggesting that 

the additive modification is less perceptible than replacement ones. 

 
 

Table 14. Human perceptibility comparison 
 Number of perturbed reviews Detection rate (%) 

Ar-Attack1 (auditory-based, ours) 50 44 

Visual-based Arabic attack 50 52 

 
 

4.5.5. Transferability analysis 

How adversarial examples generated using the Ar-Attack1 method on the source BERT-based 

model transfer to AraBERT—namely arabert-sentiment-model-MuhannedSh, a pretrained Arabic model  

fine-tuned for binary SA available on Hugging Face—is evaluated. The transferability is assessed using the 

transfer success rate (TSR) defined as the ratio of successful adversarial attacks on the target model to those 

that succeed on the source model. Results are reported in Table 15. About 31.47% of the adversarial 

examples that fooled BERT also fooled AraBERT, showing moderate transferability. 

 
 

Table 15. Transferability results for AraBERT 
 Number of successes on source Number of successes on target TSR (%) 

AraBERT 696 219 31.47 

 
 

5. CONCLUSION 

This paper proposed a character-level method to generate adversarial examples in Arabic. The 

suggested approach is simple and hardly perceptible, requiring only a few carefully selected transformations. 

It operates under BB settings, without access to the internal parameters of the model. The generated 

adversarial examples appear natural yet effectively confuse the classifier, leading to an average accuracy 

drop of 3.44% for a BERT model retrained on the BRAD Arabic dataset, thus demonstrating the method’s 

effectiveness. Compared to a character-swap baseline, our method causes a larger accuracy drop. While the 

visual-based replace method achieves a larger accuracy drop on Arabic text, our auditory-add perturbations 

demonstrate superior human imperceptibility. Building on these results, future work could explore additional 

attack variants, extend the method to audio-based inputs, and assess adversarial robustness beyond  

character-level perturbations. 
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