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 Software-defined network (SDN) introduces a programmable and 

centralized control mechanism for managing network infrastructure, 

enhancing flexibility and efficiency. However, this architecture is prone to 

security threats, particularly distributed denial of service (DDoS) attacks that 

exploit centralized control. This study presents a comparative analysis of 

several deep learning (DL) models—namely, multilayer perceptron (MLP), 

artificial neural network (ANN), convolutional neural network (CNN), 

recurrent neural network (RNN), and long short-term memory (LSTM)—for 

detecting DDoS threats within SDN environments. The research 

incorporates key preprocessing techniques such as feature selection and 

synthetic minority oversampling technique (SMOTE) to handle class 

imbalance. The results indicate that sequence-aware models like LSTM and 

RNN are highly effective in interpreting temporal network behavior, with 

LSTM achieving the highest performance (accuracy: 91%, precision: 86%, 

recall: 94%, and F1-score: 90%). These findings underscore the potential of 

advanced DL methods in fortifying SDN infrastructures against complex 

cyber threats. 
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1. INTRODUCTION 

Software-defined network (SDN) has significantly transformed the landscape of network 

management by decoupling the control and data planes, enabling centralized and programmable control over 

network infrastructure. This architectural advancement fosters dynamic and efficient communication but also 

introduces novel security vulnerabilities. In particular, the centralized control mechanism becomes a critical 

point of failure, susceptible to targeted attacks such as botnets and distributed denial of service (DDoS) 

threats, which can compromise both control and data plane components. DDoS attacks remain a persistent 

and escalating challenge in SDN environments due to the intricate and dynamic nature of network traffic.  

By flooding the target system with fake requests, attackers aim to exhaust computational resources and 

disrupt legitimate services. These attacks are not only stealthy and inexpensive to execute but also capable of 

inflicting substantial damage on network performance and availability [1], [2]. To address these concerns, 

researchers have proposed leveraging deep learning (DL) techniques for real-time traffic analysis and 
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anomaly detection. One such approach involves the use of deep neural networks (DNNs), which offer 

scalable architectures for identifying complex traffic patterns associated with DDoS activities [3]. Several 

hybrid models have also been developed—for instance, a combination of convolutional neural networks 

(CNNs) and bidirectional long short-term memory (BiLSTM) networks—which enhance detection 

capabilities using well-established datasets such as UNSW-NB15 and NSL-KDD for both binary and 

multiclass classification tasks [4]. Innovations in anomaly detection continue to emerge. Feed forward 

convolutional neural networks (FFCNNs) have been applied to low-rate denial of service (DoS) scenarios in 

IoT-SDN settings, often paired with feature selection techniques like support vector machine (SVM)-based 

wrappers. These models are benchmarked against classical classifiers, including J48, random forests, reduced 

error pruning (REP) tree, and multi-layer perceptron (MLP) [5]. Cloud-integrated DL architectures have also 

been proposed for detecting and mitigating phishing and botnet attacks at scale [6]. Moreover, strategies such 

as moving target defense (MTD) have been introduced to divert malicious traffic toward decoy systems, 

effectively reducing the impact on primary servers [7]. A vast body of literature explores various machine 

learning (ML) and DL-based solutions to detect DDoS threats within SDN infrastructures [8]‒[12]. For 

instance, a two-tiered approach employing entropy-based anomaly detection followed by CNN-based packet 

classification has shown promise in differentiating legitimate and suspicious flows [13]. Other contributions 

include sparse autoencoders combined with DNNs for feature representation and classification [14], as well 

as integrated intrusion detection systems (IDS) and deep reinforcement learning (DRL)-based intrusion 

prevention systems (IPS) tailored for low-rate DDoS attacks [15]. To strengthen SCADA systems built on 

SDN, advanced architectures utilizing recurrent neural networks (RNNs), long short-term memory (LSTM), 

and gated recurrent units (GRUs) have also been proposed, enhancing detection accuracy across various 

deployment scenarios [16]‒[18]. 

A method leveraging spatial-temporal graph convolutional networks (ST-GCN) has been introduced 

for securing the data plane of SDNs. This model utilizes in-band network telemetry (INT) with sampling to 

monitor network state and pinpoint the switches involved in forwarding DDoS traffic flows [19]. In another 

approach focused on the early detection of TCP SYN flood attacks, an extended chi-square goodness-of-fit 

test is employed. This technique evaluates the distribution of half-open connections by calculating the  

p-value, which helps detect anomalies in network behavior [20]. Further, authors proposed a DNN-based 

model offering a scalable and effective framework for detecting DDoS attacks in SDN environments, 

demonstrating superior accuracy and reliability across diverse datasets and real-world conditions [21]. 

Additionally, LSTM and hybrid CNN-LSTM architectures have been employed to design IDS, particularly 

using the CIC-DDoS2019 dataset for training and validation [22]. A novel ensemble method called SE-IDS 

combines decision boundaries from five tree-based classifiers, with a MLP serving as the meta-learner for 

final classification [23]. Another notable development includes the cascade forward back propagation neural 

network (CFBPNN), which utilizes a refined subset of features selected using correlation-based feature 

selection (CFS). This model has been validated across multiple datasets [24]. Moreover, anomaly-based IDS 

for IoT-enabled SDN environments have also been proposed, utilizing CNN models to examine traffic 

patterns and detect suspicious behavior effectively [25]. 

This study aims to comparatively assess a variety of DL models for their ability to detect and 

mitigate DDoS attacks in SDN settings. A critical component of this research involves optimizing feature 

selection from network traffic data, which can significantly enhance the accuracy and efficiency of these 

models while minimizing computational load on the SDN controller. Summary of key contributions: 

i) Exploratory data analysis (EDA): a thorough analysis was conducted to examine all dataset features, 

including their types, ranges, distributions, and any missing or anomalous values. 

ii) Data cleaning: missing values were handled using techniques such as imputation or row exclusion, 

depending on their impact on the analysis. 

iii) Descriptive statistics: measures such as mean, median, standard deviation, and interquartile range were 

calculated to understand distribution patterns. For instance, a significant gap between mean and median 

packet counts could indicate skewness due to outliers. 

iv) Data visualization: 

‒ Boxplots revealed outliers that could signify attack instances. 

‒ Scatter plots highlighted relationships between continuous variables. 

‒ Bar charts displayed categorical distributions, such as protocol types and port usage. 

v) Addressing class imbalance: the synthetic minority over-sampling technique (SMOTE) technique was 

applied to synthetically balance underrepresented classes, thereby reducing model bias toward majority 

class instances. 

vi) Feature selection and importance: correlation matrices and the random forest algorithm were employed 

to assess and select the most influential features for training DL models. 

vii) DL models used: various DL models were tested, including MLP, artificial neural network (ANN), 

CNN, RNN, and LSTM, each chosen for their ability to model complex patterns in network traffic. 
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viii) Model optimization and validation: each model underwent hyperparameter tuning and cross-validation 

to ensure generalization and prevent overfitting. 

ix) Performance evaluation: the models were evaluated using accuracy, precision, recall, and F1-score, 

offering insights into detection efficacy and computational efficiency. 

x) DDoS mitigation via graph theory: the SDN controller periodically collects flow statistics (e.g., every  

5 seconds) from OpenFlow switches. These are analyzed using a trained DL model to identify 

suspicious flows. When attacks are detected, the controller triggers mitigation steps based on graph 

theory to minimize disruption while maintaining service quality. 

The remaining sections of the paper cover the following topics: section 2 details the datasets used in 

experimentation, the architecture and methodology of the proposed detection system. Section 3 discusses 

results, metrics, and comparisons with contemporary solutions. Finally, section 4 concludes the paper and 

suggests directions for future research. 

 

 

2. METHOD 

2.1.  Experimental setup 

The experimental framework was constructed using the Mininet network emulator in conjunction 

with the RYU SDN controller, as shown in Figure 1. The simulations were executed using Mininet version 

2.3.2, which provides robust support for Open vSwitch (OVS), a widely adopted virtual switch compatible 

with OpenFlow protocols. The experiments were run on a system equipped with an Intel Core i7-5500U 

processor, 8 GB of RAM, and Windows 10 as the operating system. DL models were developed using the 

Keras library in Python. A customized SDN topology was implemented, featuring a hierarchical tree-based 

structure managed by a centralized controller. This topology integrated seven OpenFlow switches, with one 

switch (S1) connected to six hosts, and the remaining switches connected to three hosts each. The network 

architecture consisted of three layers: the control plane (housing the SDN controller), the data plane 

(containing hosts and switches), and the application layer, which included four components: flow statistics 

collection, feature extraction, a DL classifier, and an attack mitigation module. After deploying the topology, 

connectivity was validated using the ping command across all hosts. Traffic flows were generated using TCP 

with packet sizes fixed at 512 bytes and flow durations set to 12,000 milliseconds. The packet count for flows 

ranged between 500 and 1000, forming the basis for the dataset used in training and evaluation. 

 

 

 
 

Figure 1. A schematic diagram of SDN 
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The dataset employed in this study comprises 104,346 entries distributed across 23 columns, 

encompassing both features and target labels. These columns fall into the following categories: 

‒ Feature attributes: these represent various network traffic indicators used to differentiate between benign 

and malicious (DDoS) activities. Notable features include packet size, transmission rate, byte count, 

source and destination IP addresses, and several other statistical measures relevant to traffic flow analysis. 

‒ Label column: this serves as the classification target, identifying whether each data instance corresponds 

to legitimate traffic or a DDoS attack. This label is critical for supervised ML, allowing the models to 

learn from historical examples. 

‒ Data partitioning: to facilitate DL, the dataset is split into three subsets. Seventy-five percent (75%) of the 

records are allocated for training, while the remaining 25% are divided between validation and testing to 

assess model generalizability and performance. 

It is worth noting that many of the traffic-related features, such as packet size, rate, and source/destination 

addresses, are instrumental in capturing the unique patterns associated with DDoS behaviors. 

 

2.2.  Exploratory data analysis 

The preliminary analysis of the dataset involves both statistical summarization and feature 

examination. The summary statistics for raw data are presented in Table 1, while Table 2 lists the selected 

features used in model development after feature engineering. The dataset contains 8,714 records, each 

comprising multiple variables that provide a detailed view of network traffic behavior. Among these, the 

'switch' attribute likely denotes identifiers for network switches. Its mean value of 11,089.83 may suggest 

that the data is either encoded or scaled, as switch identifiers are typically categorical. The variables 

'pktcount' and 'bytecount' represent the number of packets and total bytes per event, respectively. On average, 

each event has 2.32 packets, suggesting consistent packet flow across records. Conversely, the average byte 

count—approximately 79 million bytes—reflects a broader variation in traffic size. Time-based features such 

as 'dur', 'dur_nsec', and 'tot_dur' provide event durations in seconds, nanoseconds, and as an aggregate 

measure. These indicate a broad spectrum of traffic durations. The 'flows' variable, averaging 3.32 per event, 

hints at multiple concurrent communication sessions. 

 

 

Table 1. Dataset 
 pktcount bytecount dur dur_nsec tot_dur packetins pktperflow 

count 14.00 8,714.00 8,714.00 8,714.00 8,714.00 8,714.00 8,714.00 
mean 7.47E+04 7.91E+07 194.01 5.48E+08 1.95E+11 1,920.42 1.05E+04 

std 4.07E+04 4.31E+07 117.35 2.32E+08 1.17E+11 254.13 4.05E+03 

min 284.00 3.03E+05 - 7.90E+07 8.37E+08 558.00 0.00E+00 
25% 3.73E+04 3.96E+07 100.00 3.91E+08 1.01E+11 1,931.00 8.64E+03 

50% 7.66E+04 8.17E+07 190.00 5.56E+08 1.91E+11 1,943.00 1.34E+04 

75% 1.13E+05 1.20E+08 280.00 7.26E+08 2.81E+11 1,943.00 1.35E+04 
max 1.35E+05 1.44E+08 473.00 9.14E+08 4.73E+11 2,242.00 1.37E+04 

 

 

Table 2. Feature selection in a dataset 
 byteperflow pktrate tx_bytes rx_bytes tx_kbps rx_kbps tot_kbps 

count 8,714.00 8,714.00 8,714.00 8,714.00 8,714.00 8,714.00 8,714.00 

mean 1.11E+07 349.86 4.82E+07 4.81E+07 873.43 873.11 1,746.54 

std 4.35E+06 134.91 1.51E+08 1.10E+08 2,848.97 2,269.07 3,426.36 

min 0.00E+00 - 2.85E+03 9.26E+02 -   -        

25% 9.21E+06 288.00 3.59E+03 1.47E+03 -   -                  

50% 1.43E+07 446.00 3.84E+03 3.54E+03 -   -                  
75% 1.44E+07 451.00 4.25E+03 6.16E+06 -   -   2.57E+03 

max 1.46E+07 456.00 1.27E+09 9.91E+08 2.06E+04 1.66E+04 2.06E+04 

 

 

The 'packetins' feature, possibly measuring incoming packets, shows an average of 1,920.42, 

suggesting significant variability in packet reception rates. Metrics like 'pktperflow' and 'byteperflow' capture 

per-flow transmission statistics, revealing diverse patterns through their high standard deviations, critical for 

identifying anomalous behaviors. Additionally, 'pktrate' exhibits a mean value of 349.86, with wide variation, 

potentially reflecting both idle and active communication periods in the traffic logs. To enhance model 

performance, feature engineering was employed—an essential step involving domain-driven transformations 

to highlight meaningful patterns in the data. Linear associations between features were uncovered through 

correlation analysis, while random forest was used to compute feature importance, facilitating dimensionality 

reduction and directing model attention to the most informative variables. 
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Given the typical imbalance in DDoS-related datasets, the SMOTE was applied. This method 

generates synthetic samples of underrepresented attack traffic, thus ensuring that the classifier does not 

become biased toward the dominant (benign) class. A diverse set of DL models was then chosen for 

evaluation, ranging from fully connected networks to architectures tailored for sequential data. This variety 

was key to capturing different aspects of the traffic patterns. Overall, the entire pipeline—from exploratory 

analysis and preprocessing to model selection—was designed to ensure a robust, comprehensive approach to 

DDoS attack detection, with an emphasis on reliability and predictive effectiveness. 

 

2.3.  Model development 

A range of well-established DL models is utilized in this study, each trained on the dataset generated 

from SDN-based simulations. These models are particularly effective in identifying intricate and non-linear 

data patterns—capabilities that often surpass those of conventional ML algorithms. The overall workflow and 

methodology for detecting and mitigating DDoS attacks using these DL models are illustrated in Figure 2. 

Various DL models used for classification are described in the following sub-section. 

 

 

 
 

Figure 2. Schematic diagram of DDoS attack detection and mitigation using DL models 

 

 

2.3.1. The multi-layer perceptron classifier 

MLP classifier is a type of feed-forward ANN composed of several layers of nodes, each applying a 

nonlinear activation function. The specific MLP classifier in question is set up with two hidden layers 

containing 100 and 50 nodes, respectively. This design aims to identify complex patterns in the data through 

multiple levels of abstraction. The parameter max_iter =1000 allows the model up to 1000 iterations to 

converge on a solution, unless it meets a stopping criterion earlier. This extensive number of iterations is 

advantageous for intricate datasets where the relationships between inputs and outputs are challenging to 

model. Using a random_state ensures the results are reproducible by fixing the seed for the random number 

generator used in initializing weights. Training the MLP on resampled data, likely adjusted to correct class 

imbalances through techniques like SMOTE, helps the classifier perform well for both minority and majority 

classes. The MLP's capability to capture non-linear relationships makes it especially effective for tasks such 

as predicting DDoS attacks in SDN environments, where attack patterns might be subtle and not linearly 

separable. 

 

2.3.2. Artificial neural network model 

The ANN model, implemented with TensorFlow's Keras, features a sequential architecture with two 

layers. The first layer is a dense layer with 64 neurons using the rectified linear unit (ReLU) activation 

function, aiding in non-linearity and mitigating the vanishing gradient problem. The output layer has one 

neuron with a sigmoid activation function, suitable for binary classification tasks like detecting DDoS 

attacks. The model employs binary_crossentropy as the loss function and the Adam optimizer. An 

EarlyStopping callback with a patience of 10 epochs and restore_best_weights option helps prevent 

overfitting and ensures the model generalizes well. The model is trained on resampled data to address class 

imbalance. 

 

2.3.3. Convolutional neural network model 

CNN is tailored for one-dimensional sequence data, such as time series or network traffic flow 

analysis. The architecture includes convolutional layers with 32 and 64 filters and a kernel size of 3, which 

extract high-level features by applying filters across the input data to capture local dependencies within 

sequences. Each convolutional layer is followed by a MaxPooling layer with a pool size of 2, which 

downsamples the input representation, reduces dimensionality, and enhances model performance by 

introducing translational invariance. Following the convolutional and pooling operations, the feature maps 

are flattened into a one-dimensional array, enabling integration with fully connected (dense) layers. These 

thick layers perform additional transformations before producing the final classification output. A sigmoid 

activation function is applied in the output layer to support binary classification tasks, such as distinguishing 

between regular and DDoS traffic. The model is compiled using the binary cross-entropy loss function, 

paired with the Adam optimizer to ensure efficient and adaptive gradient updates during training. To 
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safeguard against overfitting, an early stopping mechanism is implemented, configured with a patience of 10 

epochs, allowing training to halt if no performance improvement is observed, thus promoting better 

generalization to unseen data. 

 

2.3.4. Recurrent neural network model 

RNN model with SimpleRNN layers excels at handling sequences where current outputs depend on 

previous computations, making it suitable for analyzing sequential data like network traffic. The model 

features a SimpleRNN layer with 50 units, capable of capturing temporal dynamics but potentially struggling 

with long-term dependencies due to the vanishing gradient problem inherent in basic RNNs. The RNN layer 

utilizes the ReLU activation function, enabling the network to capture nonlinear relationships and extract 

complex temporal features from sequential data. For binary classification purposes, the output layer employs 

a sigmoid activation function, effectively mapping the output to a probability score. The model is compiled 

using the Adam optimizer, known for its adaptive learning capabilities, along with the binary cross-entropy 

loss function, which is a standard choice for handling binary classification problems. Early stopping is used 

during training, monitoring validation accuracy, and halting the process if no improvement occurs over 

several epochs, preventing overfitting and ensuring the model generalizes well. The RNN architecture is 

well-suited for real-time streaming data, where recent data points are critical for predictions. However, for 

very long sequences or dispersed important information, LSTM or GRU models may be more effective due 

to their advanced gating mechanisms. 
 

2.3.5. Long short-term memory model 

The LSTM model, an advanced RNN architecture, excels at learning long-term dependencies, 

crucial for sequential data with important temporal features. It includes an LSTM layer with 50 units, 

allowing it to retain information over extended periods, which is essential for network traffic sequences. The 

input shape matches the reshaped training data, presenting network traffic as a sequence. LSTM avoids the 

vanishing gradient problem, making it ideal for complex sequences like network traffic data. The output layer 

comprises a single neuron activated by a sigmoid function, making it well-suited for binary classification by 

producing a probability score between 0 and 1. The model is compiled using the Adam optimizer, which 

ensures efficient training through adaptive learning rates, and the binary cross-entropy loss function, a 

commonly used criterion for evaluating performance in binary classification tasks. Early stopping monitors 

validation loss, halting training when there's no improvement, and reverting to the best model weights, 

preventing overfitting and ensuring generalization to unseen data. 
 

2.4.  Performance metrics 

To assess the effectiveness of each DL model, a variety of evaluation metrics suitable for 

classification tasks were employed. These include accuracy, precision, recall, and F1-score, offering a 

comprehensive perspective on each model’s predictive capabilities. 

‒ Accuracy reflects the overall correctness of the model and is calculated as the proportion of correctly 

predicted instances to the total number of predictions made. 
 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
(𝑇𝑃+𝑇𝑁)

(𝑇𝑃+𝐹𝑃+𝑇𝑁+𝐹𝑁)
  (1) 

 

Precision quantifies the ratio of accurate positive detections to the total instances that were predicted as 

positive. It measures the model’s ability to avoid false alarms when identifying attack traffic. 
 

  𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

(𝑇𝑃+𝐹𝑃)
 (2) 

 

‒ Recall (also known as sensitivity or the actual positive rate) gauges how well the model identifies actual 

attack cases. It is computed by dividing the number of true positives by the sum of true positives and false 

negatives. 
 

 𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

(𝑇𝑃+𝐹𝑁)
 (3) 

 

F1-score provides a balanced measure by computing the harmonic mean of precision and recall. This metric 

is handy in cases of class imbalance, ensuring both false positives and false negatives are adequately 

considered. 
 

        𝐹1 = 2 ×
(𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑟𝑒𝑐𝑎𝑙𝑙)

(𝑝𝑟𝑒𝑐𝑖𝑠𝑜𝑛+𝑟𝑒𝑐𝑎𝑙𝑙)
  (4) 
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2.5.  DDoS mitigation strategy using graph-based dynamic flow control 

In the SDN environment, the controller plays a pivotal role in monitoring ongoing traffic and 

ensuring protection against malicious intrusions. Upon identifying suspicious behavior, it must swiftly 

activate a defense mechanism to limit the impact and maintain seamless network performance. While 

conventional solutions often involve filtering or blocking malicious traffic, they typically leave behind 

residual flow entries within the switches. These leftover entries can hinder packet forwarding and impose 

unnecessary processing overhead on both the controller and the switches. 

To counter this limitation, we propose a graph-theory-based mitigation mechanism that incorporates 

dynamic flow deletion. In our approach, the controller periodically (e.g., every 5 seconds) collects flow 

statistics from associated OpenFlow switches. These statistics, containing vital traffic characteristics, are fed 

into a pre-trained DL classifier to determine whether the flow is benign or indicative of an attack. 

Suppose the classifier flags a flow as malicious. In that case, the controller logs this in a "gray list" 

(S<sub>g</sub>), isolating the suspect flows from those originating in switches identified as carrying attack 

traffic. This mechanism allows for deeper analysis and reduces the risk of prematurely dropping legitimate 

packets. The controller continues to re-route flows in the gray list through the classifier for additional 

verification. 

A counter maintains a tally of detected malicious flows, and a predefined threshold helps determine 

when further action is necessary. Once this threshold is met, the controller creates two additional lists: 

‒ Delete list (S<sub>d</sub>): contains flow entries scheduled for removal. 

‒ Block list (S<sub>b</sub>): includes hosts identified as malicious, storing attributes such as MAC/IP 

addresses, port numbers, and ingress details for future reference. 

Using its host tracking capabilities, the controller gathers identifying information about the attacking 

sources. Upon reaching the attack flow threshold, a graph-theoretic tracing algorithm is invoked to 

reconstruct the attack path. This involves identifying the sequence of switches (hops) through which the 

malicious traffic traversed. The following expression represents the attack path: 

 

𝐸𝑖,𝑗 = ∑(𝑠𝑖 , 𝑟𝑖) → (𝑠𝑗 , 𝑟𝑗), 𝑤ℎ𝑒𝑟𝑒 𝑠𝑖 , 𝑠𝑗  𝜀 𝑆𝑎𝑡𝑡𝑎𝑐𝑘 (5) 

 

Here, E (i, j) denotes an edge in the attack graph, and Sattack is the set of switches involved in routing 

the DDoS traffic. If traffic flows through both switches si and sj with valid forwarding rules, a connection 

(edge) between them is established. The central objective of this approach is to pinpoint the exact attack path, 

thereby allowing targeted dropping of malicious traffic. We assume that switches closer to the source of the 

attack carry a higher concentration of malicious packets. As a result, edge switches (where attack traffic 

enters) are assigned higher dropping rates, whereas intermediate switches receive lower rates to avoid 

collateral damage to legitimate traffic. A dropping rate for each switch is computed using traffic-based 

indicators. If a switch is only handling clean traffic, no dropping is enforced. For switches under suspicion, 

the drop rate is determined using the following formula: 

 

𝑟𝑒𝑑𝑔𝑒 =  𝑘(∆𝐻, ∆𝑁 ) (6) 

 

Where ΔH is the change in entropy of source IP addresses over time, and ΔN is the change in packet count 

over time at the switch. 

Finally, the controller sends an OFPFC_ADD message to the affected switches, inserting new flow 

rules that drop traffic as per the delete list (S<sub>d</sub>) and calculated drop rates. If a host’s dropping 

rate reaches 100%, it is added to the blocklist. All future traffic from that host is blocked, thereby 

neutralizing the attack at its source. 

 

 

3. RESULTS AND DISCUSSION 

The evaluation of various DL models applied to DDoS attack detection within an SDN framework 

highlights distinct performance trends across different algorithms. A detailed comparison is provided in 

Table 3, which summarizes the classification effectiveness of each model based on key performance metrics. 

This comprehensive analysis offers insights into how well each DL approach identifies and mitigates 

malicious traffic. The MLP model has a low accuracy of 0.48 but an exceptionally high recall of 0.99, 

indicating it is susceptible and correctly identifies nearly all positive cases. However, the precision is only 

0.45, meaning many false positives are likely to be predicted. The F1 score, at 0.62, suggests a moderate 

balance between precision and recall. Still, the model's utility in a real-world setting might be limited due to 

its tendency to over-predict the positive class. 
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Table 3. Performance comparison of DL algorithms in the detection of DDoS attacks 
Model Accuracy Precision Recall F1-Score 

MLP 0.48 0.99 0.45 0.62 
ANN 0.73 0.63 0.88 0.74 

CNN 0.48 0.45 0.81 0.58 

LSTM 0.91 0.86 0.94 0.90 
RNN 0.66 0.58 0.74 0.66 

 

 

The ANN demonstrates a solid predictive capability, achieving an accuracy of 0.73. Its precision of 

0.63 and recall of 0.88 indicate that while the model is effective in detecting actual attack instances, it does 

allow for a moderate level of false positives. An F1-score of 0.74 reflects a fair trade-off between precision 

and recall, suggesting that with further optimization, particularly to enhance precision, ANN could serve as a 

viable solution for DDoS detection. The CNN model has an accuracy on par with the MLP at 0.48, 

suggesting challenges in correctly classifying cases. The precision is low at 0.45, and the recall is 0.81, which 

is lower than MLP's but still indicates a tendency to identify most positive instances. The F1 score of 0.58 

reflects a model that is better at ensuring attacks are not missed rather than precisely identifying only the 

actual attacks. For network security, this could mean a higher operational load due to false alarms.  

The RNN yields a moderate accuracy of 0.66, with precision and recall values of 0.58 and 0.74, 

respectively. Its F1-score of 0.66 shows that the model strikes a reasonable balance between detecting attacks and 

minimizing incorrect classifications. However, its performance trails that of LSTM, likely due to RNN’s 

limitations in retaining long-term dependencies—an essential factor when DDoS attack patterns span across 

extended traffic sequences. In contrast, the LSTM model excels in performance with an accuracy of 0.91. Its 

precision of 0.86 and recall of 0.94 highlight its ability to not only detect attack flows with high sensitivity but 

also to minimize false alarms. F1-score of 0.90 reinforces its effectiveness in handling sequential network data, 

making LSTM particularly well-suited for identifying sophisticated DDoS patterns in SDN environments. These 

results suggest that LSTM is a strong candidate for real-time deployment in intelligent network defense systems. 

Figure 3 represents a performance comparison of DL algorithms in terms of accuracy and recall. 

Figure 4 depicts the evaluation of the models in terms of precision and F1 score. It can be concluded that DL 

models, especially those tailored for sequence data such as LSTMs and RNNs, have proven superior in 

accuracy compared to other models when handling tasks involving sequential or time-series data. This 

superiority stems from their architecture's adeptness at capturing temporal dependencies and contextual 

nuances from the data, crucial for identifying patterns indicative of DDoS attacks. Despite their ability to 

deliver high predictive performance, DL models introduce challenges such as heightened complexity, 

increased computational overhead, and often an opaque nature that complicates interpretation and integration. 

In real-time DDoS detection systems, where errors like false positives or false negatives carry significant 

consequences, the superior predictive accuracy of DL models, particularly LSTMs, renders them more 

suitable despite their greater resource demands. Therefore, despite being more resource-intensive and less 

interpretable, DL models offer enhanced predictive capabilities and are better suited for environments 

prioritizing top-tier performance, notwithstanding their heightened complexity and computational 

requirements. 
 
 

 
 

Figure 3. Performance comparison of various models concerning the accuracy and recall 
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Figure 4. Performance comparison of various models concerning the precision and F1 score 

 

 

4. CONCLUSION 

This study explored the use of multiple prominent DL models for the detection of DDoS attacks in 

SDN environments. Unlike many existing works that examine only a limited selection of techniques, our 

approach offered a comprehensive evaluation across a diverse range of DL architectures. While the results 

highlight strong predictive capabilities for some models, practical deployment requires more than just high 

accuracy. Overall, the architecture of LSTMs emerged as particularly well-suited for handling the sequential 

and temporal complexities inherent in DDoS attack prediction. RNN provided a simpler yet effective 

alternative. ANN and MLP could be viable for less intricate or temporally dependent data. At the same time, 

CNN might necessitate significant adjustments or be more suitable for problems aligned with its spatial 

processing strengths. LSTM exhibited a high recall rate without significantly compromising precision, crucial 

in DDoS detection, where missing an attack can have severe consequences. The high F1 scores attained by 

LSTM suggest its proficiency in accurately classifying both attack and non-attack instances in a balanced 

manner. To ensure robustness and real-world applicability, methods such as cross-validation and testing 

against previously unseen data must be consistently applied; moreover, models demonstrating lower 

effectiveness present opportunities for improvement through refined feature selection strategies and 

hyperparameter tuning. Given the evolving threat landscape, integrating DL approaches into DDoS detection 

and mitigation strategies is no longer optional—it is essential for modern, intelligent network defense. 
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