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There are three main approaches to distributed denial of service (DDoS)
detection: anomaly-based, pattern-based, and heuristic-based. The heuristic-
based approach combines the strengths of both anomaly and pattern
detection. However, existing DDoS detection systems still struggle with
hypertext transfer protocol (HTTP) payload-level analysis due to high false
positive rates and limited dataset granularity. To overcome these limitations,
this study proposes a novel heuristic method based on a hybrid N-gram
model that integrates two key components: chi-square distance
(CSD)Payload+N-gram and cosine similarity (CS)Payload+N-gram. The
CSDPayload measures the difference between a given payload and normal
traffic using the CSD, while CSPayload evaluates their similarity using CS.
These metrics form a comprehensive feature set evaluated on three
benchmark datasets: CIC2019, MIB2016, and H2N-Payload. The
methodology involves extracting HTTP traffic, converting it into
hexadecimal payloads, and applying N-gram analysis (1- to 6-Gram).
Frequency distributions are used to calculate CSD, CS, and Pearson’s chi-
square test for payload classification. Feature selection based on weight
correlation refines the input for machine learning classifiers support vector
machine (SVM), k-nearest neighbors (KNN), and neural network (NN).
Experimental results indicate high accuracy, particularly for the 4-Gram
model: NN achieves 99.65%, KNN 95.14%, and SVM 99.73%.
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1. INTRODUCTION

Distributed denial of service (DDoS) attacks has persisted for decades. In the past, such attacks often
originated from a limited number of sources, which could be effectively mitigated using specific defense
mechanisms—typically by blocking or denying access from those identified sources, especially when
enhanced traceability was available. However, with the exponential growth of the internet, modern systems
have become increasingly vulnerable. The sheer volume of simultaneous data access requests directed at
servers is now difficult to manage, creating opportunities for attackers to overwhelm or bypass server
defenses, whether deliberately or inadvertently.
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Three methods are often employed in detecting DDoS attacks: DDoS detection approaches are
generally categorized into three types: pattern-based, anomaly-based, and heuristic-based methods. Each of
these techniques has its own strengths and limitations, meaning that no single method offers a universally
optimal or definitive solution. Specifically, pattern-based detection works by comparing sequences of data
packets traversing a network against a predefined set of rules or known malicious payload patterns. This
method is quite powerful for previously recognized attacks, which are still often used today [1]. The
disadvantage of this pattern-based method is that if the incoming attack has never existed or the list of rules
used has not changed for too long, it cannot detect the latest attacks. Then, the detection accuracy level is still
low, namely 95%, which can still be improved [2].

Then, Aldwairi et al. [3] proposed a DDoS attack detection method based on payload similarity,
employing a similarity-based classification approach. In a related study, Masud et al. [4] introduced a feature
selection technique using information gain to enhance detection accuracy, combined with a random forest
classifier that achieved a detection accuracy of 99.06% and a low false alarm rate of 0.094. Meanwhile,
Zahid and Bharati [5] presented a hybrid approach to process streaming network packets and classify DDoS
attacks, reporting hybrid deep learning model (CNN-BiLSTM) an accuracy of 99.9%. Furthermore,
Masud et al. [4] highlighted that intrusion detection systems (IDS) are effective for attack detection, as they
can identify suspicious behavior, anomalous traffic patterns, and even previously unknown attack types—
particularly those exploiting synchronize (SYN) packets, which allow the system to detect discrepancies
between data packets transmitted over the network.

Additionally, Bindra and Sood [6] investigated the influence of feature selection on the performance
of machine learning models in DDoS detection. It concluded that signature-based defense mechanisms are
inadequate against evolving threats like DDoS attacks. As emphasized in [7], the core objective of
developing a machine learning classifier is to detect DDoS attacks both efficiently and effectively. However,
model performance heavily depends on the selection of relevant features from network traffic. The research
evaluated 84 standard features using several machine learning classifiers—including support vector machine
(SVM), Gaussian naive Bayes (GNB), k-nearest neighbors (KNN), and random forest. Among these, KNN
achieved 94% accuracy with 15-fold cross-validation, while random forest yielded the highest performance at
96% accuracy.

At the moment, DDoS is a kind of cyberattack that can target any website, including those operated
by businesses, schools, individuals, and online retailers. The attacks also keep changing in tandem with
technological advancements. Layers two through seven are the attack target since this is where the server
loads the webpage and responds to hypertext transfer protocol (HTTP) requests. Because it mimics real
online traffic, this type of attack is often hard to recognize and counter.

Kim et al. [8] have expressed ongoing concerns regarding traffic analysis methods that rely solely
on statistical metrics—such as packet count, size, and transmission duration. Traditionally, DDoS detection
involves aggregating individual packets into network flows based on the five-tuple: source IP, source port,
destination IP, destination port, and transport-layer protocol. However, HTTP-based DDoS attacks have
received comparatively less attention because their detection often requires inspecting payload content,
which is only accessible after flow completion. This introduces additional computational overhead when
extracting statistical features from flows.

While existing methods can identify both bandwidth- and resource-depletion DDoS attacks, most
focus primarily on bandwidth-related indicators—such as the volume and size of incoming/outgoing
packets—leading to high false positive rates. To address these limitations, [6] proposed approaches
leveraging statistical analysis of datasets from the management information base (MIB) and the Canadian
Institute for Cybersecurity (CIC). More recently, other studies [9]-[11] have employed machine learning
techniques to detect network intrusions and anomalies. In particular, Wang et al. [12] conducted a
comprehensive review of anomaly detection methods using the MIB2016 and CIC2017 datasets, while
Manna and Alkasassbeh [13] introduced a new dataset incorporating modern attack vectors not previously
covered in the literature. Their methodology utilizes 91 MIB-derived traffic features grouped into five
protocol categories: internet protocol (IP), internet control message protocol (ICMP), transmission control
protocol (TCP), user datagram protocol (UDP), and simple network management protocol (SNMP); collected
periodically from both attack sources and target systems. The experimental setup included three controlled
DDoS attack types: Ping Flood, Targa3, and UDP Flood [9].

Despite these advances, pattern-based detection in IDS faces two key challenges. First, DDoS
attacks are relatively easy to launch and difficult to trace due to inherent limitations in the TCP/IP protocol
suite, which attackers exploit to obscure victim identification [14]. Moreover, modern DDoS tactics—such as
SYN-Flood attacks—further complicate detection. A single SYN packet is typically indistinguishable from
legitimate traffic, making it hard for IDS to flag such activity as anomalous. Consequently, SYN-Flood
attacks often evade early warning systems. Second, signature-based IDS frequently generate false positives
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when normal network behavior is misclassified as malicious [2]. Given these challenges, timely detection and
rapid deployment of mitigation strategies are critical to preserving network availability and functionality
during DDoS incidents.

Then, Swapna and Prasad [15] proposed a study using the N-gram method to examine the network
traffic flow header. Selection of the best features using the chi-square test aims to know the significant
relationship between the two variables being compared. At the same time, determining the order of features
using an algorithm based on the order of N-gram to get meaningful features from the semantics of traffic
flow. In addition to detecting malware, this method can also detect DDoS attacks that focus on the
HTTP protocol, whether web-based or attacks on mobile networks. The results demonstrate the solution's
efficiency, and a trained model can identify malicious attacks with multiple false warnings. The detection
accuracy rate is 99.15%, but the false positive is 0.45%. It can detect 54.81% of malicious applications when
used in a real environment, which is better than other popular anti-virus scanners.

From the background of the problem and the motivation of the research, N-gram-based payload-
level detection is an approach that utilizes the analysis of the payload content of network packets to detect
DDoS attack patterns, especially at the application layer (layer 7). This technique performs feature extraction
based on a sequence of characters or bytes (N-gram) in a payload. Which is then used to distinguish between
normal traffic and offensive traffic.

Furthermore, N-gram is heuristic-based, where the process of tokenizing the payload into N-gram is
combined with rules or patterns designed based on domain knowledge and malicious traffic characteristics.
Heuristics are used to filter and emphasize specific N-grams that have high relevance to attack behavior,
so that they can improve detection efficiency and accuracy without relying entirely on statistical learning
methods or complex classification models. While the third stage, heuristic and hybrid techniques, is an
approach that combines rule-based methods with machine learning techniques to increase detection
effectiveness. Heuristic techniques in this context refer to the use of domain knowledge and known attack
behavior patterns to form initial detection rules, such as recognizing abnormal frequencies of a particular
N-gram or payload structures that deviate from normal traffic.

Meanwhile, the hybrid approach integrates heuristics with learning algorithms, both sequentially
(heuristic as a pre-processing stage before classification) and parallel (the results of heuristics and statistical
models are combined for decision-making). This combination aims to overcome the limitations of each
method, where heuristics excel in quick detection and explicit knowledge-based, while machine learning has
the advantage of capturing complex patterns and generalizing to new attack variations. By utilizing heuristic
and hybrid techniques, the detection system is able to carry out early identification of suspicious traffic, while
increasing accuracy rates and lowering false positive rates. This strategy is particularly relevant in dynamic
DDoS attack scenarios, where attack patterns can be fickle and difficult to detect with a single approach.

2. METHOD

This study employs a heuristic-based N-gram technique for DDoS attack detection. The research
begins with the collection of three datasets: CIC2019 [16], [17], MIB2016 [18], and a newly generated
dataset derived from a simulated DDoS attack using a custom-built tool named Hammer Master,
implemented in a programming language (referred to as H2N-Payload). The composition of these datasets is
summarized in Table 1.

Table 1. Dataset details

No Dataset Total samples  Payload size  DDoS  Normal
1 CIC-2019 10,000 291 bytes 8,316 1,684
2 MIB-2016 4,998 196 bytes 3,105 6,895
3 H2N-Payload 1,954 89 bytes 1,094 860

After collecting data, proceed to the second stage by proposing a construction model for DDoS
detection by identifying the payload using the online application hpd.gasmi.net and the scapy module run
through Jupyter Notebook. Raw data is uploaded, then the general fields are separated into packet data.
The fields include Ethernet, IPv4, TCP, and HTTPO.

At this stage, payload identification focuses on the HTTP protocol [19]. After separating the fields, the
data packet payloads are collected. An analysis is carried out to the next stage, such as forming a pattern by
taking a hexadecimal string from the normal payload, then taking the string pattern from the observed payload
and storing the patterns that appear, calculating the frequency and total frequency of each. Each pattern starts
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from 1- to 6-Gram, calculates chi-square distance (CSD) between packets, and performs normal packet
classification or DDoS attacks using machine learning. The determination of whether the package is dangerous
or not is determined based on the Pearson chi-square test analysis results, according to the hypothesis formed
[20]. After this stage is done, all payloads analyzed will be labeled normal or DDoS classes.

Then in the third stage, implementing hybrid N-gram [21]. Heuristic techniques by selecting features
on the dataset formed from 1-Gram to 6-Gram, feature selection using weight correlation. After selecting the
features, the payload classification is done using the SVM, KNN, and NN algorithms. In the final stage, the
three datasets enhanced with the newly extracted features are evaluated using standard performance metrics,
including accuracy, precision, recall, F-measure, and receiver operating characteristic-area under the curve
(ROC-AUC), to assess their effectiveness in detecting DDoS attacks. A comparative analysis of the
performance across different machines learning algorithms is then conducted. The overall research methodology
[22] is illustrated in Figure 1.

Data Preprocessing
Data collection - Cleaning Dataset Split
+ Dataset CICIDS2019, MIB2016, » - Encoding, Feature Selection, » - Training (70%)
H2NPayload Feature Engineering (N-Gram) - Testing (30%)
- Scaling

h 4

Model Evaluation Model Training
- Accuracy, Precision, Recall | - SVM, KNN, Neural Network

A

Model Selection €

v
Model Refinement
- Hyperparameter Tuning

Figure 1. Al-based design and experimental methods applied

Figure 1 outlines the proposed DDoS attack detection approach, which is based on a heuristic
framework. This framework is generally divided into two complementary components: pattern-based and
anomaly-based detection—either or both of which may be employed depending on the context. The heuristic-
based methodology encompasses four main categories of DDoS detection techniques: knowledge-based,
statistical-based, soft computing-based, and machine learning-based. Each category employs distinct
algorithms tailored to its underlying principles. When a knowledge-based approach is adopted, the focus
shifts to analyzing packet structures, particularly headers and payloads. In contrast, a statistical-based
approach leverages models such as CSD, correlation analysis, analysis of variance (ANOVA), and both
parametric and non-parametric statistical tests to identify deviations from normal traffic behavior.

The soft computing-based category integrates highly efficient algorithms and advanced
computational techniques, including fuzzy logic, artificial neural networks, and probabilistic reasoning to
handle the uncertainty and complexity inherent in network traffic [23]. Similarly, machine learning serves as
an intelligent system capable of improving its performance over time through experience, adapting to new
attack patterns based on feedback from prior tasks and evaluation metrics [24]. Notably, heuristic methods in
this study perform deep inspection of the HTTP protocol, specifically examining packet contents associated
with common request methods such as POST, GET, and other protocol-specific commands [25]. The payload
is first extracted and converted into hexadecimal format to enable N-gram analysis. Two key similarity
measures are then applied: CSD and cosine similarity (CS). CSD quantifies the divergence between an
observed payload and a baseline (normal) payload, while CS measures their degree of similarity where a CS
value closer to 1 indicates higher resemblance to normal traffic.

These computations yield two novel hybrid features: CSDPayload+N-gram and CSPayload+N-
gram. Each feature is assigned a numerical value and a decision threshold, which together determine whether
a given packet should be classified as malicious. The pseudocode or algorithmic formulation used to derive
this hybrid N-gram feature (combining CSDPayload and CSPayload) is presented in Pseudocode 1.
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Pseudocode 1. Process of creating the N-gram patterns
Aim: Making N-gram Patterns

Input: Value of n and N-gram

Output: pattern as N-gram that appears

def StringBreaker (string,divider) :
i=0
result={}
mylist=[]
str len=len(string)
while (i<str_ len):
newstr=string[i:i+divider]

new str=newstr.replace(' ', 'space') # replace ' '
mylist.append(new str)
i+=1

result(['original string']=string
result['char separation']=mylist

dict={}
for n in mylist:
keys=dict.keys ()
if n in keys: #
dict[n] +=1
else:
dict[n]=1
result['char grouping']=dict
return result

Pseudocode describes the process of creating the N-gram patterns that appear in the packet as follows:
i)  Create a function to split the string.
ii)  Declare the result, which is a value return object.
iii) Declare array my list to hold string values split per divider.
iv) Calculating string length
v) Ifless than string length, then push data to array mylist.
vi) In each character, take and read the character along the divider.
vii) Use the word space to make it easier.
viii) Add the word space to mylist.
ix) Declare a variable dict to store calculation results.
x)  Specify alias variable for each value in mylist.
xi) If the variable has been read in the previous value, then set qty+1 for the variable
To implement this algorithm, the program modules used in python programming are Jupyter Notebook and
scikit-learn.

3. RESULTS AND DISCUSSION

This section presents the results of data packet construction using the N-gram method. The extracted
payloads are categorized into two types: DDoS payloads and normal (benign) payloads. Initially, network
traffic data containing both DDoS attack packets [26] and regular traffic packets are collected from three
sources: the CIC2019, MIB2016, and H2N-Payload datasets. Subsequently, the payload portions of these
packets are extracted in hexadecimal format using a combination of online tools and custom scripts
developed in Python.

3.1. Preparation dataset result

The identified payloads [26] were extracted from unprocessed data for further examination. Before
being converted into hexadecimal form, the raw data was identified as a packet capture (PCAP) file [27] from
the CIC-2019 dataset, then extracted using the Scapy Python module as shown in Figure 2. The first step in
analyzing the data payload is to identify raw data in the packet. It can be seen that the blue one is a feature of
the data packet, while the red one is the protocol type and also describes the open systems interconnection
(OSI) layer. Then, the conversion process from text to hexadecimal is carried out as shown in Figure 3.

3.2. Proposed N-gram technique for DDoS attacks detection

Step 2 employs the N-gram approach detailed in the following sub-chapter to locate and reconstruct
the payload. When the payload from a data packet in the CIC-2019 dataset is extracted using the Hex Packet
Decoder tool (gasmi.net), the resulting output is displayed in Figure 4. Figure 4 shows the outcome of
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identifying the payload of data packets, including regular and analyzable data packets divided into multiple
fields. The following field descriptions apply to each and every data packet.

0\x00\x00\x00\ x00\x00\ x00\x00\x00\ x00\ x00\x00\ x00\ X008\ x00)\ X00\ x00\x00\ x00\ x00\x00\ X060\ x00\x00) x00\ x00\ x00\ X060\ X00\ X060\ x00\ x00\ X001\ X060\ X00\X00\
X060\ x00\x00\x00) x00\x00\x00} X060\ x00\x00)x00 x00\ X600 x00\ X006\ X600\ x00\ x00\x00) x00\ X008\ X006\ x00) X060 x00) x00\ X600 x00\ X600\ x00\ X060\ x00 X660 x60\ X060\ X0
0\ x00) x00 x00\x00\x00\ x00\ x00\x00) x00\ X608\ x06\ x00\ x00\x00) X600\ x00\x00) X600\ X060\ x00) X600 x00 x00\ X006\ x00\ x00) x00\ x00\ X060\ X060\ X008\ x00\x00\ x00\ x08Y
x00\x00\x00\x00\ x00\ x00\ %00\ x00\ X060\ x00) x00\ x00\ %00\ x00\ X600\ Xx00)\ x00 x00\x00\ x00\ X080\ x00\ Xx00\ x00\ x00) x00\ x00\ x00\ x00\ X060\ X060 x00\ x00\ x00\x00\ X0
0\ x00)\ x00 x00\x08\x06\ x00\ x00\x00) x00\x06\x06\ x00} x00\x06) x00\ x00\x00\ X600\ x00\ X060\ x60\ X060\ x00\ X600\ X060\ x00) x00) x60\ X006 X060\ x00\ X060\ x00\ x00\ X606
X060\ x00) x00\x00) x00\x00\x00\ X600\ x00\x00) x60 x00\ X060 x00\ x08\x00\ x00\ x00\ %00\ x00\ X608\ X006\ x00\ x00\ x00) X600\ x00 X006\ X006\ x00\ x00\ xB0\ X80 X660\ X060\ X0
0\x00\x00\x00\ x00\x00\ x00\x00\x00\ x00\ x00\x00\ x00\x00\x00\ x00\ x00\x00) x00\ x00\x00\ x00\ x00\ x00) x00\ x00\ x00\ 00\ x00\x00\ x00\ x00\ X001 x00\x00\ X060
x06\x00)x00\x00) x00\x00\x00\ X060\ x00)x00)x00 x00\x60 X600\ x00\x00) x00) x00\x00) x00\ x06M\ x18\ X060\ x00\ X85\ %00 x63\x15\xF4/\x02\x00\x00\x00)x00\x68Y\
x00\x00\x9TA\x00\x88 \x00BlockMap.xml\x80+\xc1\ '6\xd2)\x00\x80[\x80\x80\x8d" D\xffA\x10\x03\x03\x00 " \x00\xB0E\x00\xf97\x92%\xcb\xf6\x1c/\xal
$\x0b\x8a\xd6g\x1a\xc8\xaa\xea*\n3\x9cP\\PE=\xc5\x7F\xFF1x96\xc8"\x88\xaa"2\xa2\x80\xb38\x03\xa1]\xe4\x05\x8d\xc8~\xe2buN\xab\xcOGE\xd6\xe2\x0
4\ xbc\x82\ r\x8a\ xe8\ xed++k\x82p#\ xb2\x86\xed /8g\xce\x1b\x17b\xbb\xab\x173\xa7\x98\ xcc\x1b\x8dSZ_W\x8b%\x9ezg\x1e\xa6iv}go\x9dg\xef;k\xc5\xfo\x
T5\x9d\x8e\xc7\xae\xfb_8\xe3\xba\xbb\x86\xb2v-s<b\xb1\xc8\xe4\x11\xco\xdf\xb0\xc8\xad\xa81\xFc\xff\xff\xfb\xff\x00B\x00\x086h\x080\X0C\XBC\Xx86\X
cch\x12k\x82R8\xb3r \x1b8\xf7\xe3o0\xcf\xef\xef\x1f\xef\xff\xfa\x7f\xf5\xf4\xc5}f_\x1a0E_\xa2\xa3\xd1D\xf45\xfa\x12\xfd\x93\xae\x8d~\xa30\'\xffo
\xd1\xa7\xe81\xb9\x7F\xf7}\xf4\xfo\x1f\x8Ba~F\x1f\xca\xae\xd1\xaf\x9f\xff\xc7\xe8]\xee\xdd\xe5\xef\xa6; )\ xfe\x97\xbam\xda\x8d\x62\xbfm\xea\x7f\
' J\x9b\xee\xe5\xf7\x14=\xbd\x1b\x8b\xd80\xe8\ xbf\xd9\xc8\xd7/\xfe]?#f\x82\x16p\x03\xaf\xee: \xdd\xe9\xco>\xfdW/\xc3Ux$\xe2\xebn\xfd\xe0\x12\x9of
\xFa\xfF\x1f\xfd\xfe\xf8\xfc\x8f\xbe_/\xdb\xbf\xf8\x8f\xfa{\xfa\xc5\xdb\xef\xc7\xF8\x8F|\xc7\xe2%\xadC\x7f\xd9\\\x1d\xcd-\ ' \xd7\x85\xeBh\xf4\x
0f}\x86\xfe\x02<y\xeb\xfa\xdaq. \xb5v\xc6\xdd" [>>=>

>>> pkt=p[29]

:eb:31 src=b8:ac:6f:1d:1f:6c type=0x800 |<IP version=4L ihl=5L tos=0x8 len=332 id=384 flags=DF frag=8L ttl=128 proto=t
92. 43.218 options=[] |<TCP sport=10869 dport=http seq=3796325724 ack=948794325 dataofs=5L reserved=
6L flags=PA window=256 chksum=6x3992 urgp options=[] |<Raw load='GET /success.txt HTTP/1.1\r\nHost: detectportal.firefox.com\r\nUser-Agen
t: Mozilla/5.8 (Windows NT 6.1; WOW64; rv:54.0) Gecko/20180161 Firefox/54.8\r\nAccept: */*\r\nAccept-Language: en-US,en;qg=6.5\r\nAccept-Encodi
ng: gzip, deflate\r\nCache-Control: no-cache\r\nPragma: no-cache\r\nConnection: keep-alive\r\n\r\n' |>>>>
>>> pkt=p[28]
>> pkt
Ether dst=80:c1:b1:14:eb:31 src=b8:ac:6f:36:0a:8b type=0x800 |<IP version=4L ihl=5L tos=8x0 len=331 1d=5505 flags=DF frag=6L ttl=128 proto=
cp chksum=6xfe5d src: .5 dst: 8 options=[] |<TCP sport=49198 dport=http seq=3881986632 ack=1785795507 dataofs=5L reserved=0
flags=PA window=256 k 686 options=[] |<Raw load='GET /emdl/c/2017/63/abm_feaB43ce®2f5b73bc2e211489b9Fa481bb1cbdd5.cab HTTP
/1.1\r\nConnection: Keep-Alive\r\nAccept: */*\r\nAccept-Encoding: identity\r\nIf-Unmodified-Since: Mon, 13 Mar 2017 17:83:46 GMT\r\nRange: byt
es=12622-22693\r\nUser-Agent: Microsoft BITS/7.7\r\nHost: bg4.v4.emdl.ws.microsoft.com\r\n\r\n' [s>>>>
>33

Figure 2. Sample raw data CIC-2019 dataset

IP Address Protocol Payload
|192.168.1 05=>231 5.4.18IH1TP HEADIfede/cf.?O‘I 7/03/abm_fea843ce02f5b73bc2e211489b9fa401bb1cbdd5.cab HTTP/1.1 |

Figure 3. Payload raw

192.168.50.6 — 23.63.78.40 HTTP GET /success.txt HTTP/1.1 |

e 1 2 3 4 11 -1 7 8 9 18 11 12 13 14 15
7e E3 S5A 42 73 E8 B8 CA 3A 7B 97 De 28 2a 45 | 2e
61 51 74 D1 48 00 go | es | ac ce ce A8 32 6 17 3F
4E 28 D6 1F | ea 25 99 EF er |23l se | 18
61 o0 | 78 81 | eo 47 45 54 20 2F 63 65
73 73 2E 74 78 74 20 | a3 54 54 50 2F 31 2E 31 D
oa | 18 6F 73 74 34 20 64 65 74 65 63 74 70 6F 72
74 61 6C 2E 66 69 72 65 66 6F 78 2E 63 6F 6D en
ea | 55 73 65 72 2D a1 67 65 6E 74 3a 20 D 6F A
69 6C 6C 61 2F 35 2E 30 20 28 57 69 6E 64 6F 77
73 20 4E 54 20 36 2E 33 38 20 57 69 6E 36 34 38
20 78 36 34 38 20 72 76 3a 36 33 2E 38 29 20 47
65 63 6B 6F 2F 32 30 31 30 30 31 30 31 20 46 69
72 65 66 6F 78 2F 36 33 2E 30 ep oA a1 63 63 65
70 74 3A 20 2A 2F 24 oD o | u 63 63 65 70 74 20
ac 61 6E 67 75 61 67 65 3a 20 65 6E 2D 55 53 2c
65 6E 38 71 ED) 30 2E 35 @D oa | a 63 63 65 70 74
2D 45 6E 63 6F 64 69 6E 67 3A 28 67 A 69 7a 2C
20 64 65 66 6C 61 74 65 oD oA | 43 61 63 68 65 20

Figure 4. Payload hex

Payload separation, as shown in Table 2, was performed using the Scapy module implemented in
Python. This process demonstrates that the data packet fields, and the HTTP protocol payload can be
effectively isolated. Table 3 presents the results of extracting raw network data and converting it into
hexadecimal format, yielding the hex payload used for subsequent analysis.
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Table 2. Field packet description

Field Hexadecimal
Ethernet 00c1bl14eb31b8ac6f360a8b0800
1PV4 4500016¢352a40008006¢80dc0a80a0f0d6b0432
TCP ¢12b0050a41896d828237ace5018010249620000

00c1b114eb3 1b8ac6360a8b0800450000fe157840008006feb3c0a80a05170f0412c0260050b7b226b26a70ddf550
180100a2a2000048454144202f656d646c2{632£323031372£30332161626d5f66656138343363653032663562373
HTTP 3626332653231313438396239666134303162623163626464352e636162204854545021312¢310d0a436f6e6e656
All 37469616e3a204b6565702d416c6976650d0a41636365707432202a2f2a0d0a4163636570742d456e636164696e67
3a206964656¢746974790d0a557365722d4167656e743a204d6963726f736£667420424954532372e370d0a486f7
3743a206267342¢76342e656d646c2¢77732e6d6963726£736£66742e¢636f6d0d0a0d0a

Table 3. Sample packet data from CIC-2019 datasets

No src dst sport dport Payload hex
1 11.51.100.45 10.1.9.1 7680 3594 b'000000000000
2 23.36.33.93 192.168.10.14 80 49463 b'485454502312¢3120323030204{4b0d0a
43616e7465...
3 23.36.33.93 192.168.10.14 80 49463 b'4e616d653d22417474617761222068696
€742d617665...
184 192.168.10. 5 23.15.4.18 49190 80 b'0a486173743a206267342e76342e656d64
6¢2¢77732¢6d69637261736{66742e636f6d
0d0a0dOa...
185 23.194.182.63 192.168.10.14 80 49462 b'486173743a2061752e6461776e6c6{6164
2e77696e646177737570646174652¢63616
d0d0a0dOa...

3.3. Result N-gram pattern formation

After identifying and analyzing payload strings for DDoS attack patterns, the frequency of each
N-gram sequence is calculated to categorize the payloads into 2-, 3-, 4-, 5-, and 6-Gram groups. Once all
three datasets have been processed and converted, the N-gram approach spanning from 2- to 6-Gram is
applied to identify recurring payload patterns. An illustrative example of this payload analysis is provided in
Table 4. Based on the N-gram pattern formation model in Figure 4, Table 4 shows the shift of observed
charge and normal charge from 2- to 6-Gram. Examples of observed charge and normal charge for 2-, 3-, 4-,
5- and 6-Ngram are explained in Table 4 which shows the formation of N-gram pattern.

Table 4. Sliding string payload

N-gram Sliding string payload observed Sliding string payload normal
2 00’, <0c’, ‘cl’, ‘1b’, ‘bl”, “11°... 00’, ‘0c’, ‘cl’, ‘1b’, ‘bl’...
3 ‘00c’, ‘0cl’, ‘clb’, ‘1bl”’... ‘00c’, ‘0cl’, ‘clb’, ‘1b1’, ‘bl11°...
4 ‘00cl’, ‘Oclb’, ‘clbl’, ‘1b11°... ‘00c1’, ‘Oclb’, ‘c1bl’, ‘1b11°...
5 ‘00clb’, ‘Oclbl’, ‘clbll’, “1b114°... ‘00c1b’, ‘Oclbl’, ‘clbll’, “1b114°...
6 ‘00c1bl’, ‘Oclbll’, ‘clbl14’, ‘1bl14e’...  ‘00c1bl’, ‘Oclbll’, ‘c1bl14’...

3.4. Result calculation of chi-square distance

This technique quantifies the divergence between normal (benign) packets and packets analyzed using
the CSD method. After extracting the hexadecimal payload and generating a shifted payload sequence, the
software calculates the frequency, relative percentage, and CSD for each N-gram pattern, specifically for
2- to 6-Gram. Manual CSD calculation using this algorithm is performed through (1).

_ (0.00332225913621262 — 0.00186915887850467)2 + (0.0166112956810631 — 0.00747663551401869)2 +

0.00332225913621262 ) 0.0166112956810631
0.0299003322259136—0.016822429906542
+§ = 0327 (1)

0.0299003322259136

D2

The Pearson chi-square test was applied to determine an appropriate threshold for classifying the observed
payload, based on the hypotheses as in (2) and (3).

Null hypothesis (Hy): D2 < y2(a,b — 1) (2)

Alternative hypothesis (H1): D2 > y2(a,b — 1) 3)
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Here, D2 represents the CSD between the analyzed payload and a reference payload (either normal or
DDoS), b denotes the number of distinct N-gram patterns in the reference payload, and the degrees of
freedom are b—1. The significance level is set at a=0.05.

In this context, Ho indicates that the payload is consistent with a DDoS attack (i.e., it does not
significantly differ from the DDoS reference), whereas H; suggests the payload is neither typical benign
traffic nor a known DDoS pattern (i.e., it exhibits statistically significant deviation). The analysis compared
the computed CSD (D2=0.327) against the critical value from the chi-square distribution table:
%2 (0.05,146)=176.293. Since 0.327 <176.293, the null hypothesis (Ho) is not rejected, leading to the
conclusion that the payload is classified as a DDoS attack.

The results of the CSD calculation for 2-grams are shown in Table 5, which indicates that there is a
variation in the patterns observed within the packets. Therefore, the patterns found in the observed payload
should be used to calculate the CSD value. Consequently, the frequency of a pattern in the analyzed packet is
considered zero if it appears in the observed payload but not in the studied packet.

Table 5. 2-Gram payload pattern
No  Observed payload F  Normal payload

F

1 49 1 71 1

2 Oc 1 7d 1

3 cl 1 cl 1

4 40 1 da 1

5 bl 1 bl 1

6 11 1 11 1

7 3¢ 1 14 1

13 8a 1 8a 1
14 ac 1 c7 1
15 86 1 49 1
16 4d 1 34 1
17 as 1 f1 1
18 Oa 1 1d 1
20 90 1 18 1
21 51 1 53 1
22 8b 1 35 1
23 b0 1 09 1
147 63 16 0

3.5. Experimentation summary

The experiments were conducted on four datasets to evaluate the effectiveness of feature selection in
improving the accuracy of DDoS attack detection using the proposed hybrid N-gram heuristic technique. Three
machine learning algorithms SVM, KNN, and NN sets: CSDPayload+N-gram, CSPayload+N-gram, and the
combined hybrid N-gram (CSDPayload+CSPayload+N-gram). The detailed evaluation results are summarized
in Tables 6 through 8.

The 4-Gram configuration emerged as the optimal N-gram size for payload classification. When the
hybrid feature CSDPayload+N-gram+CSPayload+N-gram was applied to the CIC-2019, MIB-2016, and
H2N-Payload datasets, it achieved detection accuracies of 99.80, 99.74, and 99.64%, respectively. Using the
SVM algorithm, the average accuracy across the three datasets reached 99.73%, a substantial improvement over
the baseline model without N-gram features, which yielded only 83.90% accuracy. This represents an absolute
accuracy gain of 15.83% points (not 12.73%, as 99.73%-83.90%=15.83%), demonstrating the significant
enhancement in DDoS detection performance enabled by the proposed N-gram technique. Other feature variants
also showed notable improvements in classification accuracy.

The 4-Gram configuration proved to be the most effective N-gram size for payload classification.
When the hybrid feature CSDPayload+N-gram+CSPayload+4-Gram was applied to the CIC-2019,
MIB-2016, and H2N-Payload datasets using the KNN algorithm, it achieved classification accuracies of
99.71, 91.66, and 94.06%, respectively. This yields an average accuracy of 95.14%. In comparison, the same
model without the N-gram feature achieved only 82.41% accuracy. The incorporation of the N-gram
technique thus improved detection accuracy by 12.73% points, highlighting its effectiveness in enhancing
DDoS attack detection performance.

The 3- and 4-Gram configurations emerged as the most effective N-gram sizes for payload
classification. When the hybrid features CSDPayload+N-gram+CSPayload+3-Gram and CSDPayload+N-
gram+CSPayload+4-Gram were applied using a NN classifier, they achieved high detection accuracies across
the three datasets: 99.99% on CIC-2019, 99.64% on MIB-2016, and 99.33% on H2N-Payload. This results in
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an average accuracy of 99.65%. In contrast, the same model without the N-gram features achieved an
average accuracy of only 85.74%. The integration of the N-gram technique therefore improved DDoS
detection accuracy by 13.91% points (99.65%-85.74%=13.91%), underscoring its significant contribution to
detection performance.

Table 6. Accuracy detail for four datasets using the SVM algorithm

Dataset Features Accuracy without N-gram feature accuracy
N-gram 1-G 2-G 3-G 4-G 5-G 6-G
CIC2019 CSDPayload+CSPayload+N-gram 97.86 99.78 99.80 99.80 99.80 99.03  99.02
MIB2016 CSDPayload+CSPayload+N-gram 94.88 98.72 97.46 99.64 99.74 9394 95.12
H2N-Payload CSDPayload+CSPayload+N-gram 58.96 98.52 98.36 9841 99.64 97.75 98.41
Average 83.90 99.01 98.54 99.28 99.73 9691 83.90

Table 7. Accuracy detail for four datasets using the KNN algorithm

Dataset Features Accuracy without N-gram feature accuracy
N-gram 1-G 2-G 3-G 4-G 5-G 6-G
CIC2019 CSDPayload+CSPayload+N-gram 99.57 99.70  99.70  99.70  99.71 99.70  99.70
MIB2016 CSDPayload+CSPayload+N-gram 91.42 70.45 7037 7025 91.66 69.79 78.43
H2N-Payload = CSDPayload+CSPayload+N-gram 56.24 91.97 89.00 73.15 94.06 8291 90.69
Average 82.41 87.37 8636  81.03 95.14 84.13 89.61

Table 8. Accuracy detail for four datasets using the neural network algorithm

Dataset Features Accuracy without N-gram feature accuracy
N-gram 1-G 2-G 3-G 4-G 5-G 6-G
CIC2019 CSDPayload+CSPayload+N-gram 99.70 99.98 99.99 99.99 99.99 99.98 99.98
MIB2016 CSDPayload+CSPayload+N-gram 100.00 99.12 9936 99.66 99.64 93.88 96.23
H2N-Payload = CSDPayload+CSPayload+N-gram 57.52 98.67 99.18 99.18 99.33 98.00 96.67
Average 85.74 99.26  99.51 99.61 99.65 97.29 97.63

3.6. Compare algorithm and result

Performance evaluation for all features in each dataset was also carried out in this study, with the
results shown in Table 9. In addition, this study also tested the classification performance level for DDoS
attack detection using combined features. The accuracy rate for the NN algorithm on CIC-2019 dataset are
99.99% respectively. The SVM algorithm achieved 99.84 and 99.54% for MIB-2016 and H2N-Payload
dataset respectably. The KNN algorithm achieved 99.58% on H2N-Payload dataset.

Table 9. Performance evaluation for combining all features (hybrid features) using weight by correlation

Dataset Number of features  Machine learning algorithms Accuracy Recall Precision
CIC-2019 32 KNN 99.67 99.64 99.38
NN 99.99 100.00 99.97
MIB-2016 17 SVM 99.84 99.60 100.0
KNN 98.58 98.90 99.28
NN 99.84 99.90 100.0
H2N-Payload 18 SVM 99.54 99.40 99.50
KNN 99.58 98.90 99.99
NN 99.44 99.40 99.30

4. CONCLUSION

The experimental results demonstrate that the SVM algorithm achieves the highest overall
classification performance across the evaluated datasets. Specifically, SVM attained accuracy rates of
99.80% on CIC-2019, 99.74% on MIB-2016, and 99.64% on H2N-Payload, yielding an average accuracy of
99.73%. In comparison, the KNN algorithm achieved accuracies of 99.71, 91.66, and 94.06% on the same
datasets, respectively, with an average of 95.14%. The NN model also performed strongly, with accuracies of
99.99, 99.64, and 99.33%, resulting in an average of 99.65%. Although the NN achieved the highest accuracy
on the CIC-2019 dataset, SVM demonstrated the most consistent and highest average performance across all
three datasets, making it the best-performing algorithm in this study. For future work, a more in-depth
investigation using advanced deep learning architectures applied to the same datasets but with extended or
alternative feature sets could further enhance DDoS detection capabilities and generalization.
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