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 Cybercrime is a major issue in the current digital era, with one of its 
branches-cyber pornography-notably affecting Indonesia. Various efforts 

have been made to suppress or prevent this problem. One alternative 

solution involves using technological advances to recognize age ranges 

based on facial recognition. This age range recognition can be implemented 
to prevent users from accessing content that is not appropriate for their age. 

An optimal age-range recognition system is essential for this purpose. 

However, limited research has focused on this domain. Therefore, our 

research aimed to develop the best possible system. The proposed method 
applies a trained convolutional neural network (CNN) as a feature extractor 

to the artificial neural network (ANN) and k-nearest neighbor (K-NN) 

methods for age recognition based on facial images. By incorporating 

computational learning techniques, the system's performance is significantly 
enhanced, leveraging advanced algorithms to improve accuracy. The test 

results show that the performance of the pre-trained CNN-based ANN model 

is superior. This is indicated by the model's accuracy and F1-score, which 

were 11% and 0.11 higher, than the pre-trained CNN-based K-NN model. 
The error rate of the pre-trained CNN-based ANN model was also reduced 

by 0.11. 
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1. INTRODUCTION 

Currently, social media is an activity that we cannot separate from our daily lives [1]. However, 

security in social media is often ignored by the public. In fact, this security can prevent crimes on social 

media (cyber security) and can protect computer systems from potential threats or illegal access [2]. Cyber 

security can also reduce the possibility of threats entering a computer system [3]. Moreover, security tools, 

policies, and concepts related to security in social media can be used to protect organizational and user assets [4]. 

Therefore, cyber security must always be improved to prevent computer system crimes (cybercrime). 

One of the cyber-crimes that often occurs in Indonesia is pornography crime. In recent years, there 

have been many cases of underage children accessing adult content, as reported by the Indonesian news site 

jawapos.com, Indonesia is the country that accesses the most pornographic content after India, especially in 

https://creativecommons.org/licenses/by-sa/4.0/
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2015 and 2016, 74% of the users are young people. To minimize this, an application is needed to filter adult 

content users such as pornographic sites, gambling sites, and black market sites. 

On the other hand, technology is also experiencing very rapid development along with the times. 

Almost all aspects of life today use sophisticated and newest technology. It is hoped that the use of 

technology will be able to help overcome various problems currently being faced. As we know, one form of 

technological development used to solve a problem is artificial intelligence. Artificial intelligence is a field of 

science that makes computers imitate human habits [5]. In other words, it can also be understood as a part of 

computer science that focuses on machines with intelligent capabilities that can interact or act like humans [6]. 

Humans increasingly develop based on the learning and experiences they have gone through. Likewise, 

artificial intelligence can also learn like humans, and the more it learns, the better its abilities will be.  

In contrast to humans, artificial intelligence can learn, find patterns, and record them much more quickly and 

efficiently [7]. Learning in artificial intelligence is also referred to as a learning process. Within the field of 

artificial intelligence, there is a more specific and sophisticated approach, namely deep learning. Deep 

learning is a method that utilizes algorithms based on mathematical principles designed to mimic the 

workings of the human brain [8], [9]. Deep learning is used for various tasks [10] such as probability or event 

prediction [11], object recognition [12]–[14], and disease diagnosis [15]–[17]. 

One of the uses of deep learning is in image processing. Image processing systems are developed to 

assist humans in recognizing or categorizing objects more effectively and efficiently [18]. This field of image 

processing is also widely applied in the cyber security domain, including cyber security uses sensing with 

intelligent systems [19], network intrusion detection systems [20], and intelligent malware detection [21].  

In our research, the technology of image processing is applied to solve cybercrime in Indonesia. Image 

processing is focused on facial images to recognize age categories. 

The rapid growth of image processing research has encouraged the exploration of methods to 

generate a quick-, accurate, and capable model of processing large amounts of data [22]. There are several 

popular algorithms that can be applied to solve various problems, including k-nearest neighbor (K-NN)  

[23]–[27], artificial neural network (ANN) [28]–[31], and support vector machine (SVM) [32]–[34]. Several 

studies have explored K-NN for image processing in solving various problems because of the advantages 

possessed by K-NN, for examples: the parameters in K-NN are flexible because the input data can be 

categorical and continuous [35], and this algorithm is simple and fast [36]. 

Therefore, this research carries out an innovative integration of a trained convolutional neural 

network (CNN) model (VGG16) with ANN and K-NN algorithms to improve the accuracy of age 

recognition aimed at cyber security. This method specifically aims to prevent minors from accessing 

inappropriate content on social media and addresses an important problem in Indonesia, where cyber 

pornography is common. The application of artificial intelligence techniques in this context offers tailored 

and impactful solutions to these contemporary problems. In addition, this study also provides a comparative 

analysis of the performance of ANN and K-NN together with VGG16 in age recognition. This research not 

only improves understanding of algorithms in real-time cybersecurity applications but also strives for high 

accuracy, thereby increasing the reliability of the overall age recognition system. By incorporating various 

computational learning techniques, including traditional machine learning and deep learning approaches, the 

system can adapt and enhance its predictive capabilities more effectively. 

 

 

2. MATERIAL AND METHOD 

This chapter describes the materials required for age category detection. Then, the proposed 

architecture is discussed in this chapter as well. The materials include datasets used, and preprocessing 

techniques essential for accurate age prediction. Additionally, the architecture section outlines the model 

design, layers, and the rationale behind the chosen methods. 

 

2.1.  Data preparation 

The dataset used in this research is a public dataset accessible on Kaggle. Before applying the 

method to this dataset, preprocessing is necessary. The initial step involves image enhancement to remove 

noise. Then, normalization is performed by scaling the image pixels to a smaller range, such as 0 to 1, to help 

increase the convergence speed during model training [37]. The aim of image normalization is not to reduce 

the image resolution but rather to standardize the pixel values, which aids in improving recognition accuracy. 

This normalization process involves image scaling. 

Next, resizing or resampling is conducted to ensure all images have the same dimensions, as they 

often come in various sizes. Following this, data augmentation techniques are applied. These techniques 

create data variations by manipulating the original images through rotating, translating, flipping, zooming, 

and other transformations. Data augmentation helps increase the amount of training data, thereby reducing 

overfitting and improving model generalization. Subsequently, the data is split into training, validation, and 
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testing sets. Training data is used to train the model, validation data is used for tuning, and testing data is 

used to measure the model's final performance. 

Additionally, the research applies the under-sampling technique during the preprocessing stage. This 

technique is used to reduce the number of examples from the majority class to balance the dataset, 

particularly useful for imbalanced datasets in classification tasks with sparse minority classes. By randomly 

under-sampling the majority class data, the dataset becomes more balanced, leading to a model that better 

recognizes minority classes. The data distribution is found to be imbalanced, so a random under-sample is 

conducted to achieve a balanced dataset. 

 

2.2.  The proposed architecture 

After preparing the dataset, this research implements techniques arranged in the proposed 

architecture, as shown in Figure 1. The two main methods used for age recognition are ANN and K-NN. 

Before implementing these methods, a pre-trained CNN model with the VGG-16 architecture is applied 

which is the most popular architecture [38] and an effective deep CNN model. VGG-16 consists of a total of 

16 weight layers, including 13 convolutional layers and 3 fully connected (FC) layers. The primary 

advantage of this model is its homogeneous architecture, consistently using 3×3 convolutional filters and 2×2 

max-pooling layers throughout the network. This consistency ensures systematic and detailed feature 

extraction from the input images. 

 

 

 
 

Figure 1. The proposed architecture of the identifying system of the age categories 

 

 

Initially, VGG-16 is trained on the VGGFace dataset, which contains a large collection of facial 

images. The knowledge gained from this training is then transferred to the pre-trained VGG-16 model, 

which is applied to the University of Tennessee, Knoxville Face (UTKFace) dataset. This pre-trained CNN 

leverages the convolutional layers to extract high-dimensional feature representations from the facial 

images, capturing essential characteristics such as edges, textures, and complex facial patterns.  

This feature extraction process is crucial for the subsequent classification tasks performed by the ANN and 

K-NN methods in the research. 

For the first approach, ANN, the extracted features are fed into the ANN for classification. The 

model is compiled using the stochastic gradient descent (SGD) optimizer, which is instrumental in training 

the network by adjusting the weights to improve performance. SGD is chosen for its efficiency and 

effectiveness in handling large datasets. The loss function used is categorical cross-entropy, suitable for 

multi-class classification tasks. To train the model, the image data generator from Keras is employed, 

performing real-time data augmentation by applying random transformations to the images. This 

augmentation helps make the model more general and prevents overfitting. 
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Training the ANN involves using training data as input to find the optimal model configuration. The 

architecture of the ANN is determined experimentally to identify the best composition of layers and neurons. 

The model's training involves processing the input data through the network, where each neuron's output is 

determined by an activation function. This function monitors if the accumulated signal reinforcement has 

exceeded a certain threshold, causing the neuron to "fire" and produce an output signal. The ANN's weights 

are iteratively adjusted based on the error between the predicted and actual labels, guided by the gradients 

computed through the loss function. This process is repeated for multiple epochs until the model achieves 

satisfactory performance. The equation used is as follows: 

 

𝑦 = 𝑓(∑ 𝑥𝑖
𝑛
𝑖=1 𝑤𝑖)  (1) 

 

The correlation between the three components in (1) is as follows: 

‒ A signal 𝑥in the form of a 𝑛 --dimensional vector (𝑥1, 𝑥2, . . . , 𝑥𝑛)𝑦will be strengthened by synapse

1 2( , ,..., )nw w w w y
. 

‒ The accumulation of these reinforcements will undergo transformation by the activation function 𝑓. This 

𝑓 function will monitor if the accumulated signal reinforcement has exceeded a certain limit, then the 

neuron cells which were originally in the "0" condition, will issue a "1" signal. 

‒ Based on the output value (𝑦), a neuron can be in two states: "0" or "1". A neuron is said to be in firing 

condition when it produces an output is "1". 

In the second approach, the model is built using the K-NN method with a specified number of 

neighbors, denoted by the parameter k. The K-NN model is trained using features extracted from the training 

images. This training involves using the training data to classify objects based on the proximity of the learning 

data to the new objects. The objective of K-NN is to classify new objects based on their attributes and the 

training data samples closest to them [39]. During the learning stage, K-NN stores feature vectors and their 

corresponding classifications from the training data [40]. The classification process in K-NN relies on the 

number of nearest neighbors to determine the class, with distance calculations using the Euclidean distance. 

To evaluate the models in this research, a confusion matrix is used to measure accuracy and  

F1-score. To find the best-performing model, GridSearchCV is applied. This method performs a systematic 

search on combinations of various hyperparameters to optimize the K-NN model based on accuracy values. 

The implementation of GridSearchCV involves creating grid parameters to optimize, with a list of values for 

each parameter. A GridSearchCV object is created, with the K-NN model as the first parameter and the 

parameter grid as the second parameter. Cross-validation (CV) is set to a specific fold, and the scoring 

parameter is set to accuracy for model assessment. The grid is trained using the feature data and target labels 

to generate simulation results for accuracy and F1-score. After determining the best model, it is implemented 

in the age category recognition system. 

 

 

3. RESULTS AND DISCUSSION 

The chapter begins by detailing the dataset utilized in this research, followed by the application of 

techniques aimed at optimizing the modeling process. Subsequently, simulations are conducted to evaluate 

the model, and experimental results are obtained and analyzed. Finally, the discussion concludes with the 

implementation of the model into the system. 

 

3.1.  Data description 

This research utilizes a public dataset sourced from the website address: 

https://susanqq.github.io/UTKFace. Known as the UTKFace dataset, it comprises over 20,000 facial images 

spanning a wide age range from 0 to 116 years. To facilitate the application of machine learning methods, 

these images are categorized into three age groups: anak-anak or children (0-11 years), remaja or teenagers 

(12-25 years), and dewasa or adults (25 years and over). Ensuring accurate labeling of each image is crucial 

before proceeding to subsequent processes. However, the original dataset initially suffered from an 

imbalanced distribution among these age groups. To address this issue, the research employs an 

undersampling technique, equalizing the number of samples in each category. This ensures that each age 

group is equally represented in the dataset. Additionally, Figure 2 illustrates sample images from each age 

category: Figure 2(a) dewasa, Figure 2(b) remaja, and Figure 2(c) anak-anak. 

 

3.2.  Pre-processing stage 

After preparing the dataset, Google Colab is integrated with Google Drive to facilitate access to files 

within the Colab environment. The dataset is labeled, and global variables are defined to store important 

information throughout the program. Specifically, the "age_group" variable contains strings representing 
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three classes: “anak-anak”, “remaja”, and “dewasa”, which categorize the age groups used in the study. A 

CSV file location string is set as a global variable, pointing to a modified file that balances image labels 

across different classes. This CSV file contains 23,708 image data entries, structured to simplify labeling and 

conserve storage resources. 

Next, data inspection is conducted to analyze the dataset's characteristics, format, structure, and 

distribution. To address the initial imbalance in data distribution, under sampling is employed to reduce the 

majority class and equalize the number of examples across all classes. Under sampling is a vital technique in 

handling imbalanced datasets, particularly in classification tasks with sparse minority classes. The dataset 

achieves better balance by randomly reducing the majority class, enhancing the model's ability to recognize 

minority classes. Specifically, the dataset is balanced to include 3,283 images for each class. 

Finally, TensorFlow is utilized to load and preprocess the data using a data generator. The  

CSV-formatted data is loaded into memory as images, enabling efficient training of machine learning models 

based on image data. The data loading process emphasizes data augmentation and data generator settings for 

the training and validation phases. Augmentation techniques such as rotation angle adjustment, horizontal 

and vertical shifting, and image stretching enrich the training data by introducing variations. Additionally, the 

method for filling shifted pixels closest to the original image is regulated. Image sizes are standardized to 

200×200 pixels, and a batch size 64 is set. Rescaling ensures that image data ranges from 0 to 1, simplifying 

computational processes during training. 

 

 

   
(a) (b) (c) 

 

Figure 2. Example facial images from each age category in the UTKFace dataset: (a) dewasa, (b) remaja, and 

(c) anak-anak 

 

 

3.3.  Modeling of age categories using VGG-16 ANN 

Modeling begins with determining the architecture. This research uses the VGGFace model, a  

pre-trained VGG16 variant tuned for facial recognition tasks, as the base model. Additional layers are added 

to form a classifier, consisting of three Dense layers with 1024, 512, and 128 units, each followed by a 

dropout layer with a 0.5 dropout rate to prevent overfitting. The final dense layer has three units, each 

representing one of the three age categories, using a SoftMax activation function to produce interpretable 

class probabilities. 

The model is created by combining the base model and the classifier using TensorFlow's model 

class. If a saved model weights configuration is available, it is loaded using model.load_weights, enabling 

transfer learning or fine-tuning. The resulting variables—base model, classifier, and complete model—are 

configured for further training or evaluation. Input images are resized to 200×200 pixels, and the model is 

trained for 10 epochs. Next, the model is compiled using the SGD optimizer with a learning rate of 0.01 and 

momentum of 0.9, chosen for its efficiency with large datasets. The loss function is categorical cross-entropy, 

suitable for multi-class classification tasks. Accuracy and F1-scores are used as metrics to monitor 

performance, especially useful for imbalanced classes.  

To train the model, Keras' image data generator is used for real-time data augmentation, applying 

transformations such as 30-degree rotation, 0.1 widths and height shift, 0.2 shear, 0.2 zooms, and horizontal 

flip, helping the model generalize better and prevent overfitting. The results of the model’s training and 

tuning process are summarized in Figure 3, which presents both qualitative and quantitative outputs.  

Figure 3(a) displays sample predictions comparing true and predicted labels across different age categories, 

while Figure 3(b) shows the variation in loss levels during the parameter tuning iterations. The model is 

trained for 10 epochs with a batch size of 64, as shown in Figure 3(a). A tuning test is conducted 70 times, 

with varying parameters for optimal results. The loss levels during tuning are shown in Figure 3(b).  

The results of 10 experiments are presented in Table 1. For model evaluation, a confusion matrix is used to 

measure accuracy and F1-score. Based on Table 1, the lowest accuracy of 53.03% occurs in the 5th tuning, 

while fine-tuning at iterations 68, 69, and 70 yields consistent results, stopping at 70 with an accuracy of 

83%. The 70th parameter setting is used for data testing, with results shown in the confusion matrix in  
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Table 2. Based on Table 2 regarding the confusion matrix, the error rate is found for 95 image data whose 

prediction results are wrong, so the error rate can be calculated using the following formula: 
 

The total false negative (TFN) value The total false positive (TFP) value 

TFN anak-anak =3+13=16 

TFN remaja =0+42=42 

TFN dewasa =10+27=37 

TFP anak-anak =0+10=10 

TFP remaja =3+27=30 

TFP dewasa =13+42=55 

The total true negatif (TTN) value The total true positif (TTP) value: 

TTN anak-anak=3+13+0+213+42+10+27+211=519 

TTN remaja=219+13+51+10+27+211=523 

TTN dewasa=220+3+0+213=436 

TTP anak-anak =220 

TTP remaja =213 

TTP dewasa =211 
 

𝐸𝑟𝑟𝑜𝑟 𝑟𝑎𝑡𝑒 = 𝑇ℎ𝑒 𝑤𝑟𝑜𝑛𝑔 𝑑𝑎𝑡𝑎 𝑡𝑜𝑡𝑎𝑙/ 𝐷𝑎𝑡𝑎 𝑇𝑜𝑡𝑎𝑙 = 95/739 = 0.12  
 

Ʃ𝑇𝑇𝑃 = 𝑇𝑇𝑃𝑎𝑛𝑎𝑘 − 𝑎𝑛𝑎𝑘 + 𝑇𝑇𝑃𝑟𝑒𝑚𝑎𝑗𝑎 + 𝑇𝑇𝑃𝑑𝑒𝑤𝑎𝑠𝑎 = 220 + 213 + 211 = 664   
 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = (ƩTTP)/𝐷𝑎𝑡𝑎 𝑇𝑜𝑡𝑎𝑙 = 664/739 = 0.87  
 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑇𝑃

𝑇𝑇𝑃+𝑇𝐹𝑃
=

𝑃𝑎𝑛𝑎𝑘−𝑎𝑛𝑎𝑘+𝑃𝑟𝑒𝑚𝑎𝑗𝑎+𝑃𝑑𝑒𝑤𝑎𝑠𝑎

3
=

0.96+0.88+0.79

3
= 0.88  

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑇𝑃

𝑇𝑇𝑃+𝑇𝐹𝑁
=

𝑅𝑎𝑛𝑎𝑘−𝑎𝑛𝑎𝑘+𝑅𝑟𝑒𝑚𝑎𝑗𝑎+ 𝑅𝑑𝑒𝑤𝑎𝑠𝑎

3
=

0.93+0.8+0.85

3
= 0.86  

 

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 = 2 × (𝑃 × 𝑅)/(𝑃 + 𝑅) = 2 × ((0.88 × 0.86)/(0.88 + 0.86)) = 0.87  
 

 

 
(a) 

 

 
(b) 

 

Figure 3. Example predictions and loss graph during ANN model training and tuning: (a) sample prediction 

results and (b) loss levels across tuning iterations 
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Table 1. Tuning results 10 out of 70 times on the ANN model 
Tuning Batch size Dropout rates Dense layer Optimizer 

learning rate 

Regularization 

rate 

Loss F1-score Accuracy 

3 - - - - - 1.155 0.4948 54.71 

5 - - - - - 1.18 0.4576 53.03 

10 - - - - - 1.144 0.4431 54.9 

26 32 0.2 256 - 0.001 0.516 0.7686 76.64 

30 32 0,3 1024 - 0.001 0,669 0.7181 72.62 

46 16 0,6 1024 - 0.001 0,599 0.8172 82.44 

49 16 0,5 1024 0.25 0.0005 0.983 0.8186 82.29 

65 64 Null, 0.5 1,024,512 0.01 0.0005 0.966 0.8132 81.78 

68 64 Null, 0.5 1,024,512 0.01 0.0005 1,074 0.827 82.75 

70 64 null, 0.5, 0.4 1,024,512,128 0.01 0.0005 1,455 0.8297 82.87 

 

 

Table 2. Confusion matrix of ANN 
  Predict 

  Anak-anak Remaja Dewasa 

Actual Anak-anak 220 3 13 

Remaja 0 213 42 

Dewasa 10 27 211 

 

 

3.4.  Modeling of age categories using VGG-16 K-NN 

The VGGFace model is used as a feature extractor in the second approach. Training images are fed 

through this model, and the resulting features are saved. These features represent important attributes of the 

image that the K-NN model uses for classification. This means manual checking of features such as wrinkles, 

facial expressions, or birthmarks is unnecessary. The pre-trained VGGFace model, without its classification 

layer, is used for this purpose. 

The feature extractor is created using VGG16. Image data dimensions are (200, 200, 3), indicating 

the image size is 200×200 pixels with 3 color channels red, green, and blue (RGB). Average pooling is 

applied to produce a concise final feature by taking each channel's average feature values. This is suitable for 

achieving a compact representation of facial features before feeding them to the classification layer. The 

adjusted VGGFace model predicts features from batches of images using the predict function. These 

predicted features represent each image and are used as input for the K-NN classification model. The extracted 

features are saved into a CSV file named 'knn_features.csv', which will be used to train the K-NN algorithm. 

The K-NN model is created with a parameter k (number of neighbors) of n. This model classifies 

new images based on the majority labels of the k most similar training images. For example, if k=3, the 

model uses the three nearest neighbors for classification. The K-NN model is trained using features extracted 

from training images. Unlike ANN models, K-NN models do not "learn" traditionally but "remember" 

training examples to classify new ones. The training output of the K-NN model with k=3 is shown in  

Figure 4. For evaluation, K-NN models are assessed similarly to ANN models. Features from test images are 

extracted using the VGGFace model and used as input for the K-NN model to make predictions. The 

evaluation metrics are the confusion matrix and the F1-score, with some sample predictions displayed for 

visual inspection. 
 

 

 
 

Figure 4. The sample output of K-NN model training with k=3 using UTKFace dataset 
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Overall, this study presents two approaches for age group classification from facial images: the first 

approach uses an ANN model with a pre-trained VGGFace model as the base, and the second approach uses 

a K-NN model with the VGGFace model as a feature extractor. The confusion matrix for the K-NN model 

with k=3 is shown in Table 3. Based on the confusion matrix in this table, the total test data is 739. To better 

understand performance measurement, the calculation of measurement results can be explained as follows: 
 

The TFN value The TFP value 

TFN anak-anak =5+8=13 

TFN remaja =7+74=81 

TFN dewasa =36+45=81 

TFP anak-anak =7+36=43 

TFP remaja =5+45=50 

TFP dewasa =8+74=82 

The TTN value The TTP value: 

TTN anak-anak =5+8+7+174+74+36+45+167=516 

TTN tremaja =223+8+74+36+45+167=553 

TTN dewasa =220+3+0+213=436 

TTP anak-anak =223 

TTP remaja =174 

TTP dewasa =167 
 

After calculating the confusion matrix in Table 3, the error rate found 175 images that were predicted 

incorrectly, so the error rate can be calculated as follows: 
 

𝐸𝑟𝑟𝑜𝑟 𝑟𝑎𝑡𝑒 = 𝑇ℎ𝑒 𝑤𝑟𝑜𝑛𝑔 𝑑𝑎𝑡𝑎 𝑡𝑜𝑡𝑎𝑙/ 𝐷𝑎𝑡𝑎 𝑇𝑜𝑡𝑎𝑙 = 175/739 = 0.23  
 

Ʃ𝑇𝑇𝑃 = 𝑇𝑇𝑃𝑎𝑛𝑎𝑘 − 𝑎𝑛𝑎𝑘 + 𝑇𝑇𝑃𝑟𝑒𝑚𝑎𝑗𝑎 + 𝑇𝑇𝑃𝑑𝑒𝑤𝑎𝑠𝑎 = 220 + 174 + 167 = 564  
 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = (ƩTTP)/𝐷𝑎𝑡𝑎 𝑇𝑜𝑡𝑎𝑙 = 564/739 = 0.76  
 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑇𝑃

𝑇𝑇𝑃+𝑇𝐹𝑃
=

𝑃𝑎𝑛𝑎𝑘−𝑎𝑛𝑎𝑘+𝑃𝑟𝑒𝑚𝑎𝑗𝑎+𝑃𝑑𝑒𝑤𝑎𝑠𝑎

3
=

0.94+0.78+0.67

3
= 0.76  

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑇𝑃

𝑇𝑇𝑃 + 𝑇𝐹𝑁
=

𝑅𝑎𝑛𝑎𝑘−𝑎𝑛𝑎𝑘 + 𝑅𝑟𝑒𝑚𝑎𝑗𝑎 +  𝑅𝑑𝑒𝑤𝑎𝑠𝑎

3
=

0.94 + 0.68 + 0.67

3
= 0.76 

 

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 = 2 × (𝑃 × 𝑅)/(𝑃 + 𝑅)  = 2 × ((0.76 × 0.76)/(0.76 + 0.76)) = 0.76  
 

 

Table 3. Confusion Matrix of K-NN 
  Predict 

  Anak-anak Remaja Dewasa 

Actual Anak-anak 223 5 8 

Remaja 7 174 74 

Dewasa 36 45 167 

 

 

After completing the modeling, the K-NN model is simulated to determine the best level of 

accuracy. In this research, GridSearchCV is applied to find the optimal parameters for the K-NN model, 

particularly the value of k. GridSearchCV systematically searches combinations of various hyperparameters 

in machine learning models. For K-NN, the key hyperparameters are k (the number of neighbors) and 

weights. Both parameters are optimized, with k values ranging from 1 to 15. A CV technique with 10 folds is 

applied, and the model is assessed using accuracy and F1-score. The simulation results of the K-NN model 

are presented in the graph in Figure 5. Both accuracy and F1-score tend to increase gradually from k=1 to 

k=15, reaching their highest values at k=14, with an accuracy of 0.80108 (80%) and an F1-score of 0.79694. 

Based on the test results, the ANN model demonstrates more optimal performance compared to the K-NN 

model. So, in the next step, the ANN model is applied to generate the identification system. For further 

research, performance in facial recognition needs to be improved by exploring deep learning methods such as 

CNN, as has been done in previous research [41]. 

 

3.5.  The identifying system of age categories 

This identification system is implemented using ANN with pre-trained VGG-16 with the last tuning 

carried out, namely the 70th tuning as shown in Figure 6. Therefore, the facial age classification interface 

starts with an initial display created using the results of this previous setup process. Users are guided to 

upload images via the "Drag and drop files" menu which accepts images up to 200 MB in JPG, JPEG, and 

PNG formats. Once the image is uploaded, the system uses multi-task convolutional neural network 

(MTCNN) to detect and extract faces and their features from the uploaded image, ensuring accurate facial 

region focus for better feature extraction. 
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After facial detection and cropping, users can press the "Predict" button, prompting the system to classify 

the age of the detected face into one of three categories: children, teenagers, and adults. This classification is 

achieved by passing the cropped face through the pre-trained and tuned model, which utilizes a SoftMax activation 

function to output probabilities for each age category, selecting the highest probability as the prediction. 

The system also robustly handles non-facial images. If the uploaded image does not contain a face, 

the MTCNN algorithm will fail to detect facial landmarks, resulting in the system outputting "no face 

detected." This feature ensures the integrity and reliability of the system by processing only valid facial 

images. Overall, the interface offers a seamless user experience from image upload to accurate age prediction 

while maintaining robustness against invalid inputs. The findings of this research can be applied to address 

cybercrime issues in Indonesia. Facial recognition technology can be used to filter users, allowing them to 

access content appropriate for their age category. This can help tackle cyber pornography, a significant 

problem in Indonesia. 
 

 

 
 

Figure 5. The accuracy and F1-score level of K-NN model simulation from k=1 to k=15 
 

 

 
 

Figure 6. The system for detecting the age categories based on facial 
 

 

4. CONCLUSION 

Both algorithms based on pre-trained CNNs are good enough to recognize age ranges based on 

facial images. The model performance of the pre-trained CNN-based ANN is more optimal than that of the 

pre-trained CNN-based K-NN. This is indicated by the model built by pre-trained CNN-based ANN, which 

achieved an accuracy of 87%, an F1-score of 0.87, and an error rate of 0.12. Meanwhile, the pre-trained 

CNN-based K-NN achieved an accuracy of around 76%, an F1-score of 0.76, and an error rate of 0.23. 
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Future research could explore larger and more diverse datasets or other classifiers to improve generalization. 

The findings imply that CNN-based ANN can effectively support age-related applications, though limited 

dataset diversity may affect robustness. 
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