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Protecting information is crucial for unmanned aerial vehicle (UAV)
network communications, particularly during delicate tasks such as
surveillance and reconnaissance. While encryption safeguards data privacy,
managing and distributing keys in UAV settings poses significant challenges
due to the vehicles' mobility and limited processing power. This research
proposes an efficient key management scheme utilizing elliptic curve
cryptography (ECC) and bilinear pairings, complemented by a lightweight
intrusion detection system (IDS). The method employs behavior-based
anomaly detection, using cluster-based watchdogs and trust assessment to
identify and isolate harmful nodes. Additionally, applying compression
techniques before encryption helps to reduce transmission load. Simulation
in NS2 demonstrates performance improvements of 6-10% in throughput,
4-6% in packet delivery ratio (PDR), and a 13-17% reduction in delay
compared to elliptic curve cryptography Diffie-Hellman (ECCDH) and
pairwise encryption methods.
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1. INTRODUCTION

Unmanned aerial vehicles, also known as UAVs, are crucial for modern applications such as
environmental monitoring, disaster response, and military activities [1], [2]. Nonetheless, their flexibility and
reliance on wireless communication expose them to vulnerabilities such as data breaches, jamming, and
node-level attacks [3], [4]. As a result, ensuring secure, efficient, and scalable communication protocols is
critical to the dependability and resilience of UAV networks [5], [6]. Conventional cryptography algorithms,
while efficient, are resource-intensive and unsuitable for UAVs with limited processor and energy
capabilities [7], [8]. Lightweight encryption approaches, such as elliptic curve cryptography (ECC), strike a
balance between efficiency and security [9], [10]. Nonetheless, merging key management and intrusion
detection into a unified framework remains a substantial difficulty, which this study addresses by utilizing a
dual-layered security approach. Another challenge with UAV networks is detecting harmful actions.
Intrusion detection systems (IDS), specifically Watchdog methods, have been used to identify odd behavior
in UAV systems. Nonetheless, these systems usually encounter difficulties when confronted with
sophisticated or coordinated attacks, particularly in high-mobility scenarios where UAVs regularly shift
positions [11], [12]. The most recent research has focused on IDS concepts based on clustering, in which
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cluster heads collect and analyze data to improve detection accuracy and response times [13], [14]. However,
this strategy introduces a potential weakness: relying entirely on a single cluster head may result in a single
failure point, reducing the network's resilience [15], [16].

To address these shortcomings, the I-Watchdog system was designed, which improves detection
precision by combining cluster-based IDS with extra monitoring capabilities. This integrated strategy reduces
mistake rates and improves the efficacy of intrusion detection [17], [18]. Nonetheless, a more comprehensive
system is required to integrate key management and breach detection into a unified framework, which has
been missed in previous research. The current study focuses on either primary management or independent
violation detection, resulting in trade-offs between security and operational efficiency [19], [20]. This
research addresses an existing gap by introducing a dual-layered security framework that combines
lightweight key management with intrusion detection. While many earlier studies have tackled these issues
separately, resulting in partial solutions, this new model integrates both aspects using bilinear pairing
cryptography using elliptic curves, designed for low-power UAV settings and behavior-based detection
within clustered UAV scenarios. This unified approach is crucial for applications that are resource-limited,
mobile, and sensitive to delays [21], [22]. Additionally, this study builds on previous developments in key
setup systems, which use a multi-step approach for safeguarding UAV communications. Each UAV node is
assigned an identification number and pre-distributed digitally signed keys, allowing for mutual authorization
through safe private key agreements. Regular key refreshes improve security over time by addressing
potential weaknesses [23], [24]. However, the technique confronts difficulties such as the difficulty of early
distribution of keys and significant computing costs, especially in flexible or ad hoc UAV systems. Likewise,
stochastic key pre-distribution strategies improve scalability and robustness for node capture; nevertheless,
they bring difficulties like key mismatch and communication cost during the crucial discovery phase
[25], [26]. Although several writers offered integrated systems, there is still a demand for a more complete
approach [27], [28]. These issues are addressed by a novel key administration strategy for UAVs, which may
increase computing complexity. In order to improve the dependability and flexibility of UAV aerial
communication networks, recent research has identified safe and portable key management techniques that
frequently make use of blockchain-supported systems [29]. Furthermore, advancements in artificial
intelligence-powered key management algorithms suggest that processing costs could be decreased while still
meeting stringent safety standards for UAV communication networks [30], [31].

This study brings three important contributions: i) a more effective pairwise key administration
protocol for UAV networks, ii) a modified I-Watchdog detection and prevention model based on UAV
collections, and iii) verified improvements in performance via NS-all-in-one 2.35 (NS2) modeling, showing
diminished delay, upgraded delivery of packets ratios, and lesser usage of energy in UAV interaction for
changing security-critical usages. The following portions of this work are grouped as follows: section 2
discusses the proposed system, including the interaction and attacking models, as well as the algorithmic
sketch. The section 3 provides a comparative evaluation of projected research and recent developments. The
section 4 comprises the work's results and discussion, followed by a constructive conclusion in the section 5.

2. METHOD

This research aims to enhance the security and energy efficiency of ad hoc UAV networks, which
typically employ IEEE 802.11 and 802.15.4 standards. Transport layer security (TLS) and internet protocol
security (IPsec) are sophisticated protocols, but they are too demanding for resource-constrained UAV
systems. Thus, this part provides the framework of the system's architecture (proposed system and conceptual
perspective), including model details for encryption and attack detection. Our strategy combines a dynamic
key management protocol based on elliptic curve pairing with a smart watchdog system to detect malicious
UAV nodes via trust scoring and packet forwarding analysis using the I-Watchdog mechanism. The system
has three stages: initial encryption at the source, intrusion detection using the watchdog, and energy-efficient
communication. Each level is designed to improve security and network performance while keeping
computational needs minimal. To aid in execution, these components are explained using stratified
algorithms and visual representation via architectural models.

2.1. Proposed system

Here, we introduce an encryption method that utilizes a dual key creation system to protect UAV
communications. Every network node receives a distinct identification code (ID), incorporating both MAC
and IP addresses, which serve as crucial elements in the encryption procedure. The suggested method creates
paired keys, enabling the source node to choose the following hop node and establish secure communication.
This framework implements a combined encryption approach where ECC manages secure key negotiation,
while symmetric encryption—such as advanced encryption standard (AES)—processes the primary data
encryption. This blend successfully maintains equilibrium between the processing efficiency of symmetric

Unmanned aerial vehicle systems: key management and ... (Reshma C. Sonawane)



974 a ISSN: 2252-8938

algorithms and the strong key exchange capabilities of asymmetric techniques. When network capacity
expands, obstacles like key synchronization, complexity control, and delays caused by packet loss may affect
secure data transmission. To address these issues, redundancy verification is implemented to maintain
synchronization. Enhanced encryption methods are also used to minimize processing times and performance
restrictions. The encryption-driven communication framework is depicted in Figure 1. In this paradigm, the
source node ‘Sx’ chooses the destination node. The encryption process is specified by (1).

M « encrypt (msg,ID (Dy)), (1)
Ensuring that only the destination node with the correct ID can decrypt the message using (2).
Msg « decrypt (M,ID (Did)) 2)

This technique prohibits unapproved nodes from obtaining data, hence maintaining secrecy.
Maintaining stable node IDs and upgrading the key encryption in variable UAV scenarios with changing or
momentarily unavailable nodes was a significant problem. To solve this, we developed an affordable identity
verification technique that successfully protects node reputation integrity and improves system security under
dynamic settings. Figure 1 demonstrates how compression is performed before encryption to reduce payload
size and cut down on transmission delays by generating unique pairwise keys for communication between the
source and destination UAV nodes, utilizing node IDs to ensure the safety of the exchanges.

2.2. Attack identification model

The attack detection model identifies rogue sites in a network via a watchdog system equipped with
UAYV broadcast capabilities. Figure 2 illustrates the enhanced [-Watchdog model. In this setup, cluster
leaders oversee data transmissions and detect harmful nodes by identifying behavioral anomalies through
reports from UAV colleagues.
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Figure 1. Secure data transmission model between Figure 2. Proposed system model for detecting
source and destination UAV nodes malicious nodes in UAV

2.3. Secure hybrid encryption and intrusion detection algorithm for UAV communications
2.3.1. Conceptual framework

As per the proposed framework, adaptive monitoring patterns and flexible packet routing
mechanisms are used in UAV networks regarding precision, security, and adaptability. This approach reduces
false alerts and wrong node classification significantly. Basically, the I-Watchdog system uses cluster heads
as the main monitoring points that detect problems and isolate bad nodes. It's the same as having smart
guards that watch for suspicious activity and block harmful elements. UAV networks have changing
structures where nodes keep joining and leaving clusters, which surely makes it difficult to maintain stable
cluster leadership. Moreover, this dynamic nature creates major challenges in ensuring reliable network
management. To solve this problem, flexible re-clustering methods are used to change leadership roles
automatically, which, to a greater extent, provides the network itself remains stable with less manual work.
This flexibility actually supports safe communication and trust-based deals across all UAV nodes. The
framework definitely uses a two-level system that combines secure data sending, real-time threat finding, and
energy saving to make UAV networks stronger.

2.3.2. Algorithm
This section outlines the techniques used in the proposed safe hybrid encryption and IDS. Algorithm 1
focuses on hybrid encryption and energy-efficient communication, assigning each UAV node a unique
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identification and generating lightweight key pairs with ECC to enable safe data transfer. The embedded
watchdog mechanism monitors all nodes for harmful activities. Algorithm 2 builds on this foundation by
integrating key management and improved watchdog detection. It assesses intermediate nodes in clustered
UAYV networks using a trust-based technique, allowing for dependable network operations. Cluster chiefs are
constantly updating trust scores to ensure safe communication and balance energy usage. Together, these
algorithms create a lightweight security architecture that improves data integrity, dependability, and energy
economy. Elliptic curve cryptography Diffie—Hellman (ECCDH) is used for safe pairwise key creation,
whereas bilinear pairings provide group keys for trustworthy nodes in each cluster, allowing for scalable and
secure operations. The Algorithm 1 securely transfers messages across UAV nodes while using very little
energy. The next algorithm combines ECC-based key generation and trust-based anomaly detection.

Algorithm 1. Hybrid encryption with ECC and energy-efficient communication
Input: Source node (S), Destination node (D), Message (msg)

Output: Encrypted message (M), Decrypted message (msg)

Phase 1: Setup

1. Give every UAV node a distinct identifier (ID), like an IP or MAC address.
2. Choose source node S and destination node D.

Phase 2: Message encryption at source

3. Create a pairwise key K utilizing the destination node's identity (ID_D).

4. Encode the message msg with the created key K: M « Encrypt (msg, K).
5. Send the encoded message M from S to D.

Phase 3: Message decryption at destination

6. Destination node D obtains the encoded message M.

7. Decode M with key K: msg « Decrypt(M, K).

8. Extract the original message msg.

Phase 4: Threat detection (I-Watchdog)

9. Node A transmits data to node C through node B.

10. Node A observes whether B relays the packet to C.

11. If B relays properly — label as trustworthy.

12. Otherwise — label as malicious and alert cluster head.

13. Cluster head removes flagged nodes from the network.

Phase 5: Energy management

14. Communication gets redirected through low-energy-cost routes identified using remaining energy tables.
15. Repeat steps 3—14 regularly to preserve security and energy balance

Algorithm 2. Trust-based watchdog detection with enhanced key management
Input: Source node (S), Destination node (D), Message (msg), Cluster head (CH)
Output: Protected communication, malicious node removal

Encryption and transmission

16. Set up S and D with distinct IDs.

17. Create a pairwise key K utilizing ID_D.

18. Encode data: M « Encrypt(msg, K).

19. Transfer M from S — D.

Decryption

20. Destination node D obtains M.

21. Decode: msg «— Decrypt(M, K).

22. Deliver the decoded message.

Enhanced watchdog detection

23. Node A transmits data to node B meant for node C.

24. Node A monitors B's relaying behavior.

25. If B relays — label B as reliable.

26. Otherwise — label B as questionable.

27. Cluster head assesses overall trust ratings.

28. If trust rating < limit — remove the node.

29. Share the updated cluster table to preserve routing reliability

2.4. Simulation and experimental setup
The simulations using a network simulator 2 (NS2, ver 2.35) on a Linux platform showed the
efficacy of the proposed safe hybrid encryption as well as intrusion detection solution. The simulation
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intended to replicate a clustered UAV ad hoc network with varying node mobility. The transmission ranges
were varied to evaluate the proposed method in actual operational conditions.

2.4.1. Simulation topology

A preliminary setup of 30 UAV nodes was built, with plans to extend to a scalable arrangement up
to 500 nodes. The nodes were randomly arranged throughout a 1000x1500 m area. Each UAV featured a
wireless interface that followed the IEEE 802.11 MAC protocol and used the two-ray ground propagation
model to replicate realistic signal behavior. Adhoc on-demand distance vector (AODYV), along with
destination-sequenced distance vector (DSDV) algorithms for routing, were used for the discovery of routes
and maintenance during communication.

2.4.2. Traffic configuration

The UAV network was simulated using constant bit rate (CBR) and Poisson bit rate (PBR)
traffic models to reflect different communication demands. The packet size was set to 1000 bytes. Every
simulated scenario was run for 25 seconds to ensure constant tracking of system performance across varied
traffic patterns.

2.4.3. Performance metrics

The suggested framework's usefulness was evaluated using four key performance metrics: end-to-
end delay, packet delivery ratio (PDR), throughput, and energy consumption. These parameters assess the
reliability, responsiveness, and energy efficiency of UAV communication using secure hybrid encryption.

The proposed solution was compared to existing approaches, such as random key, pairwise key, and

ECCDH, to demonstrate improvements in various assessment measures.

i)  End-to-end delay (ms): end-to-end delay is the average time it takes for a data packet to go from its
origin UAV node to its destination over the network. It accounts for all potential delays, including the
transfer, propagation, processing, plus queuing at the intermediate nodes. In UAV communications, a
shorter end-to-end latency suggests a more agile system, which is critical for real-time operations like
surveillance and reconnaissance. The proposed hybrid encryption and IDS reduces latency by using
lightweight encryption, improved routing, and fewer retransmissions. In secure UAV ad hoc networks,
the optimal end-to-end delay for each hop is less than 1 millisecond, with a total network delay of
10-20% less than traditional ECC-based systems.

ii) PDR (%): the PDR is the proportion of data packets that are successfully received at the destination
relative to the total number of packets sent from the source. It assesses the reliability and efficacy of the
exchange of information protocol. Maintaining a high PDR in UAV networks ensures data integrity and
robust connections, even during node movement or external disturbances. The proposed system
improves PDR by combining adaptive forwarding of data, trustworthy intrusion detection, and reliable
key management, which decreases packet losses caused by hostile acts or transmission problems. A
PDR greater than 95% is considered remarkable for UAV communication systems, indicating
dependable and resilient to loss data transmission.

iii) Throughput (bps): throughput is the average speed at which information is successfully transferred via a
communication connection, measured in bits per second (bps). It represents the efficacy of bandwidth
use when securely sending data. In this study, throughput is impacted by factors such as encrypting
overhead, route effectiveness, and traffic across the network. The recommended hybrid encryption
solution increases speed by compressing data before encryption and reducing needless communications
between UAV clusters. A constant growth in production over time indicates increased efficiency. For
secure communication with UAVs, the throughput should be more than 0.9 bps (the normalized value)
or demonstrate a 6-10% improvement over standard ECCDH-based techniques.

iv) Energy consumption (pJ): energy consumption is the total energy consumed by the UAV node for
transmitting information, reception, encryption, and detecting of intrusions, measured in picojoules (pJ).
It indicates the UAV network's sustainable operation and energy efficiency. UAVs rely on limited
mid-board energy; therefore, lowering power consumption immediately increases flying endurance and
missions’ length. The proposed strategy achieves significant energy savings by improving key
management, utilizing energy-conscious routing, and decreasing transmission via compression. To
produce energy-efficient UAV devices, overall energy use must be decreased, to save 35-55% over
traditional encryption methods such as ECCDH or pairs of key approaches.

2.4.4. Simulation environment parameters
Table 1 compiles all of the setting parameters for the model used in this research. Sample pictures
are also provided in Figures 3 to 6 to depict the entire simulation environment, including node layout,
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communication relationships, and cluster leadership interactions. These pictures serve to clarify the
experimental layout and its operational process.

Table 1. Parameters and values

Parameters

Values

Simulation duration
Type of channel type
Propagation system
Standard

Simulation dimension
Maximum packet size
Adhoc routing
Traffic

25 seconds

Wireless

2 ray ground

MAC/802.11

1,000x1,500 m?

1,000 bytes

DSDV, AODV, dynamic source routing (DSR), secure AODV (SAODV)
PBR, CBR
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3. COMPARATIVE LITERATURE REVIEW

Several novel approaches are being explored to improve the security and communication efficacy of
UAYV and internet of things (IoT) systems. Xu et al. [29], developed a blockchain-based intrusion detection
solution for drone systems that is tamper-resistant but restricted by consensus delays. Further researchers
suggested an efficient key exchange mechanism that uses ECC to improve performance on resource-
constrained devices, such as those prevalent in UAV networks [30]. This theme is modified by the designer
of a blockchain-based reinforcing learning framework to improve key administration efficiency in IoT
networks while ensuring resilience and security [31]. The glimpse of glow glowworm swarm optimization
approach to optimize the blockchain-based framework in industrial IoT situations is presented in [32]. While
an artificial intelligence-based key administration system for scalability, multi-tier detection of intrusion in
UAV networks is depicted in detail by [33]. Researchers worked on enhancing dependability and tolerance
for faults in sensor networks that are wireless for industry UAV applications, tackling the difficulties of
continuous interaction and energy efficiency [34]. In comparison, our suggested strategy prioritizes security
and conserving energy by combining ECC-based encryption with behavior-based I-Watchdog detection,
resulting in the highest throughput and savings on energy without the computational cost of blockchain. As a
result, this study fills a need by combining ultralight ECC encryption with a trustworthy IDS developed for
ad hoc UAV networks.

4. RESULTS AND DISCUSSION
In this part, we assess both current and planned systems based on a complete examination of
numerous performance parameters such as throughput, PDR, end-to-end delay, and energy consumption.
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The evaluation was carried out with the NS2 simulations tool (version 2.35), which is known for its accuracy.
The simulations used an infrastructure-based network architecture based on some parameters, as shown in
Table 1, to provide a stable wireless network, while we executed the complete recommended plan in tool
command language (TCL) coding inside of the NS 2 framework. The EvalVid Foundation was used to
capture connection data messages using its connection patterns file, usl. Effectiveness statistics are produced
using the NS2.tr trace file, allowing both vector and scalar assessment of data.

As indicated in Table 1, we carefully chose our simulation settings to adequately evaluate the
recommended system's performance. Nevertheless, our data gathering was limited by the UAV's power
consumption and information coverage. To solve these issues, we improved connection times and
implemented an emergency node system, resulting in increased battery life and reliable data collection.
In addition, we preserved network integrity by constantly revising for external variables like as physical
impediments and interference with signals. Theoretical issues developed in reconciling security needs with
the energy economy, especially given the restricted computational capacity in UAV networks. To address
these difficulties, we created a hybrid security system that combines lightweight cryptography with flexible
key management. This strategy additionally enhanced the confidentiality of information, but also decreased
processing times. These early difficulties and answers serve as a foundation for our conclusions, which are
graphically illustrated against key parameters based on data provided by us. The findings show that the
proposed system outperforms existing solutions in terms of efficiency and efficacy in UAV network
scenarios. Our data gathering was restricted by the UAV's lasting power and the amount of data covered.
To address this, we improved connection times and implemented an alternate node system, resulting in
longer battery life and reliable data collection. In addition, network integrity was preserved by periodic
recalibration for external elements such as physical impediments and signal disruption. Theoretical issues
have also developed, particularly in reconciling security needs with energy economy in UAV networks
having limited processing capability. We created a combination security architecture that combines
lightweight encryption and flexible control of keys to improve data security while decreasing processing
times. These early obstacles and solutions provide context for analyzing our findings, taking into account the
practical and theoretical limits inherent in UAV network settings. We begin by calculating the transmission
time necessary to transfer information from the originating to the destination. Table 2 shows recorded values.

Table 2. End-to-end packet delay
Time (seconds) Random key [24]  Pairwise key [25] ECCDH [26]  Proposed method

5 1.35 2.15 1.25 1

10 1.8 24 1.45 0.9
15 1.9 225 1.15 0.8
20 2 3.05 1.05 0.92

This research provides a statistical analysis of throughout its entirety packet delays for four key
control methods at periods of 5, 10, 15, as well as 20 seconds. This review sheds light on each scheme's
effectiveness under various network situations, notably in UAV systems, in which high data transmission
rates frequently result in obstacles and delays. To address these difficulties, time efficiency and sophisticated
encryption techniques were applied, resulting in a 13-17% decline in average latency over previous
key-generation procedures, as depicted in Figure 7. The data shows that the randomized key approach
encounters growing delays, beginning at 1.35 seconds and then escalating to a duration of two seconds before
reaching the 20-second point, indicating a decrease in effectiveness as network demand develops. The
pairwise key approach exhibits significantly greater delays, ranging from 2.15 to 3.05 seconds, indicating
increased computational expenses and inefficiencies. ECDH algorithm or ECCDH works better, with
latencies ranging from 1.25 to 1.5 seconds, although it falls short of the proposed approach in terms of
efficiency. The suggested approach stands out for its continuously low latency, which begins at 1 second and
gradually decreases to a duration of 0.8 seconds by fifteen seconds, proving its potential for instantaneous
communication. Figure 3 is displayed to facilitate comprehension of the collected table information.

Figure 7 depicts these variations visually, with the provided approach's latency bars constantly lower
compared to the other approaches, demonstrating its efficacy even as the data amount rises. In comparison,
the pairwise key method has the greatest delay in development, suggesting inefficiency. Both ECCDH and
random key techniques function satisfactorily; however, they fall short of the proposed method's ideal
performance. The simulation evaluated the methods of random key [24], pairwise key [25], and ECCDH [26]
as opposed to the proposed method. The NS2.35 simulation was configured with different routing protocols,
such as DSDV and AODV, and utilized a realistic terrain measuring 1,000 by 1,500 square meters. Statistical
investigation demonstrates that the offered method decreases packet delay by 13-17%.
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This increase is critical for networks that need low latency, including UAV infrastructure,
applications for the IoT, and real-time interaction platforms, since it immediately improves connection speed
and packet delivery dependability, which are significant indications of network efficiency. Ultimately, the
findings, confirmed by both Table 2 and Figure 7, show that the suggested strategy greatly surpasses existing
strategies in terms of delay reduction, making it the best alternative for outstanding performance
communication. The combination of robust encryption and delay reduction algorithms assures efficient,
minimal latency data transport, rendering the suggested technique an important step forward in future
research on reliable and successful communication networks. After finishing the delay analysis operation, we
examine the data packet delivery percentage. The packet delivering ratio is an internet performance metric
that assesses the reliability and efficacy of transmitting information over a network. It is determined as the
fraction of the entire data packets conveyed to the receiver divided by the total quantity of packets sent by the
sender. Table 3 displays the PDR, an important statistic that quantifies the share of the information packets
that are successfully delivered to their destination of choice compared to the total quantity of data assigned
by the initial source, to feed four different key administration strategies: random key [24], pairwise key [25],
ECCDH [26], and the proposed method. Four separate periods—>5, 10, 15, and 20 seconds—are employed to
gather the metrics.

Table 3. Packet delivery ratio
Series  Time (seconds) Random key [24]  Pairwise key [25] ECCDH [26]  Proposed method

1 5 88.5 91 922 95.5
2 10 89 90.5 92.8 95.8
3 15 89.7 91.2 93 953
4 20 90 91.8 93.3 95.7

The research compares the ratio of PDR of several important management techniques, offering
insights into their reliability and effectiveness across wireless systems such as the IoT and UAV networking
[32]-[37]. Maintaining a high PDR in such systems is critical for ensuring timely and correct data transmission
in the face of obstacles like as interference-induced loss of packets and integrity of signals, particularly in
applications involving UAVs. To address these challenges, a unique adaptive packet-oriented transfer
technique was developed that effectively decreases interference while maintaining high packet delivery rates.
A random key approach had the lowest PDR, indicating limited effectiveness and staying below 90% despite
slight improvements over time. The pairing key scheme performed significantly better, but fell short of
sophisticated techniques like ECCDH. ECCDH maintained a consistent PDR of more than 92%, but fell short
of the suggested method's profitability. The proposed approach regularly produced the greatest PDR,
beginning at 95.5% and increasing marginally to 95.8%, resulting in an especially dependable alternative for
critical interaction networks. When compared to these alternatives, the randomized key synthesis methodology
had a starting PDR of 88.5%, suggesting inadequate transmission efficacy due to large packet losses. The
pairing keys generation approach improved marginally, with an initial PDR of around 91%, although it still
showed inefficiencies. ECCDH improved significantly from about 92.2% to 93.3%, beating randomized and
pairing key approaches but falling short of the suggested method's dependability. The suggested technique
regularly excelled, with a PDR ranging from 95.3% to 95.8%, representing a 4-6% increase and demonstrating
its appropriateness for applications that are fast processing with little data loss. The radar spectrum map
graphically illustrates these results, with the suggested technique showing on the outermost portion to
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highlight its better data transfer capacity. ECCDH follows close behind by 2-3%, but the random and pairs key
approaches stay in the deepest layers, revealing their inefficiency. Figure 8 illustrates the PDR for different
encryption schemes over simulation time. The proposed technique demonstrates the highest delivery rate
across all intervals, reflecting its resilience and reliability.
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Figure 8. PDR for various key management techniques

Empirical study confirms the proposed method's benefits, demonstrating a constantly elevated PDR,
which decreases packet degradation and renders it perfect for extreme-reliability applications like UAV
interaction, when data loss might cause major interruptions. The random and pairing key approaches are
more susceptible to packet loss, whilst ECCDH provides moderate benefits but falls shy of our proposal.
These findings have significant implications for developing dependable systems of communication. The
provided method's better PDR, when paired with an adaptable packet-based reissue mechanism, reduces
retransmissions, improves communication efficiency, and assures effective information delivery. This makes
it ideal for sensitive applications such as UAVs and IoT devices. Overall, the analysis shows that the
suggested strategy improves PDR by 4-6% compared to other ways, making it the best option for improving
the effectiveness of immediate, high-reliability network interactions. Table 4 displays the median throughput
figures for four key administration plans: random key [24], pairing key [25], along with ECCDH [26], as well
as the proposed approach. The information is taken at four different time intervals: 5, 10, 15, and 20 seconds.
Throughput, expressed as bps, is some data successfully transmitted from the emitter to the recipient in a
particular length of time.

Table 4. Throughput (bps) achieved with the proposed system
Time (seconds)  Random key [24] Pairwise key [25] ECCDH [26]  Proposed method

5 0.8 0.83 0.75 0.88
10 0.9 0.74 0.78 0.92
15 0.85 0.8 0.79 0.93
20 0.88 0.79 0.81 0.94

Throughput is an important statistic for measuring the transfer of information effectiveness within
communication systems, especially in applications that need fast speeds and dependable transfer of
information, like wireless networks for UAV interactions and IoT settings. Ensuring adequate throughput
whilst balancing energy usage and avoiding network congestion presents significant problems, particularly in
areas with significant traffic. To overcome these issues, the suggested technique includes an evolving
throughput management mechanism. This method optimizes energy consumption while improving
throughput, assuring the reliability of the system even during high-volume data transfer. The random keys
production technique begins with an initial throughput of around 0.8 bps, temporarily jumping to 0.9
following 10 seconds before gradually decreasing, indicating inadequate reliability over time.

In comparison, the pairing key approach fluctuates, beginning at 0.83 bps at 5 seconds and dropping
to 0.74 in 10 seconds, indicating inefficiencies over long durations. Meanwhile, ECCDH shows a modest and
constant improvement, beginning at 0.75 bps and reaching 0.81 at 20 seconds, showing reasonable but
limited dependability. Conversely, the suggested technique continuously outperforms conventional strategies,
starting with an average throughput of 0.88 bps at 5 seconds and rapidly increasing to 0.94 by 20 seconds,
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indicating enhanced reliability and information dependability. The random key extraction approach performs
decently overall, reaching a high of 0.9 bps at 10 seconds before declining, indicating instability difficulties.
Whereas the pairing key approach initially outperforms the random key strategy, starting at 0.83 bps, it drops
to 0.74 bps after ten seconds, exposing difficulties in sustaining continuous data transmission. ECCDH
improves steadily from 0.75 to 0.81 bps, ensuring stable but moderate throughput reliability. In contrast, the
proposed method achieves and maintains the best throughput throughout all periods, culminating at 0.94 bps.
This technology provides a 6-10% boost over existing systems, proving its ability to provide efficient data
transfer even under demanding situations. Figure 9 shows a graphical study of the effectiveness of each key
leadership approach over various periods, featuring the proposed approach constantly demonstrating superior
results via higher bars, emphasizing its efficiency.

Throughput achived with implemented schemes
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0.92 0.93 0.28

0.85 -
I 0.80.79 Io790 81
15 20

m Random Key [24] Pairwise Key [25] ECCDH [26] Proposed Method

0.
0.83
.8 o

1 88 0.9
o8 0 75 0.740-78
0.6
0.4
0.2
0
10

5

Amount of throughput achieved

Time in seconds

Figure 9. Throughput of the proposed system compared to the well-known system

ECCDH's effectiveness is shown by relatively high bars, indicating reliability, but with a lesser
throughput than the proposed method. The randomized key and pairing key approaches have substantially
lower throughput, with overall performance dropping after 10 seconds, highlighting their respective
inefficiency. The proposed method's improved throughput is due in part to its buffer-throughput regulation
(BTC) technique, which enhances transmission rates by lowering packet degradation and network expenses
while protecting against data-related concerns such as storage overflow. This method solves issues like as
power use and network overload by constantly improving throughput while decreasing the use of energy. The
suggested method is 6 to 10% more successful than previous systems due to the Bitcoin algorithm's ability to
preserve throughput effectiveness and continuously manage energy, which is a crucial enhancement for
applications that need high throughput, such as aerial vehicle networks and immediate time data from IoT
transfers. The next bar chart depicts the rise in throughput with greater effectiveness.

The proposed method’s performance throughout time intervals suggests greater effectiveness in
sharing information, with fewer missed packets and quicker rates of transmission. Its capacity to maintain
excellent speed for extended periods exhibits resilience in continuing communication settings, which is
critical for applications with continuous or large-volume data needs. This increased performance increases
the entire network efficiency by lowering latency and handling higher traffic loads while maintaining privacy
and delivery speed. As a result, the proposed approach is ideal for services that require huge amounts of
information or rapid communication. In closing, the proposed method greatly improves throughput in
contrast to existing techniques, including random key extraction, pair key creation, and ECCDH. The 6 to
10% throughput boost shown in Table 4 and substantiated by visual evaluation demonstrates the method's
capacity to provide effective and safe data transfer. This capability is especially useful for high-speed,
dependable communication demands, such as UAVs and safe networks of wireless sensors. Lastly, adaptive
message forwarding and a reduction of redundant cluster transmissions enhanced the efficient management
of energy. This approach contributes to prolonging battery life during long-range UAV missions, as depicted
in the form of Table 5. It compares the energy consumption of four different key management systems as the
simulation duration increases: randomized key [24], paired key [25], ECCDH [26], and the suggested
method. The number of resources used is monitored at intervals of 5, 10, 15, and 20 seconds.

Table 5. Energy consumption (in pJ) with the vehicle node over time
Time (seconds) Random key [24]  Pairwise key [25] ECCDH [26]  Proposed method

5 580 640 720 400
10 780 850 780 550
15 1,150 1,350 1,700 740
20 1,420 1,600 2,000 920
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Energy efficiency is critical when developing communication systems, particularly for portable or
uncontrolled nodes like as UAVs and vehicle networks. Excess utilization of energy can result in fewer
resources, reduced service life, and greater operating costs. However, attaining this efficiency is difficult,
particularly when it comes to maintaining information secrecy during periods that have significant network
activity. A comprehensive strategy for energy management is required to support these elements. Various key
management techniques have been developed, such as the random key approach, which begins with 580 pJ
and progressively increases over time. The by pair key approach begins at 640 pJ and requires the greatest
energy, especially after 10 seconds. ECCDH expends much more power, hitting 2000 pJ following
20 seconds. The offered method, which commences at 400 pJ but only grows to 920 pJ following 20 seconds,
uses 35-55% less energy than competing solutions. The suggested technique's success stems from a
developing energy conservation mechanism that adjusts power consumption in real-time. This system solves
the energy-data privacy trade-off by dynamically adjusting power use based on network requirements.
Throughout idle periods, the protocol lowers energy usage, preserving power for critical transfers and
preventing unnecessary pulls. Then, the proposed technique reduces internal node communication, lowering
the likelihood of energy holes, or areas of a network wherein nodes rapidly drain their power, jeopardizing
data and operational security. Figure 10 displays the energy consumption profile of UAV nodes under
different key management strategies over a 20-second simulation. It shows that the proposed method uses
significantly less energy, demonstrating a 35-55% efficiency improvement compared to random key,
pairwise key, and ECCDH protocols. This confirms its suitability for energy-constrained UAV environments.
Consequently, the proposed strategy preserves 35-55% annually by restricting connections to critical nodes,
thus altering network lifetime. This increase in energy efficiency has a direct impact on network lifetime,
which is crucial in scenarios like vehicle networks with UAV connections, where energy resources are
restricted. Lower energy consumption enables more hours of work, which reduces the need for frequent
refilling or battery replacements.
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Figure 10. Energy consumption by the vehicle node with simulation time

This investigation also fills important research holes by maximizing key performance parameters
required for high-performing UAVs and connected devices. The results show continuous and considerable
enhancements, notably a 13-17% decrease from beginning-to-end packet latency, a 4-6% rise in the PDR, as
well as a 6-10% boost in throughput. In addition, energy usage was significantly lowered. To solve
data-collecting issues, transmission intervals were improved to increase the lifespan of the battery, and an
additional node mechanism was installed to ensure continuous data gathering. Environmental conditions,
including signal interference as well as impediments, have an impact on network integrity, requiring regular
nodes and a new calibration. A mixed security architecture was created that combines compact encryption
with reactive control of keys, reducing time to process while increasing data security. These targeted
mitigations were critical to delivering considerable gains in network speed and dependability, allowing the
suggested method to outperform established techniques.

4.1. Summary of results section

The performance of the proposed hybrid encryption and IDS was compared to existing techniques
such as random key, pairwise key, and ECCDH. Key network measures, such as PDR, throughput, energy
usage, and end-to-end latency, were examined to quantify improvements. The comparative findings are
described in Table 6. Key observations from Table 6 are listed as follows:
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i)  The proposed approach has the greatest PDR and increases dependability by 4-6%.

ii)  Throughput is increased by 6% to 10%, suggesting more efficient data transfer.

iii) Energy usage is greatly decreased, with savings of 35-55% over alternative approaches.

iv) The end-to-end delay is reduced by 13-17%, indicating quicker communication performance.

These findings support the suggested framework's usefulness in improving both the reliability and efficiency
of UAV network operations [36]-[39].

Table 6. Performance parameter comparison with various key management methods

Metric Random key  Pairwise key ECCDH Proposed method % Improvement
Packet delivery ratio 88.5-90% 90-91.8% 92-93.3% 95.3-95.8% 4-6
Throughput (bits/s) 0.8-0.9 0.74-0.83 0.75-0.81 0.88-0.94 6-10
Energy consumption (pJ) 580-1,420 640-1,600 720-2,000 400-920 35-55
End-to-end delay (ms) - - - Reduction in 13-17%

5. CONCLUSION

This study presents a powerful hybrid encryption and intrusion detection solution to increase data
security and reliability in large UAV networks. The architecture decreases human participation while
increasing network self-sufficiency by combining effective bidirectional key generation with adaptive
detection of harmful activity. Simulation results show considerable improvements, including a 6-10%
increase in throughput, a 4-6% increase in PDR, and a 13-17% reduction in latency, all while reducing
energy consumption. These findings support the model's potential to deliver secure, efficient, and robust
communication when compared to current approaches such as random key, pairwise key, and ECCDH. To
further improve system resilience, future research will focus on adaptive encryption approaches, energy
efficiency, and practical validation over a wide range of threat and traffic situations. Upcoming endeavors
will evaluate its performance in complex security scenarios, extend its use to large UAV swarms using
federated Al technologies, and investigate multi-layered encryption schemes. These developments will
increase model flexibility and make it easier to deploy automatic security functions in UAV networks, paving
the way for more widespread commercial applications.
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