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1. INTRODUCTION

In artificial intelligence (AI), machine learning (ML) focuses on performing tasks without
explicit human programming by developing models that identify patterns in data, enabling predictions and
decision-making [1]. ML enhances computational capabilities, allowing for faster and more accurate
processing of large datasets. Key categories of ML include supervised learning, unsupervised learning,
semi-supervised learning, and reinforcement learning [2]. Supervised learning uses labeled datasets for
training, enabling models to predict outcomes for unseen data [3]. This category further divides into
regression and classification tasks. Conversely, unsupervised learning works with unlabeled datasets,
allowing models to find patterns independently, employing techniques like clustering and association [4].

A robust dataset is essential for effective ML, comprising structured and unstructured data that
serves as input for training models [5]. Datasets can be classified as balanced or imbalanced based on class
representation [6]. Balanced datasets have equal representation across classes, while imbalanced datasets may
lead to underperforming models on minority classes. Addressing this imbalance is vital for accurate
predictions, with methods such as resampling, where minority classes are oversampled, and majority classes
undersampled [7]. This study evaluates class imbalance mitigation techniques in credit card fraud detection.
It analyzes performance metrics—accuracy, precision, recall, and F1-score—across various resampling
ratios, while addressing the risks of overfitting associated with synthetic oversampling. The goal is to
improve ML model reliability in imbalanced scenarios, particularly in fraud detection applications.

The structure of this article is as follows. Section 1 presents background on imbalanced datasets.
Section 2 covers foundational concepts in ML. Section 3 reviews studies on addressing class imbalances.
Section 4 presents experimental results of the classification models under different resampling techniques.
Lastly, section 5 provides a conclusion.
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2. RELATED WORK
2.1. Datasets in machine learning

In ML, datasets are structured collections of information used for testing, validating, and training
models. They enable ML algorithms to identify patterns, leading to accurate predictions. Typically, datasets
are organized in tabular format, where rows represent individual samples and columns signify attributes
associated with those samples [8]. The quality of datasets is crucial for performance and generalizability of
ML models; well-structured datasets allow for meaningful pattern extraction and reliable predictions [9], [10].

Datasets can be categorized as labeled or unlabeled. Labeled datasets contain instances linked to
target values, which are essential in supervised learning for classifying data and generating precise
predictions [11]. In contrast, unlabeled datasets lack predefined labels, allowing models to learn patterns
independently [12]. Additionally, datasets can be structured, organized in tables (e.g., customer ID, age, and
gender), or unstructured, including formats like text, images, and audio.

Datasets are further divided into three main categories: training, validation, and testing sets [13].
The training set contains labeled samples to educate the model, while the validation set helps adjust
parameters during training, and the testing set evaluates the model's performance on unseen data. Common
metrics for assessment include accuracy and error rate [14]. Preprocessing is vital for preparing datasets
before model training. This includes normalization, transformation, and cleaning to address outliers, missing
values, or noise, all of which can negatively impact model performance [15]. Ensuring data integrity is
essential for accurate and efficient analysis and modeling.

2.2. Imbalanced datasets

Imbalances in datasets refer to variations in the number of input samples across different output
classes. An imbalanced dataset exhibits a skewed distribution of classes, posing significant challenges for
ML. When the number of instances in the minority class is substantially lower than in the majority class, the
model tends to bias predictions toward the majority class. This can lead to inaccurate predictions and poor
performance for the minority class [16], which is critical in real-world applications like fraud detection and
medical diagnostics. For example, fraudulent transactions often constitute a small fraction of total
transactions, making accurate identification essential to mitigate financial losses. Similarly, diagnosing rare
medical conditions requires precision to ensure effective patient care, emphasizing the need to address
dataset imbalances to avoid adverse outcomes.

Imbalanced datasets are characterized by unequal class representation, resulting in skewed
predictions by algorithms. To address these disparities, various techniques have been developed, including
resampling methods, advanced ensemble approaches and cost-sensitive learning strategies. These techniques
are instrumental in improving classification performance in scenarios where class distribution is skewed,
ensuring that models are trained effectively even with limited representation of minority classes.

2.2.1. Resampling method

Resampling is a technique used to adjust the number of instances in majority and minority classes to
address data imbalances in ML [17]. There are two primary resampling methods: oversampling and
undersampling. Oversampling increases the representation of the minority class by duplicating instances.
While this method is useful, it may lead to overfitting as it does not introduce new information. Alternatives
to simple oversampling include data augmentation, adaptive synthetic sampling (ADASYN), and synthetic
minority oversampling technique (SMOTE). SMOTE generates new synthetic samples for the minority class,
ensuring a distribution across the feature space; however, it can create dense clusters of synthetic samples [18].
Conversely, ADASYN specifically generates synthetic samples for hard-to-classify minority instances, which
helps enhance decision-making by situating new samples closer to the decision boundary [19].

Undersampling reduces the number of instances in the majority class, which can pose a risk of
losing valuable data. Techniques like near-miss undersampling select majority class instances based on their
proximity to minority class examples, using Euclidean distance to improve the balance. Resampling
techniques have been effectively applied across various domains, particularly in classification tasks,
demonstrating their capability to enhance classification outcomes. Table 1 summarizes notable applications
of resampling techniques, highlighting their contributions and key findings.

2.2.2. Ensemble methods

Ensemble methods provide effective strategy for addressing class imbalance by combining multiple
baseline models to create more robust overall model [20]. This approach can enhance classification accuracy,
especially in datasets with imbalanced classes. Key ensemble techniques include boosting and bagging.
Boosting involves training weak models sequentially, with each successive model focusing on the errors made
by its predecessor. An example of this technique is AdaBoost, which adjusts weights of misclassified instances
to improve future predictions [21]. Bagging, generates multiple subsets for the training data by sampling with
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replacement, which helps reduce prediction variance. This technique aggregates predictions through majority
voting to produce a final output [22]. An example of ensemble methods in action is presented by utilizing an
ensemble convolutional neural network (EnCNN) approach for intelligent fault diagnosis in machines under
imbalanced conditions. This method combines several classifiers trained on balanced subsets of the
imbalanced dataset, employing weighted voting for final predictions to improve accuracy and robustness [23].

2.2.3. Cost-sensitive learning

Cost-sensitive learning techniques adjust the costs associated with misclassifying instances from
majority and minority classes to address class imbalances effectively [24]. In this framework, the majority
class usually incurs lower costs, while the minority class is associated with higher costs. This approach can
be categorized into four types: i) false positive (FP): the cost of incorrectly classifying a positive instance as
negative, ii) false negative (FN): the cost of incorrectly classifying a negative instance as positive, iii) true
positive (TP): the accurate classification of a positive instance, and iv) true negative (TN): the accurate
classification of a negative instance.

In fraud detection, for instance, mislabeling legitimate transactions as fraudulent (FP) can lead to
financial losses, while misclassifying fraudulent transactions as legitimate (FN) can result in customer
dissatisfaction. The typically small proportion of fraudulent transactions contributes to highly skewed dataset.
An illustrative example of cost-sensitive learning is the development of cost-sensitive feature selection
general vector machine (CFGVM) algorithm. This algorithm integrates general vector machine with binary
ant lion optimizer to enhance the performance of imbalanced classification tasks. This approach underscores
the importance of adjusting costs to improve predictive accuracy in scenarios with imbalanced data [25].

Table 1. Application of resampling techniques

Reference Contribution Findings

[26] Addresses class imbalance in credit card fraud detection, Classification models demonstrated statistically significant
impacting the effectiveness of classification techniques improvements over the initial imbalanced dataset

[27] Introduces a unique approach combining undersampling ~ Significant improvement in classifier performance,
and oversampling methods particularly in detecting rare events

[28] Develops models for automatic determination of The efficiency of oversampling and undersampling
effective resampling techniques based on dataset methods varies based on the imbalance ratio and the
properties dataset characteristics

[29] Studies the impact of resampling on ANN classifier ~Enhanced identification of minority-class data through
performance in network intrusion detection resampling

[30] Investigates distinctions in classification efficacy using RF classifier outperformed others when enhanced with the
various resampling strategies SVM-SMOTE method

2.3. Machine learning models

Classifiers are models that assign specific classifications to input data, with applications in areas like
fraud detection. Standard classifiers often struggle with imbalanced datasets, prompting researchers to develop
techniques to enhance model robustness and accuracy. This research focuses on two effective classification
techniques: random forest (RF) and gradient boosting (GB). Both are adept at handling complex datasets and
imbalanced class distributions. RF employs an ensemble approach to improve accuracy and reduce overfitting,
while GB enhances predictive performance through iterative learning. By focusing on these classifiers, we aim
to leverage their strengths to tackle the challenges posed by skewed target class distribution.

3. METHOD
3.1. Data gathering and data splitting

This study analyzes a dataset of credit card transactions from European cardholders in September
2013, comprising 284,807 transactions, of which 492 were fraudulent. Due to the significant imbalance
between non-fraudulent and fraudulent transactions, the study focuses on resampling the classes at ratios of
20:80, 30:70, and 40:60. These ratios enable a comprehensive evaluation of how different levels of
resampling affect model performance.

Data preprocessing included several critical steps to ensure input quality. Features were
standardized to have a mean of zero and a standard deviation of one, enhancing the performance of
algorithms sensitive to feature scaling. Temporal patterns were captured by engineering time-related features,
and anonymized V-features, created through principal component analysis (PCA) for confidentiality, were
also included. The analysis was conducted using Python, utilizing the scikit-learn library (version 0.24.2) for
implementing ML models and resampling techniques.
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3.2. Resampling methodology and performance assessment

This study employed three prominent resampling techniques: random undersampling (RUS),
random oversampling (ROS), and SMOTE. Performance evaluations were conducted for each technique to
assess the effectiveness of the classification methods used, focusing on key classification errors: FP and FN,
as well as TP and TN. Classification model accuracy was compared using (1).

TP+TN

Accuracy = ———
y X(TP+FP+TN+FN)

(1

To provide a comprehensive assessment of model performance, we also calculated the (2) to (4) based on the
confusion matrix.

TP

Precision = —— 2)
TP+FP
TP
Recall = —— 3)
TP+FN
PrecisionXRecall
F1 —score =2 X ——MM (4)
Precision+Recall

While metrics like receiver operating characteristic (ROC) - area under the curve (AUC) and Matthews
correlation coefficient (MCC) are valuable, this study focused on accuracy, precision, recall, and F1-score to
provide a clear assessment of model performance in fraud detection. Accuracy offers a straightforward
performance measure, while precision and recall help understand the balance between correctly identified
fraudulent cases and misclassifications. The F1-score, as the harmonic mean of precision and recall, effectively
captures the trade-off between these two metrics, which is especially relevant in context of imbalanced datasets.

4. RESULTS AND DISCUSSION

This study analyzes the performance of various resampling techniques—RUS, ROS, and SMOTE—
across three ratios: 20:80, 30:70, and 40:60. In 20:80 ratio as shown in Table 2, RF achieved 97.36% accuracy
but had low precision (0.0579) and Fl-score (0.1091), while GB had a similar accuracy of 96.15% with a
precision of 0.0403. The ROS approach showed strong performance, with RF achieving 99.96% accuracy and
97.44% precision, though its recall dropped to 77.55%, resulting in an F1-score of 0.8636; GB showed 99.34%
accuracy but lower precision (19.61%). With SMOTE, RF maintained high accuracy (99.95%) and good
precision (86.60%) alongside a recall of 85.71%, leading to an F1-score of 0.8615, while GB's performance
was adequate, achieving 21.31% precision. In 30:70 ratio as shown in Table 3, RF again demonstrated 97.41%
accuracy yet low precision (0.0545) and an Fl-score of 0.1029, while GB's precision fell to 0.0347.
ROS resulted in RF achieving 99.96% accuracy with a precision of 94.83% and an F1-score of 0.8730, while
GB performed lower with a precision of 15.14%. SMOTE yielded 99.95% accuracy and 83.10% precision for
RF, leading to an Fl-score of 0.8489; GB recorded 99.35% accuracy with lower metrics. In 40:60 ratio as
shown in Table 4, RF reached 98.05% accuracy but reported low precision (0.0727) and an Fl-score of
0.1346, and GB showed similar low precision at 0.0420. However, with ROS, RF maintained high accuracy
(99.95%) and precision (93.75%), achieving an Fl-score of 0.8547, while GB's performance lagged. When
using SMOTE, RF achieved 99.95% accuracy with 84.46% precision, culminating in an F1-score of 0.8490.

Table 2. Comparison performance results of 20:80 ratio

Sampling technique Model Accuracy  Precision  Recall  Fl-score
Random undersampling  Random forest 0.9736 0.0579 0.9388 0.1091
Gradient boosting 0.9615 0.0403 0.9388 0.0774
Random oversampling Random forest 0.9996 0.9744 0.7755 0.8636
Gradient boosting 0.9934 0.1961 0.9184 0.3232
SMOTE Random forest 0.9995 0.8660 0.8571 0.8615
Gradient boosting 0.9941 0.2131 0.8980 0.3444

Table 3. Comparison performance results of 30:70 ratio

Sampling technique Model Accuracy  Precision  Recall  Fl-score
Random undersampling  Random forest 0.9741 0.0545 0.9338 0.1029
Gradient boosting 0.9586 0.0347 0.9338 0.0670
Random oversampling Random forest 0.9996 0.9483 0.8088 0.8730
Gradient boosting 0.9916 0.1514 0.9265 0.2603
SMOTE Random forest 0.9995 0.8310 0.8676 0.8489

Gradient boosting 0.9935 0.1856 09118 0.3085
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Table 4. Comparison performance results of 40:60 ratio

Sampling technique Model Accuracy  Precision  Recall  Fl-score
Random undersampling ~ Random forest 0.9805 0.0727 0.9058 0.1346
Gradient boosting 0.9648 0.0420 0.9162 0.0802
Random oversampling Random forest 0.9995 0.9375 0.7853 0.8547
Gradient boosting 0.9939 0.2012 0.8901 0.3282
SMOTE Random forest 0.9995 0.8446 0.8534 0.8490

Gradient boosting 0.9943 0.2127 0.8796 0.3425

RF consistently outperformed GB across all metrics and ratios, particularly with ROS and SMOTE,
which significantly enhanced RF's ability to accurately classify fraudulent transactions. While SMOTE offers
advantages, it also carries risks such as overfitting, especially with limited diversity in the minority
class [31]. Therefore, mitigation strategies, including applying SMOTE only to the training set or using
modified versions like Borderline-SMOTE, can help improve model robustness. While RF with ROS and
SMOTE demonstrated strong performance, exploring alternative methods and tuning for GB may also yield
favorable results, emphasizing the need to tailor the choice of resampling technique and classifier to the
specific dataset and context for optimal outcomes.

While this study demonstrates the effectiveness of RF with ROS and SMOTE, other research
has explored different approaches. For instance, some studies have found GB to be more effective for
handling imbalanced data, particularly when carefully tuned. This is because GB focuses more on difficult
examples, potentially outperforming RF in certain scenarios. Additionally, research indicates that combining
SMOTE with RF can achieve high accuracy and F1-scores in credit card fraud detection [32], [33]. Other
studies suggest Borderline-SMOTE can further enhance accuracy compared to other oversampling
methods [34], [35]. These varying results highlight the importance of considering the specific dataset and
problem context when selecting the most appropriate resampling technique and classification algorithm.

5. CONCLUSION

This study highlights the critical issue of class imbalance in ML and its impact on model
performance. The RF classifier consistently achieved the highest accuracy across three resampling techniques
(RUS, ROS and SMOTE). Notably, while SMOTE demonstrated strong efficacy, ROS yielded even more
compelling results. These findings emphasize the necessity of carefully selecting resampling techniques and
algorithms to optimize performance, particularly in applications like fraud detection and medical diagnosis.
Despite the promising results, there are limitations to this study. The performance of the classifiers may vary
with different datasets or in real-world scenarios outside of the scope of this research. Additionally, the study
focused solely on RF and GB models, leaving other potentially effective algorithms unexplored. Future work
should explore a wider range of classification algorithms and consider additional evaluation metrics, such as
ROC-AUC and MCC, to provide a more comprehensive assessment of model performance. Furthermore,
expanding the dataset to include more diverse cases can help validate the robustness of the proposed
methodologies. Continued research into effective methodologies for managing class imbalance is vital for
enhancing accuracy and reliability in real-world scenarios.
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