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This paper provides comparative assessment of three lightweight machine
learning (ML) models (logistic regression (LR), random forest (RF), and
gradient boosting (GB)), which are employed to detect intrusions in wireless
sensor networks (WSNs) using the IDSAI dataset. The goal is to determine
the most effective and deployable classifier within the constraints of WSN
resources. In order to prevent data leakage and report accuracy, precision,
recall, Fl-score, and receiver operating characteristic-area under the curve
(ROC-AUC) with mean+SD, we implement stratified 5-fold cross validation
with in fold preprocessing. The results indicate that RF provides the most
optimal generalization and overall performance (accuracy 0.9994 + 0.0001,
precision 0.9995 + 0.0001, recall 0.9994 + 0.0001, F1-score 0.9994 4+ 0.0001,
ROC-AUC 0.9998 £ 0.0000). RF is closely followed by GB (accuracy
0.9990 + 0.0001, precision 0.9995 % 0.0001, recall 0.9985 £ 0.0001, F1-score
0.9990 £ 0.0001, ROC-AUC = 1.0000). LR demonstrates limitations in
linearly overlapping classes, as evidenced by its high precision but reduced recall
(accuracy 0.9167 £ 0.0010, precision 0.9829 4-0.0002, recall 0.8481 +0.0018,
Fl-score 0.9105 + 0.0011, ROC-AUC 0.9707 4 0.0001). In order to evaluate
deployability, we characterize the inference throughput on a modest PC: LR
~ 6.5 x 10° samples/s, GB ~ 2.2 x 10° samples/s, and RF ~ 1.3 x 10°
samples/s, indicating a tiered intrusion detection system (IDS) (LR at sensors,
RF at cluster-heads, and GB at the gateway). We also address the potential
dangers of overfitting that may arise from the cleanliness of the dataset and
provide a roadmap for future validation on a more diverse set of traffic. The
research establishes a baseline for lightweight IDS in actual WSNs that is
deployable and reproducible.

This is an open access article under the CC BY-SA license.

©06

Corresponding Author:

Mansour Lmkaiti

LIMATT Laboratory, Faculty of Polydisciplinary, University Sultan Moulay Slimane

Beni-Mellal, Morocco

Email: lamkaitimansour@gmail.com

1. INTRODUCTION

This paper introduces a methodical approach that uses cutting-edge machine learning (ML) [1]
algorithms to thoroughly assess the effectiveness of intrusion detection systems (IDS) [2]. Ensuring strong
network security is crucial in the quickly changing cybersecurity landscape of today, which is marked by
an increase in cyberthreats and the widespread integration of internet of things (IoT) devices [3]. IDS [4] are
essential for protecting networks because they keep an eye on traffic patterns and spot possible harmful activity.
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However, depending on the detection methods utilized and the caliber of the training and evaluation datasets,
IDS efficacy might vary greatly [4].

Our study suggests an organized strategy that includes several crucial steps to fully address these
issues: careful dataset preparation [4], stringent feature selection and engineering procedures, extensive model
training and evaluation techniques, reliable cross-validation procedures, and in-depth performance analysis.
Our research intends to improve the accuracy and dependability of IDS implementations by utilizing the variety
of real-world intrusion scenarios captured in the IDSAI dataset [4]. IDS models are developed and evaluated
using ML [1] algorithms, including gradient boosting (GB), random forest (RF) [5], and logistic regression
(LR) [6], in order to improve their ability to effectively detect and mitigate security breaches [7].

By using this systematic and empirical research, our study aims to offer detailed insight into the
advantages and disadvantages of ML based IDS [8], [9] techniques. We help develop more flexible and
effective security measures suited to the complex dynamics of modern networks and the changing terrain of
cyberthreats by critically assessing the performance of different algorithms against benchmark datasets and
a range of attack scenarios [10]. Previously, classical classifiers were frequently evaluated on synthetic or
restricted IoT datasets without taking into account genuine wireless sensor network (WSN) constraints. This
work addresses that lacuna by introducing a robust statistical validation (mean £+ SD, 95% confidence interval),
assessing computational feasibility at the sensor, cluster-head, and gateway levels, and benchmarking three
interpretable, lightweight models on the IDSAI dataset.

The key contributions of this study are as follows. First, an evaluation approach that can be replicated
for lightweight IDS benchmarking using the IDSAI dataset is proposed. Second, LR, RF, and GB are integrated
in a hierarchical IDS architecture for scalable WSN security. Third, statistical tests, including Friedman and
Wilcoxon, are used to validate the robustness of the model. Fourth, computational footprint and inference
throughput are included in the deployment analysis. Finally, a plan for upcoming validation with a variety of
scenarios is outlined.

2. RELATED WORK

Much research has been done in the field of computer security [8], especially in WSNs, to address the
changing challenges posed by security threats [9]. Numerous strategies for improving WSN security, such as
intrusion detection, encryption methods and secure routing protocols, have been examined in earlier research
[10], [11]. The creation and assessment of IDS [8] designed especially for WSNs constitutes a substantial
field of study [12]. By keeping an eye on network traffic and spotting unusual activity suggestive of malicious
activity, these systems are essential in detecting and preventing security breaches [7] within WSNs.

Numerous studies have used a variety of datasets and evaluation metrics to assess the effectiveness of
IDS in WSNs [13], [14]. These tests seek to determine how well IDS identify different kinds of assaults, such
as routing attacks, data manipulation and denial-of-service attacks [14], [15]. Researchers have shed important
light on the advantages and disadvantages of current IDS in WSNs by comparing various to common datasets
and attack scenarios.

Additionally, research has focused on creating lightweight security measures that are suited for WSN
devices with limited resources [16]. These safeguards are designed to reduce energy usage and computational
overhead while offering strong defense against security risks [16]. To address the particular security issues
presented by WSNs, methods like energy-efficient key management techniques, secure routing protocols,
and lightweight cryptography have been developed [12]. Additionally, research has looked into how to
incorporate cutting-edge technologies like machine intelligence and blockchain into WSN security designs
[16]-[20]. While ML [18], [19], [21], [22] methods provide for adaptive and autonomous intrusion detection
capabilities, blockchain [17]-based techniques provide decentralized and tamper-resistant mechanisms for
safeguarding WSN data and transactions. Recent research has investigated the use of anomaly-based methods
(e.g., one-class support vector machine (SVM), isolation forest) and long short-term memory (LSTM), as well
as autoencoders, for the purpose of intrusion detection in IoT/WSN. Although these methods are frequently
precise, they typically necessitate substantial refining and higher compute and energy budgets. We concentrate
on the development of interpretable and lightweight models that are appropriate for decentralized WSN nodes.
In the future, we will investigate the integration of on-node lightweight classifiers with gateway-level deep
feature extraction. Table 1 summarizes recent IDS studies in WSN and IoT environments.

Int J Artif Intell, Vol. 14, No. 6, December 2025: 4913-4922



Int J Artif Intell ISSN: 2252-8938 ) 4915

Table 1. Comparative summary of recent IDS studies in WSNs and IoT environments

Study Dataset Model Accuracy (%)  Main limitation

Dharini et al. [9] WSN-LEACH  XGBoost 98.7 High computational cost
Meenakshi and Karunkuzhali [10] ~ IoT-Custom GAN-VAE 99.2 Complex training

Ajmi et al. [16] Hardware IDS ~ CNN 96.8 Not energy-efficient
This study IDSAI RF/GB /LR 99.9 Dataset simplicity

3.  TYPES OF CYBERSECURITY ATTACKS

WSNs are at risk from a number of frequent assaults, such as ARP spoofing, SYN/ACK flooding,
and ICMP Echo floods, which can overwhelm nodes and reroute communication channels. Brute-force SSH
attempts and UDP port scans take use of service flaws, while distributed denial-of-service (DDOS) attacks use
a lot of network capacity by making a lot of requests at once. These assaults demonstrate the need for effective
and portable IDS that can identify anomalous activity at several network tiers. As shown in Figure 1, the main
dataset parameters and attack classes are illustrated.
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Figure 1. Dataset parameters

4. METHODOLOGY

Using the IDSAI dataset [4], we employed a systematic evaluation procedure in this study to
evaluate the effectiveness of IDS models based on ML algorithms [20], [23]. Dataset preparation, feature
engineering and selection, model training, cross-validation, and performance evaluation are the five primary
processes of the methodology. The hierarchical IDS architecture employed in this investigation is depicted
in Figure 2, with RF functioning at the cluster-head level, LR at the sensor layer, and GB at the gateway for
retraining and validation.

4.1. Dataset preparation

The IDSAI dataset, which replicates actual cyberattacks in WSNs, we employed. The IDSAI dataset
was originally introduced by Fernando er al. [4], and it has been widely used for evaluating IDS in IoT
environments. Labeled traffic cases from a range of attack methods, including DDoS, ARP spoofing, and
port scanning, are including this collection. The IDSAI dataset comprises more than eighty thousand labeled
flows that encompass both standard traffic and a variety of attack categories, including DDoS, ARP spoofing,
SYN flooding, and port scanning. In order to maintain the distribution of labels across folds, we employed
stratified sampling and verified class proportions. Variance analysis revealed low noise and partial feature
redundancy,which may result in prominent metrics being inflated. Consequently, we provide fold-wise statistics
and explicitly address overfitting risks in sections 5.1 and 5.2.

4.2. Feature selection and engineering
We used filter-based feature selection techniques, such as mutual information and variance
thresholding, to increase model efficiency and decrease overfitting. Based on their contribution to classification
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performance, we kept the most discriminative features that were pertinent to intrusion detection. This
choice enhances interpretability, reduces redundancy, and expedites training without compromising the
quality of detection.
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Figure 2. Hierarchical IDS architecture for WSN

4.3. Model training

We chose three popular ML classifiers: RF [23], LR [24], and GB [25]. L2 regularization was used to
train the LR model. Grid search was used to determine the inverse of regularization strength (C).

4.4. Mathematical overview
The LR model minimizes the ¢2-regularized negative log-likelihood:

1 m
J(0) = —— 3" [y logho(xi) + (1 — ) log (1 — ho(x,)) | + 63, M
i=1
with he(x) = m. RF aggregates T decision trees {f;}7_; by majority vote, § = mode( f1(x),

., fr(x)). GB builds an additive model Fi;(x) = Zﬁle 7 hun(x), wWhere h,, are shallow trees fitted
stage-wise to the negative gradients of the loss, and 7 is the learning rate. Grid search selected hyperparameters
to balance bias and variance.

4.5. Cross-validation and generalization assessment

During model evaluation, we used stratified 5-fold cross-validation to guarantee the robustness and
generalizability of our findings. In order to monitor training behavior and identify any possible overfitting or
underfitting tendencies, learning curves were created. All preprocessing stages (feature selection, scaling when
applicable, and model fitting) were executed within each training fold of the stratified 5-fold cross-validation
pipeline. Test folds were concealed until the final scoring in order to prevent optimistic bias.

4.6. Performance metrics

Precision, recall, Fl-score, accuracy, and receiver operating characteristic-area under the curve
(ROC-AUC) are common classification metrics that we used to evaluate the performance of the models.
Prediction probability histograms, ROC curves, and precision-recall curves were used to display these metrics,
which were calculated for every model. Every outcome was examined in light of the models interpretability
and usefulness for IDS deployment in WSNs [26].
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5. RESULTS OF DATASET

To achieve our research objectives, we propose a systematic methodology for evaluating IDS
performance with ML algorithms. Figure 3 illustrates the precision-recall curves for LR, RF, and GB models,
highlighting that GB and RF maintain near-perfect precision across almost the entire recall range, whereas LR
shows a noticeable drop in performance as recall increases. Figure 4 demonstrates that while LR suffers from
overfitting, RF generalizes effectively with growing data. GB improves validation scores while providing a
balanced performance.
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Figure 3. Precision-Recall curve for LR, RF, and GB models
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Figure 4. Learning curves (train vs. CV) showing: LR overfits as data grows (gap persists), RF maintains high
and stable generalization, and GB improves validation steadily—aligning with the metric ranking in Table 1
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Figure 5 illustrates the learning trajectories of the three models. RF demonstrates a high degree of
generalization, with validation scores that continue to improve as the training set expands. GB closely matches
RF and enhances validation performance, whereas LR overfits in late regimes (training validation), which
explains its lower recall and F1-score.
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Figure 5. Learning curves confirm RF’s superior generalization; GB is a close second; LR exhibits persistent
train—validation gap (overfitting), consistent with its lower recall and F1-score

5.1. Prediction probability distribution

Figure 6 shows that ensemble models (RF and GB) give more confident predictions, while LR shows
more uncertainty in its probability estimates. Table 2 summarizes the performance of the three classifiers
(mean £ SD over 5 stratified folds). RF achieves the best overall performance across all metrics; GB is a close,
well-balanced runner-up. LR attains high precision but noticeably lower recall, leading to a lower F1-score
than the ensemble methods. To prevent leakage, all preprocessing is conducted within each training fold, and
these intervals are calculated over five stratified folds.

We report 95% confidence intervals together with fold-wise means and standard deviations for all
metrics over five stratified folds. For accuracy, RF attains the highest score (0.9994 4 0.0001; 95% CI [0.9994,
0.9995]), GB is close (0.9990 + 0.0001; [0.9989, 0.9991]), while LR is lower (0.9167 £ 0.0010; [0.9158,
0.9175]). LR’s lower recall leads to a lower Fl-score than the ensemble methods. In order to evaluate
the performance disparities among models, a non-parametric Friedman test was implemented on fold-wise
F1-scores. The results indicated that at least one model performed differently, as evidenced by the significant
aggregate difference (x?(2) = 10.00, p = 0.0067). The post-hoc Wilcoxon signed-rank tests with Holm
correction revealed no significant difference between RF and GB (p.gj > 0.05), thereby confirming that both
ensemble models obtain consistently high performance. This statistical consistency emphasizes the reliability
and robustness of the data, thereby bolstering the credibility of the comparative framework.

5.2. Overfitting consideration

The unusually high values of precision and recall (near 1.0) require critical consideration. These
may be due to: i) well-separated class boundaries in the IDSAI dataset, ii) feature redundancy or low noise,
and iii) lack of real-world diversity in attack vectors. We mitigated overfitting risks through 5-fold stratified
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cross-validation and comparison across multiple metrics and plots. Nonetheless, future work will integrate
more challenging datasets to further assess generalizability.

Prediction probability distributions for the positive class
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Figure 6. Prediction probability distributions: RF/GB yield confident, well-separated posteriors; LR shows
broader uncertainty, consistent with its reduced recall

Table 2. Classification performance (mean & SD over 5 stratified folds)

Model Accuracy Precision Recall F1-score ROC-AUC
LR 0.9167 £ 0.0010  0.9829 +£0.0002  0.8481 £ 0.0018  0.9105 £ 0.0011  0.9707 £ 0.0001
RF 0.9994 + 0.0001  0.9995 + 0.0001  0.9994 4+ 0.0001  0.9994 &+ 0.0001  0.9998 + 0.0000

GB 0.9990 + 0.0001  0.9995 £ 0.0001  0.9985 + 0.0001  0.9990 + 0.0001  1.0000 =+ 0.0000

Low label noise and well-separated classes are corroborated by the nearly flawless metrics. In spite of
this, learning curves indicate disparities in capacity (LR overfitting in late regimes versus RF stability). There
are plans for future validation on a wider range of traffic, such as unseen devices, and blended protocols, to
stress-test generalization. The computational footprint of each model is summarized in Table 3. Training is
performed offline; inference reflects on-device cost in deployment.

Interpretation: LR is the optimal choice for embedded filtering at sensor nodes due to its ability
to generate the quickest inference (~ 6.5 x 10° samples/s). RF achieves a robust accuracy-cost trade-off
(~ 1.3 x 10° samples/s) that is suitable for cluster-heads, while GB remains viable at the gateway with
competitive inference speed (~ 2.2 x 10° samples/s) despite being more expensive to train. These on-device
inference costs are the primary constraint for real-world deployment, as training is conducted offline.

Table 3. Computational footprint on a modest PC
Model  Training time (s)  Inference on 9.98 x 10° samples (s)  Throughput (samples/s)

LR 823.40 1.54 6.48 x 10°
RF 125.02 7.48 1.33 x 10°
GB 460.33 4.47 2.23 x 10°

6.  DISCUSSION OF THE RESULTS

The results demonstrate the strong capabilities of ML algorithms in detecting intrusions in WSNs. RF
achieves the strongest overall performance; GB is a close, well-balanced alternative. LR attains high precision
but lower recall, leading to a lower Fl-score than the ensemble methods. However, learning curves reveal
overfitting as dataset size increases, limiting its generalization. GB is a well-balanced, close alternative to RF,
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which obtains the strongest overall performance. The F1-score is lower than that of the ensemble methods due
to the fact that LR achieves high precision but a reduced recall. GB offered balanced performance, with high
confidence in predictions and competitive scores across all metrics. In order to minimize false negatives in IDS,
precision-recall curves verify that RF and GB have good precision even as recall rises. Additionally, prediction
probability distributions demonstrate that, in contrast to LR, RF, and GB offer more certain classifications . The
near-perfect metrics may be indicative of minor overfitting or dataset simplicity, despite the highly encouraging
results. Therefore, these discoveries should be verified in future research using datasets that are more intricate
and diverse. In general, GB provides a balanced performance, LR is appropriate for straightforward scenarios,
and RF remains the most scalable and dependable option for intrusion detection in real WSNs

7. CONCLUSION AND DEPLOYMENT INSIGHTS

We recommend a hierarchical IDS, which consists of LR at sensor nodes (negligible latency), RF at
cluster-heads (robust aggregation), and GB at the gateway (validation and periodic retraining). This approach
minimizes communication overhead and concentrates heavier computation in areas where resources are less
constrained. Using the IDSAI dataset, this study offered a systematic assessment of ML-based IDS in WSNs.
We illustrated the benefits of each model by contrasting RF, GB, and LR. On IDSAI, RF exhibited superior
generalization and stability, while GB was a close, well-balanced second. The F1-score was lower than that
of the ensemble methods due to the fact that LR achieved high precision but a reduced recall. The findings
highlight how crucial it is to choose ML models based on the particular deployment context, whether that
context is one of scalability, accuracy, or interpretability. In order to increase IDS reliability, the study also
examined overfitting concerns and the requirement for realistic, diverse attack data. To sum up, our results
confirm the importance of ML in protecting WSNs and recommend that more sophisticated and adaptable
methods that can manage dynamic and diverse IoT settings be explored in future studies. In order to further
enhance IDS flexibility in dynamic IoT contexts, future research will concentrate on merging federated and
hybrid learning methodologies.
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