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In the rapidly evolving landscape of financial transactions, the detection of
fraudulent activities remains a critical challenge for financial institutions
worldwide. This study introduces a novel bidirectional encoder
representation from transformers (BERT)—long short-term memory (LSTM)
hybrid model that integrates both textual and numerical data to enhance
credit card fraud detection. Leveraging BERT for deep contextual
embeddings and LSTM for sequence analysis, the model provides a
comprehensive approach that surpasses traditional fraud detection systems
primarily based on numerical analysis. On the validation set, the model
achieved a recall of 100% and an accuracy of 99.11%, highlighting strong
effectiveness in identifying fraudulent transactions under class imbalance.
Through rigorous evaluation, the model demonstrated exceptional accuracy
and reliability, promising improvements in fraud detection and mitigation.
This paper details the development and validation of the hybrid model,
emphasizing its use of mixed data types to capture complex patterns in
transaction data. The results indicate a new frontier in fraud detection by
combining natural language processing (NLP) and sequential data analysis
to create a robust solution for real-world applications, supporting the
security and integrity of financial systems globally.
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1. INTRODUCTION

As the digital age progresses, credit card transactions have increasingly become central to daily
commerce, promoting convenience and efficiency across global markets. With millions of transactions
occurring every minute, the financial ecosystem heavily depends on the trust and security associated with
these interactions [1]. However, this surge in online transactions has also led to a marked increase in
fraudulent activities. Credit card fraud not only inflicts substantial financial losses on consumers and
financial institutions but also erodes trust in the payment system, presenting a formidable threat to the global
economy [2]. Detecting fraudulent transactions is a complex and challenging task due to the dynamic and
evolving nature of fraud strategies [3]. Fraudsters continuously adapt and employ sophisticated techniques to
bypass traditional security measures [4], [5]. Consequently, there is a pressing need for advanced and
adaptive fraud detection systems that can effectively identify and mitigate fraudulent activities in real-time.
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Recent advancements in machine learning (ML) and artificial intelligence (Al) have opened
new avenues for developisng sophisticated models capable of identifying subtle patterns and anomalies
indicative of fraud. These models leverage vast amounts of transactional data to learn and predict fraudulent
behavior with high accuracy. However, the availability and quality of real transactional data for training these
models are often limited due to privacy concerns, regulatory restrictions, and the inherent sensitivity of
financial data [6], [7].

To address these limitations, researchers have turned to simulated datasets, which can mimic the
complexity and variability of real-world data without compromising individual privacy. Simulated datasets
provide a controlled environment to test and validate ML models, offering valuable insights and enabling the
development of more robust fraud detection systems. In this study, a simulated credit-card transaction dataset
produced by the Sparkov data generation tool is employed [8]. A hybrid fraud-detection model is proposed
that couples bidirectional encoder representation from transformers (BERT) for natural language processing
(NLP) with long short-term memory (LSTM) networks for sequence modeling. BERT is used to encode
textual fields, specifically merchant names and transaction categories, capturing rich contextual relationships
[9], [10], while LSTM captures temporal dependencies present in transaction sequences [11], [12]. By
integrating these components, the model leverages complementary textual and sequential signals to better
detect complex fraud patterns and curb false positives.

The purpose of this paper is to present the development, implementation, and validation of our
hybrid BERT-LSTM model for fraud detection. The model's effectiveness will be demonstrated using the
simulated dataset, showcasing its potential to significantly improve fraud detection rates. Additionally, the
implications of our findings, the strengths and limitations of our approach, and potential avenues for future
research in this critical domain will be discussed.

2. RELATED WORKS
2.1. Traditional machine learning and imbalance handling

Addressing imbalance remains central to fraud detection. Breskuviené and Dzemyda [13] propose
feature importance—driven (FID) self-organizing maps (SOM), a SOM-based feature selection tailored to
skewed data, aligning well with modern tree/boosting pipelines. Chung and Lee [14] emphasize recall via a
lightweight k-nearest neighbors (KNN), linear discriminant analysis (LDA)-linear regression ensemble with
simple rule logic to favor minority detection. Afriyie et al. [15] reaffirm the practicality of classical baselines
under undersampling, notably random forest. Our work complements these directions by introducing a
unified text-numeric fusion (BERT embeddings plus amount) within a single end-to-end model.

2.2. Deep sequence models

Sequence-aware methods capture temporal regularities in transaction streams. Forough and Momtazi [16]
cast fraud detection as sequence labeling via LSTM conditional random field (CRF) stack, outperforming
LSTM, gated recurrent unit (GRU), and artificial neural network (ANN) baselines and introducing a
sequence-aware undersampling method (Seq-US) that preserves pre-fraud context. Complementarily,
Boulieris et al. [17] integrate explainable Al with LSTM architectures to enhance transparency, while
Mienye and Jere [18] survey convolutional neural network (CNN), recurrent neural network (RNN), LSTM,
and GRU advances that model complex sequential patterns. Extending beyond purely sequential views,
Cherif et al. [19] employ an encoder—decoder graph neural network on large Sparkov data to exploit
customer—merchant relations, using a graph converter and batch normalization to stabilize training and
reporting gains in precision, recall, Fl-score, and receiver operating characteristic (ROC); they further
underscore geospatial merchant—customer distance as an informative signal for fraud.

2.3. Transformer-based and hybrid models

Recent work combines transformer representations with other learners. Ileberi and Sun [20] present
a stacking ensemble (CNN, LSTM, Transformer) with an extreme gradient boosting (XGBoost) meta-learner,
achieving high sensitivity, specificity, and area under the curve (AUC) on European and Taiwan datasets.
Hewapathirana et al. [21] investigate TabBERT for transactional dependencies, and NLP-centric lines by
[22], [23] leverage language technologies (including chatbots) to detect or mitigate fraud.

Most hybrid systems are compute-heavy and either convert text fields into purely numeric
surrogates or fuse modalities only at the score level. Our novelty is a single-branch, representation-level
fusion that preserves the NLP signal by using contextual BERT embeddings of merchant and category, and
integrates this with the numeric amount in one end-to-end (BERT—fusion—LSTM) architecture rather than
flattening everything into numeric. This preserves modality-specific information and avoids heavy stacking,
which distinguishes our approach from prior work that homogenizes all inputs into numeric vectors.
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3. METHOD

This section details the data sources, preprocessing steps, and the methodologies employed in
developing the credit card fraud detection model. The dataset is first described, followed by the
preprocessing techniques applied to prepare the data for modeling. Subsequently, the implementation details
are outlined, including the algorithms used and the architecture of proposed BERT-LSTM hybrid model.
Figure 1 illustrates the hybrid model architecture diagram, which visually represents all the steps followed to
build the model and provides a framework for the discussions in this section.
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Figure 1. The architecture diagram of the BERT-LSTM hybrid model for credit card fraud detection

3.1. Dataset

The dataset used in this study is a simulated credit card transaction dataset generated using the
Sparkov Data Generation tool. It contains transactions from 1,000 customers and 800 merchants, spanning
the period from January 1, 2019 to December 31, 2020 with a total of 1,296,675 records. The dataset includes
both legitimate and fraudulent transactions, with features such as transaction amount, merchant name,
category, and a binary fraud label indicating whether a transaction is fraudulent, the features in the dataset are
as presented in Table 1.

This diverse set of features provides a rich context for each transaction, capturing not only
transactional details but also demographic and spatial information about both cardholders and merchants. By
combining textual, categorical, and numeric attributes, the dataset enables interactions that reveal subtle
patterns associated with fraud. This richness allows for comprehensive analysis and more robust modeling of
fraudulent behavior.

Table 1. Dataset features

Feature Description Type
trans_date trans_time The date and time of the transaction object
cc_num The credit card number used in the transaction int64
merchant The name of the merchant where the transaction occurred object
category The category of the merchant object
amt The amount of the transaction float64
first The first name of the cardholder object
last The last name of the cardholder object
gender The gender of the cardholder object
street The street address of the cardholder object
city The city of the cardholder object
state The state of the cardholder object
Zip The ZIP code of the cardholder int64
lat The latitude of the cardholder's location float64
long The longitude of the cardholder's location float64
city_pop The population of the city where the cardholder resides int64
job The occupation of the cardholder object
dob The date of birth of the cardholder object
trans_num The transaction number object
unix_time The transaction time in Unix time format int64
merch_lat The latitude of the merchant's location float64
merch_long The longitude of the merchant's location float64
is_fraud A binary label indicating whether the transaction is fraudulent _ int64
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3.2. Preprocessing

Dataset preprocessing is a crucial step in preparing the data for model training. The preprocessing
steps for this study include:

i)  Data sampling: the original dataset contains 1,296,675 records, which can be computationally intensive
to process. To balance computational efficiency with model performance, a random sample of 100,000
records was selected for analysis. This sampling ensures that the subset of data retains the overall
characteristics and distribution of the entire dataset, facilitating effective model training and evaluation.
From this sampled data, only the relevant columns 'merchant', 'category', 'amt', and 'is fraud' were
selected. This step focused the analysis on the features directly pertinent to detecting fraudulent
transactions, simplifying the dataset, and enhancing computational efficiency.

ii) Handling missing values: any missing values in the dataset were handled using appropriate imputation
techniques to maintain data integrity [24]. This step ensures that the dataset is complete and suitable for
model training without introducing bias or inaccuracies.

iii) Feature engineering: to enhance the model's performance, additional features were engineered from the
existing data. The goal of feature engineering is to create new input features that can improve the
predictive power of the model [25], [26]. In this study, textual features such as 'merchant' and 'category'
were combined to create a single, enriched textual input. This combined feature encapsulates the
identity of the merchant and the type of transaction, providing a richer context for the model. By
merging these two columns, we aim to capture the relationship between where the transaction took
place and what kind of transaction it was, which can be crucial for identifying fraud patterns. This new
textual feature was then prepared for further processing and embedding.

iv) Tokenization and embedding: the combined textual features were tokenized and embedded using the
BERT tokenizer and model [27]. Tokenization is the process of converting text into smaller units called
tokens [28]. The BERT tokenizer breaks down the combined textual input into tokens and maps each
token to a unique numerical identifier, creating token IDs. These token IDs are then fed into the BERT
model, which generates numerical embeddings for each token. BERT embeddings are contextually rich
vector representations that capture the semantic meaning and relationships within the text [29]. This
process transforms the textual data into a format that the model can effectively use, allowing it to
understand and leverage the contextual nuances of the input text.

v) Combining features: the generated text embeddings were combined with the numerical feature,
transaction amount (amt). This step integrates the contextually rich textual information with the
quantitative data, forming a comprehensive feature set for each transaction. The combination of textual
and numerical data allows the model to consider both the semantic context of the transaction and its
monetary value. By merging these diverse features, the model gains a holistic view of each transaction,
enhancing its ability to identify fraudulent activities based on both the nature of the transaction and its
financial attributes.

vi) Class imbalance handling: the dataset exhibited class imbalance, with fraudulent transactions being
significantly fewer than legitimate ones. Fraudulent records represent approximately 0.60% of the entire
dataset. Class imbalance can negatively impact the model's performance, as it may become biased
towards the majority class (legitimate transactions) and fail to detect fraudulent ones. To address this
issue, the synthetic minority over-sampling technique (SMOTE) was applied. SMOTE generates
synthetic samples for the minority class (fraudulent transactions) by interpolating between existing
minority class samples [30]. This technique ensures a balanced representation of both classes during
model training, enabling the model to learn and detect fraudulent transactions more effectively [31]. By
addressing class imbalance, the model's sensitivity to fraudulent activities is improved, and the
likelihood of false negatives is reduced.

These preprocessing steps prepare the dataset for effective model training. By consolidating relevant
features, generating BERT-ready text embeddings, and correcting class imbalance, they improve signal
quality and stability. Consequently, the model learns more robustly and detects fraudulent transactions with
higher accuracy.

3.3. Details of implementation

The implementation of our BERT-LSTM hybrid model for credit card fraud detection was carried
out on Google Colab, utilizing the powerful NVIDIA A100 graphics processing unit (GPU) to meet the
computational needs of deep learning. Python served as the primary language, supported by libraries such as
Pandas and NumPy for data processing, PyTorch for model development, and Hugging Face’s transformers
library for efficient handling of textual data with BERT. Scikit-learn was used for data splitting and
evaluation, while imbalanced-learn and SMOTE addressed class imbalance. This setup ensured efficient,
effective model development, leveraging state-of-the-art tools for large-scale data and deep learning.
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3.4. Algorithms

The development of the credit card fraud detection model employed two main algorithms: BERT
and LSTM. Each of these algorithms plays a critical role in handling different aspects of the dataset and
modeling challenges. BERT encodes contextual semantics from merchant and category text, whereas LSTM
captures temporal dependencies across transactions, allowing the hybrid to address complementary facets of
fraud detection.

3.4.1. Bidirectional encoder representations from transformers

The BERT, developed by Google, is a groundbreaking model in the field of NLP. It uses a
mechanism known as transformers to understand the context of a word within a text, rather than just the word
in isolation [32]. This ability makes BERT extremely effective for tasks that rely on the contextual use of
words, such as sentiment analysis, named entity recognition, and in our case, processing and understanding
textual data related to transactions [33]. In this project, BERT was utilized to process textual features such as
merchant names and transaction categories. By transforming these textual inputs into embedded vectors,
BERT provided a nuanced representation of the text, capturing subtle meanings that could indicate fraudulent
activity. The embeddings generated by BERT serve as a sophisticated input to the subsequent stages of the
model, enhancing its ability to discern patterns indicative of fraud.

3.4.2. Long short-term memory

The LSTM networks are a type of RNN specifically designed to handle sequence prediction
problems [34]. LSTMs are capable of learning long-term dependencies in sequence data, which is crucial for
applications like time-series analysis, speech recognition, and importantly, transaction sequence analysis
[35]. In the context of credit card fraud detection, LSTM networks were employed to analyze the sequences
of transactions, considering the temporal relationships and patterns that emerge over time. By integrating
LSTM with BERT embeddings, the model could effectively leverage both the contextual and sequential
information in the dataset. This integration allows the LSTM to interpret the embedded text in the context of
transaction sequences, enhancing its ability to predict fraudulent transactions based on behavioral patterns
that unfold over time. Together, BERT and LSTM form a powerful combination for tackling the complexities
of fraud detection in transaction data. BERT’s deep understanding of textual context, coupled with LSTM’s
proficiency in sequence modeling, provides a comprehensive approach to identifying fraudulent activities
with higher accuracy and efficiency.

4. THE PROPOSED BERT-LSTM HYBRID MODEL

In this study, a hybrid model was developed that combines the strengths of BERT and LSTM to
enhance credit card fraud detection capabilities. This section details the model architecture and the training
and validation methodologies used to construct and deploy the system effectively. It also highlights the
design choices that distinguish our approach, preserving token-level BERT representations for LSTM-based
sequence modeling and mitigating class imbalance.

4.1. Model architecture

The BERT-LSTM hybrid model leverages BERT to produce deep contextual embeddings from
textual inputs, while LSTM captures temporal dependencies to analyze transaction patterns over time. These
fusion preserves token-level semantics and sequential dynamics, enabling the detector to exploit
complementary cues for fraud identification, especially under class imbalance. At a high level, the pipeline
proceeds through text feature processing, sequence modeling, and final integration and classification.

4.1.1. Text feature processing

For each transaction, the two textual fields, merchant and category, are concatenated into a single
input string. This text is tokenized with the standard BERT tokenizer and passed through the BERT encoder.
The [CLS] token embedding is used as a fixed-length representation of the transaction text, capturing
contextual information about the merchant and the purchase type in a 768-dimensional vector.

4.1.2. Sequence modeling

The [CLS] embedding is concatenated with the transaction amount (amt), yielding a
769-dimensional feature vector. This vector is presented to an LSTM layer as a single-step sequence
(sequence length=1), which functions as a gated projection that can model nonlinear interactions between
textual context and amount. Although no temporal sequence across tokens or transactions is used in the
current implementation, the LSTM’s gating still provides a learnable transformation that can improve
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separability relative to a purely linear head. This single-step design is justified by our per-transaction
screening objective and the absence of reliable, session-level ordering across transactions, where fabricating
windows could introduce spurious dynamics. It also keeps latency and parameter count low, which helps
curb overfitting under class imbalance, while leaving a clear path to multi-step sequences when consistent
inter-transaction ordering becomes available.

4.1.3. Integration and output

The LSTM outputs a compact representation that integrates contextual meaning with temporal
structure, which is subsequently fed to a fully connected classification head. A sigmoid activation maps the
output to a probability of fraud, enabling threshold-based decision making aligned with operational risk
preferences. This end-to-end design allows the model to combine nuanced text understanding with sequential
pattern recognition in a single trainable pipeline.

4.2. Model construction and training methodologies

Constructing and training the BERT-LSTM hybrid model involved pragmatic choices to maximize
performance under class imbalance while preserving generalization. A pre-trained BERT-base-uncased is
fine-tuned to obtain domain-specific text embeddings and model token-level sequences with an LSTM. An
imbalance-aware objective and a held-out validation split guide iterative refinements and early stopping.

4.2.1. Pre-training, fine-tuning and sequential data handling

BERT is initialized with publicly available pre-trained weights to encode strong lexical and
semantic priors. It is then fine-tuned on transaction text (merchanttcategory) so the embeddings adapt to
domain-specific, fraud-relevant regularities. This two-stage transfer accelerates convergence, adds minimal
extra parameters, and yields more discriminative representations for fraud cues.

The LSTM layer is trained on the token-level embeddings to model temporal dependencies within
each textual sequence. By learning how meaning unfolds across tokens, the network exposes behaviorally
relevant signals that static pooling might overlook. This sequential treatment complements the contextual
power of BERT and supports higher recall on minority fraud cases.

4.2.2. Hyperparameters and training settings

For the hybrid model, bert-base-uncased is used as a frozen text encoder, with tokenization
configured for padding and truncation at the default maximum length. The fused representation concatenates
the BERT [CLS] vector (768 dimensions) with the numeric amount to form a 769-dimensional input. The
classifier head is a single-layer LSTM with hidden size 256, batch_first=True, unidirectional, and dropout set
to 0, followed by a sigmoid output. Optimization uses Adam with a learning rate of 0.001 and binary
cross-entropy loss. Training uses full-batch updates (batch size equal to the number of training examples) for
500 epochs, and evaluation is performed on an 80/20 random train-validation split. To address class
imbalance, SMOTE is applied to the combined feature matrix before the split. Unless otherwise noted,
metrics are computed at a decision threshold of 0.5.

4.2.3. Validation and iterative improvement

Model development follows a held-out validation scheme to assess generalization to unseen data
and guide early stopping. Standard metrics such as accuracy, precision, recall, and F1-score are monitored,
and hyperparameters and architectural details are adjusted in response to validation trends. Iterative
refinements focus on stabilizing training, improving minority-class sensitivity, and ensuring the pipeline
remains robust under class imbalance.

5. RESULTS AND DISCUSSION

The BERT-LSTM hybrid model showcased outstanding performance on the validation set,
achieving an accuracy of 99.11%. This high level of accuracy highlights the model's robust ability to classify
transactions effectively. Precision was notably high at 98.27%, while the model achieved a perfect recall of
100%, indicating its success in identifying all fraudulent transactions within the dataset. The F1-score,
balancing precision and recall, stood impressively at 99.13%. The following is a concise summary of the key
performance metrics, as illustrated in Table 2.

The model also maintained a low validation loss of 0.0375, further validating its efficiency in fraud
detection. This blend of high precision, recall, and accuracy underscores the model’s capabilities in
effectively detecting fraud, positioning it as a potent tool in financial security systems. The classification
report further details these results in Figure 2, providing a comprehensive breakdown of the model’s
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performance across different classes. This visualization enhances understanding of the model's precision and
recall by class, illustrating its balanced effectiveness in fraud detection.

Table 2. Performance metrics of the BERT-LSTM hybrid model

Model Accuracy

Accuracy 0.9911

Precision 0.9827

Recall 1.0000

F1 score 0.9913
precision recall fl-score  support
Mon-Fraud 1.8 8.98 .99 19758
Fraud @.98 1.e8 .99 286a3
accuracy .99 39761
macro avg @.99 @.99 @.99 39761
weighted avg 8.99 8.99 @.99 39761

validation Loss: 8.8375

Figure 2. Classification report of the BERT-LSTM hybrid model

The BERT-LSTM hybrid model effectively combines BERT's contextual embeddings with LSTM's
sequence analysis capabilities, offering a robust approach to fraud detection. This model not only
demonstrates strong statistical performance but also exhibits a deep understanding of complex transaction
patterns essential for identifying fraudulent activities. Its high recall rate is crucial in a fraud detection
context, ensuring no fraudulent transaction is missed, which could otherwise have severe financial
implications. Additionally, the model’s impressive precision minimizes false positives, thereby preserving
customer trust and operational efficiency.

For external context, Table 3 contrasts our results with representative existing methods evaluated on
the same dataset family. Relative to random forest baselines [13], [15], a lightweight classical ensemble [14],
and an encoder-decoder GNN [19], the proposed BERT-LSTM fusion attains the highest F1-score and recall
while preserving strong precision. These comparisons suggest that unifying textual merchant/category signals
with numeric amount inside one model can be advantageous. Protocols and resampling strategies vary across
studies, so the numbers are indicative rather than strictly comparable.

However, the model faces challenges, particularly with the adaptability to sophisticated or
previously unseen fraud tactics as fraudsters continually evolve their strategies. To enhance its adaptability,
future enhancements could include dynamic learning and updating mechanisms to better respond to new
fraud patterns. Further research might also explore integrating additional data types such as customer
behavior or macroeconomic indicators to boost the model's predictive power. Deploying this model in
real-world financial systems would necessitate robust infrastructure for real-time analysis and seamless
integration with existing monitoring frameworks, alongside ensuring compliance with stringent data privacy
regulations and maintaining high data security standards.

Table 3. Comparison with existing methods (Sparkov dataset family)
Model Accuracy  Precision  Recall  F1 score
Our model (BERT-LSTM) 0.9911 0.9827 1.0000  0.9913
Random Forest [13] - - - 0.8350
KNN, LDA, LR [14] - - 0.9701 -
Random forest [15] 0.9600 0.0900 0.9700  0.1700
Encoder-decoder GNN [19] 0.9700 0.8200 0.9200  0.8600

6. CONCLUSION

The BERT-LSTM hybrid model developed in this study represents a significant step forward in
credit card fraud detection by integrating both textual and numerical data. By combining BERT’s deep
contextual embeddings with LSTM’s sequence analysis, the approach outperforms traditional models that
only use numerical features, setting a new benchmark for handling heterogeneous data in fraud detection.
However, the study is limited by its reliance on synthetic data, absence of true transaction sequences, and a
narrow feature set (merchant, category, amount). To advance further, future work should test the model on

Int J Artif Intell, Vol. 15, No. 1, February 2026: 788-797



Int J Artif Intell ISSN: 2252-8938 a 795

real transaction data with privacy safeguards, apply explainable Al methods like Shapley additive
explanations (SHAP) and local interpretable model-agnostic explanations (LIME) for decision auditing, and
experiment with transformer-based tabular models (e.g., TabTransformer and FT-Transformer) for richer
input handling. Additionally, deploying a real-time streaming pipeline with model-drift monitoring will be
crucial for maintaining robust and compliant performance as fraud tactics evolve. These directions are key
for translating the approach into a reliable fraud detection solution in real-world financial systems.
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