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1. INTRODUCTION

Social media users frequently share, like, or repost content, which leads to the widespread dissem-
ination of information, including news from independent authors [1]]. This uncontrolled flow of information
has contributed to the rise of fake news, a growing global issue [2]. While the concept of fake news is not
new, the pervasive use of social media has significantly amplified its impact, facilitating the rapid spread of
misinformation [3]].

The urgency of addressing fake news lies in its potential to harm both individuals and society [4]].
Fake news, defined as intentionally misleading information disseminated through news outlets or social media,
can influence elections, deepen political divides, and shape public perception in dangerous ways [3]. The
pervasive spread of fake news undermines the truth within the information ecosystem and misleads readers into
accepting biased or inaccurate information, thereby affecting how people interpret real news [6]. In response to
this growing problem, this paper addresses the challenge of detecting fake news by applying advanced machine
learning algorithms to analyze and classify false information shared on social media platforms. Identifying
fake news accurately is essential for preserving the integrity of online discourse and protecting users from
misinformation.
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Traditional computational methods, such as relying on satirical news sources or fact-checking web-
sites, have limitations, including a narrow focus on specific topics like politics and the requirement for human
expertise [[7]. These constraints hinder the development of models that can generalize across multiple domains,
which is necessary for an effective and scalable fake news detection system. The primary objective of this
study is to identify the most effective machine learning model for detecting fake news in social media posts.
We achieve this by collecting and cleaning a dataset, applying various machine learning models, and comparing
their performance to determine the optimal approach for fake news detection.

This study contributes to the field of fake news detection by providing a comparative analysis of
multiple machine learning models, specifically gradient boosting, XGBoost, and linear linear support vector
classifier (SVC), applied to a large social media dataset. Unlike previous research that often focuses on a single
detection method or narrow use cases, this study evaluates both the accuracy and execution time of various
models, offering insights into their trade-offs in real-world applications. Additionally, the study demonstrates
the practical relevance of balancing computational efficiency with detection precision, making it a significant
contribution for the development of scalable, real-time fake news detection systems. The findings provide a
valuable foundation for future research in improving the detection of misinformation, with a particular emphasis
on real-time detection capabilities and broader generalization across domains.

This paper is structured as follows: section 2 reviews the existing literature on fake news
detection, highlighting gaps in current approaches and outlining the objectives and methodology of this study.
Section 3 examines the spread of misinformation on social media and explains how it can be profiled using
data, including details on data collection, cleaning, and preprocessing techniques. Section 4 describes the
application of various machine learning models for detecting fake news, and compares their performance based
on accuracy and execution time. Finally, section 5 evaluates the results, interprets the findings in comparison
to previous studies, discusses the limitations of the study, and offers suggestions for future research, including
the potential for real-time detection systems and the integration of multimedia data.

2.  RELATED WORKS

This section outlines significant early research on the concept of fake news and provides an overview
of the growing body of studies examining its dissemination [8]]. The advent of the world wide web (WWW) and
the rapid adoption of social media platforms like Facebook and Twitter have revolutionized the way information
is shared, enabling unprecedented levels of content dissemination [9]. Social media has allowed consumers to
produce and share more information than ever before, some of which is inaccurate or misleading, contributing
significantly to the spread of fake new [10].

Scholars have conceptualized fake news in various ways, but the core definition remains consistent
across different interpretations [11]. Fake news typically refers to content that is deliberately created and dis-
seminated with the intention of deceiving people into believing falsehoods [[12]]. This includes myths, rumors,
conspiracy theories, hoaxes, and other forms of misleading or incorrect information, which are frequently
shared on social media platforms either intentionally or inadvertently [13]].

A pertinent example of the impact of fake news is the use of artificial intelligence (AI)-generated
content involving prominent figures like Elon Musk [14]. For instance, a fabricated image circulated online
depicts Musk endorsing a financial scheme called ”Quantum Al,” falsely claiming that it allows Australians
to “get rich quick.” In reality, the following Figure [I] designed to mimic a CNN news broadcast, is part of a
broader scam that exploits Al to deceive viewers into investing in a fraudulent venture. This case illustrates
how sophisticated technologies, such as Al, can be manipulated to create convincing fake content, complicating
efforts to discern truth from deception on social media platforms. The use of well-known figures like Elon
Musk, combined with credible-looking news formats, can easily trick unsuspecting viewers into believing false
claims. This underscores the importance of media literacy and the ability to critically assess the authenticity of
online content.

Moreover, the COVID-19 pandemic has heightened the relevance of fake news research, with studies
exploring the link between social media and the spread of misinformation related to public health [[15]. Dur-
ing the pandemic, fake news about the coronavirus, such as exaggerated death tolls and unfounded conspiracy
theories, spread rapidly on social media, posing significant challenges to public health efforts [[16]. This mis-
information has fueled public anxiety, created confusion, and hindered the efforts of healthcare workers and
public health systems in managing the crisis effectively.
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The primary objective of this article is to develop methods for identifying fake news across various
databases. By leveraging appropriate machine learning models, we aim to accurately predict and detect fake
news and misinformation. The outcomes of this study will aid in identifying false information and help users
avoid being misled by deceptive content, thereby reducing the impact of fake news on public discourse.

While previous studies have focused on either individual machine learning models or specific domains
such as politics or public health, the novelty of this work lies in its comprehensive comparative analysis of mul-
tiple machine learning models for detecting fake news across a broader domain. Unlike existing research
that often emphasizes accuracy alone, our study evaluates both the accuracy and execution time of models
like gradient boosting, XGBoost, and linear SVC, making it one of the few works to consider computational
efficiency alongside detection performance. This dual focus on precision and speed is critical for developing
real-time fake news detection systems that can be applied across diverse datasets and social media platforms.
Furthermore, by exploring the trade-offs between model effectiveness and resource efficiency, our work offers
practical insights that can be applied to the real-world deployment of scalable detection systems.

| oW exciusive |

QUANTUM Al - REVOLUTIONARY SOFTWARE FOR LESS
FORTUNATE
Elon Musk | CEO, Tesla Motors, SpaceX

Figure 1. Al-generated fake CNN broadcast featuring Elon Musk promoting fraudulent ’Quantum AI’ scheme

3. CHALLENGES IN FAKE NEWS DETECTION

Once news is released, a large number of users may engage in its spread across online social media
networks, where users can share their thoughts and opinions [17]]. For each news item, numerous posts can be
observed and collected on these platforms. However, many of these unverified posts are false [18]. Previous
attempts to utilize news propagation for fake news detection have employed various features. Most research
in this area has focused on supervised learning approaches, while fewer studies have explored unsupervised
models. Additionally, many of these methods rely on a single machine learning model to build a special-
ized framework for detection. In contrast, this paper aims to tackle the challenge of fake news detection by
evaluating multiple models to identify the one that offers the best balance of speed and accuracy.

4. SPEADING FAKE NEWS

Fake news is disseminated through social and mainstream electronic media in various forms, including
comments, political agendas, news articles, rumors, and satire. It is widely used to spread misleading informa-
tion, false persuasion, and confusion, posing a significant threat to public trust in online activities such as social
interactions, e-commerce, and media consumption [19]. The challenge of detecting and mitigating fake news is
complex due to its dynamic and heterogeneous nature. Researchers in natural language processing (NLP) have
developed numerous solutions to address this issue [20]]. The key challenges faced by academic researchers in
this field include the diversity, speed, quantity, and persistence of fake news, as illustrated in Figure 2]

Fake news often starts as disinformation, which is deliberately fabricated for a specific purpose, and
later spreads as misinformation, when people unknowingly share incorrect information. The primary motiva-
tions behind the creation of fake news include:

— Misinterpretation or distortion of true news

Profit generation through clicks or website traffic

Promotion of individuals, political parties, or specific viewpoints
— Misunderstandings from jokes or parody content being taken seriously

Due to confirmation bias, people are more likely to accept information as true if it aligns with their existing
beliefs [21]. Even those who do not typically believe in such content may be influenced by its shocking nature,
leading them to share it.
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Figure 2. Core research areas in fake news studies

5.  DATA PROFILING AND FAKE NEWS

The core business of many technology companies involves creating identity systems based on data
collection and profiling [22]. This has significant implications for news organizations, which often struggle to
deliver content effectively on platforms like Facebook and Twitter [23]]. These technology platforms have the
power to shape audiences and influence their demands, holding much of the data necessary to fully understand
how information reaches its intended audience. This situation creates modern data blind spots and contributes
to a growing mistrust between news organizations and the public. Without accurate and comprehensive com-
munication of vital facts, the reality of information can become distorted.

Data profiling is crucial in understanding the value of information and identifying tools that can detect
fake news on social media [24]. It supports the development of systems that automatically detect misinforma-
tion in news. Metadata features such as account names, images, followers, number of likes, tags, and release
dates can provide signals that indicate suspicious activities and help identify fake news.

The internet hosts data in various formats, including text, images, video, and audio. Detecting and
classifying unstructured news published online can be challenging, often requiring human expertise. However,
computational techniques, including data profiling, can be employed to detect anomalies that differentiate
deceptive text articles from fact-based ones. Additionally, data profiling can be used to analyze the spread of
fake news compared to real news, providing insights into how the dissemination of false information on the
internet differs from that of accurate reporting.

6. MACHINE LEARNING AND FAKE NEWS

Al, machine learning, and data science are valuable tools for addressing interdisciplinary problems,
including the challenge of fake news [25]. These fields are often distributed across multiple sub-disciplines
within the data analysis community. The spread of fake news has led to widespread distrust in media, politics,
and established institutions globally. While emerging technologies like Al have the potential to exacerbate the
problem, they can also be harnessed to combat misinformation. For example, deepfake technology, which uses
Al to manipulate audio, images, and videos, can cause individuals to appear to say or do things they never
actually did [26]. This innovation could usher in a new wave of misinformation, easily distributed via social
media.

The creation and dissemination of false information are often driven by economic and ideological
motives [27]. Unfortunately, efforts to combat fake news are unlikely to deter those with vested interests from
developing new methods to spread misinformation [28]. Research in this area often focuses on understanding
why people are susceptible to false information, as these vulnerabilities are frequently exploited by those who
create and spread fake news.

Identifying fake news requires a deep understanding of the issue, which is challenging because many
people tend to believe misinformation without verifying it, simply because they are not aware of the full context.
Numerous studies have focused on identifying and categorizing fake news on social media platforms such as
Facebook and Twitter. Fake news is conceptually classified into various forms, and this classification is then
used to develop machine learning models that can generalize across different domains.
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Machine learning offers a powerful and automated way to detect fake news. When fake news is
posted, a machine learning system can analyze the content and determine its authenticity. Researchers are
actively working on developing the most effective machine learning classifiers to identify fake news. The
accuracy of these classifiers is crucial; if a classifier fails to correctly identify false news, it could have harmful
consequences for many individuals. The accuracy of a classifier depends on the quality of its training. A well-
trained model can achieve higher accuracy in detecting fake news, and various machine learning classifiers can
be employed for this purpose.

7. EXPERIMENTAL EVALUATION

In our study, we utilized the ISOT Fake News Dataset, which was sourced from Kaggle. This dataset
is widely used for fake news detection research and contains a comprehensive collection of real and fake news
articles. The ISOT Fake News Dataset, created by the Information Security and Object Technology (ISOT)
research group at the University of Victoria, is widely used for fake news detection tasks [29]. The dataset is
structured into two categories: real news and fake news. The following are the key statistics:

a) Total number of articles: the dataset contains a total of 44,898 articles.
b) Real news: 21,417 real news articles were collected from credible news sources such as Reuters.
c) Fake news: 23,481 fake news articles were gathered from unreliable websites flagged by Politifact and
Wikipedia.
d) Time period: the dataset covers articles published mainly in 2016 and 2017, particularly during signifi-
cant political events.
e) Data format: the dataset is provided in CSV format with the following columns:
— Title: the title or headline of the article.
— Text: the full text or body content of the article.
— Label: a binary label indicating whether the article is real (1) or fake (0).

This dataset is frequently used for training and evaluating machine learning models to detect fake
news [30]. Common metrics for evaluation include accuracy, precision, recall, and F1-score. From this dataset,
we obtained a file containing the title, content, creation date, and the truth label (real or fake) for each article.
Using this data, we processed all inputs according to the workflow shown in Figure 3]

Figure 3. Data cleaning process: steps involved in preparing text data for analysis

The methodology begins with preprocessing the collected data, where all non-essential elements like
links, emojis, numbers, and special characters are removed. The remaining text is then standardized to consist
only of the alphabet. Following this, we tokenize the text into individual words and remove common stopwords
that do not contribute meaningfully to fake news detection. Advanced techniques like stemming and lemmati-
zation are applied to group words by their root forms. For example, “boating” and “’boats” are reduced to their
base form ”boat.” We also remove numbers and links (both HTTP and HTTPS).

Next, we tokenize each text by converting it into tokens. For example, the sentence “The earth is
round” would be tokenized into the,” “earth,” ”’is,” and “round.” However, common words like ’the” and
”is” do not significantly contribute to the understanding of the sentence’s meaning. To reduce unnecessary
complexity, we remove stopwords—words like “the” and “’is”—Ileaving us with meaningful tokens such as
“earth” and “round.”
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We also apply stemming, which involves reducing words to their root form. For instance, a search for
“boat” will also return results for boats,” “boating,” and “boater,” as they all share the root ”boat.” In contrast,
lemmatization takes into account the broader vocabulary of the language, converting words like “was” to ’be”
and “mice” to "mouse.”

After stopword removal and stemming, we proceed with vectorizing the text using term frequency-
inverse document frequency (TF-IDF). The TF-IDF method assigns a weight to each word in the document
based on how frequently it appears within the document term frequency (TF) and how rare the word is across
the entire corpus inverse document frequency (IDF). This approach helps emphasize words that are important
to a particular document but not common across many documents. The result is a numerical representation of
the text, which can then be fed into machine learning algorithms for classification. For example, in the sentence
“earth is round,” after stopword removal and stemming, the important word earth” would have a higher TF-
IDF score if it appears infrequently in the dataset, making it a strong feature for distinguishing fake news from
real news.

After cleaning the dataset, we moved on to applying machine learning models to the processed data.
The input to our models consists of the extracted word features from the news articles, with the output being
the news validity (fake or real). We implemented various machine learning algorithms using Python and ran
them on the same machine, producing the results shown in Table[I]

Table 1. Model comparison for fake news detection

Model Accuracy (%)  Recall (%) Fl-score (%) Duration (s)
Linear SVC 99.43 99.40 99.42 21.2639
Logistic regression 98.89 98.85 98.87 38.6611
Multinomial naive Bayes 93.66 93.50 93.58 22.0979
Bernoulli naive Bayes 95.84 95.70 95.77 22.7570
Gradient boost 99.61 99.60 99.60 159.8904
XGBoost 99.59 99.55 99.57 64.7849
Decision tree 99.55 99.50 99.52 41.5180
K nearest neighbour 90.43 90.00 90.21 101.2192
Aggressive classifier 99.38 99.30 99.34 20.4679

The results show that gradient boosting achieved the highest accuracy and F1-score, making it the
top-performing model in terms of precision. However, when considering execution time, XGBoost emerges as
a more practical choice, providing nearly the same accuracy but with significantly reduced processing time, as
shown in Figure @]and Table[I} This trade-off between speed and accuracy is critical for applications requiring
real-time analysis. Additionally, the Linear SVC model, though slightly less accurate, offers the fastest exe-
cution, which can be beneficial in resource-constrained environments. The main challenges encountered were
optimizing these models for both speed and accuracy, particularly when working with large datasets.

Model Comparison: Accuracy vs Duration
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Figure 4. Comparison of machine learning models: accuracy vs. execution time for fake news detection
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We cannot definitively say that gradient boosting is optimal model, as other models achieved similar
accuracy with shorter execution times. It’s also worth noting that execution time might not be the best metric
for model comparison, given differences in system architectures. Performance can be improved by using GPUs
or adding more cores to the CPU, potentially reducing execution time and further optimizing the models.

8. CONCLUSION

This research primarily focused on addressing the four fundamental challenges associated with big
data: data collection, storage, analysis, and prediction. In the context of processing text data, we implemented
various machine learning models to detect fake news on social media platforms. Through a comparative anal-
ysis of several models, we determined which model best met our requirements based on accuracy and perfor-
mance. Our findings indicate that the gradient boosting model is the most effective, achieving an accuracy of
99.61% in predicting fake news. Additionally, the XGBoost model also demonstrated high performance, with
an accuracy of 99.59%. XGBoost provided a strong balance between accuracy and execution time, making it
an excellent choice for applications where both precision and speed are critical. The consistent performance of
both models highlights their robustness in handling complex data and delivering reliable predictions. This study
is limited by its focus on text-based fake news detection, which does not account for the multimedia elements
often involved in misinformation, such as images or videos. Additionally, the dataset used, while comprehen-
sive, is constrained to specific time periods and domains. Future research should explore integrating image and
video analysis into fake news detection systems to improve accuracy further. Moreover, expanding the scope
to real-time detection could provide more dynamic and responsive solutions for combating misinformation on
social media platforms.
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