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In the evolving landscape of cybersecurity, phishing websites continue to be
a persistent threat, challenging detection methods due to the significant class
imbalance between phishing and legitimate websites. This study evaluates
the effectiveness of two advanced hybrid-resampling techniques
SMOTETomek and SMOTEENN integrated with the extreme gradient
boosting (XGBoost) classifier to enhance phishing website detection.
SMOTETomek combines the synthetic minority over-sampling technique
(SMOTE) with Tomek links, creating synthetic examples and eliminating
overlapping instances to address dataset imbalance. SMOTEENN, on the
other hand, merges SMOTE with edited nearest neighbors (ENN) to improve
class balance through synthetic sample generation and noise reduction. The
comparative analysis reveals that both methods significantly enhance
classification performance, SMOTETomek-XGB consistently outperforms
SMOTEENN-XGB across key evaluation metrics, including accuracy, F1-
score, recall, and receiver operating characteristic - area under the curve
(ROC-AUC), underscoring its superior effectiveness in distinguishing
phishing sites from legitimate ones. This study offers practical insights into
the application of advanced resampling methods for improving machine
learning model performance in cybersecurity.
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1. INTRODUCTION

Phishing attacks pose a significant and growing threat in cybersecurity, with cybercriminals
employing increasingly sophisticated tactics to deceive individuals into revealing sensitive information.
These phishing websites mimic legitimate online platforms, putting both individuals and organizations at risk
by tricking users into divulging personal details or credentials [1]. Detecting these fraudulent websites is
crucial for cybersecurity experts, yet traditional detection methods often fall short due to the pronounced
class imbalance in phishing datasets [2].

This imbalance arises because phishing websites are much less common than legitimate ones,
leading to a skewed class distribution that hampers the effectiveness of classification algorithms [3]. Standard
machine learning classifiers tend to be biased toward the majority class, often resulting in poor detection of
phishing websites [2]. This issue highlights the urgent need for advanced techniques that can address this
imbalance and improve detection accuracy.
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To tackle these challenges, researchers have developed various resampling techniques aimed at
adjusting class distribution and enhancing model performance. Among these, two notable hybrid-resampling
methods are SMOTETomek and SMOTEENN, both of which have shown promise in balancing class
distributions and improving classification results across different applications [4]. SMOTETomek combines
the synthetic minority over-sampling technique (SMOTE) with Tomek links. SMOTE generates synthetic
samples for the minority class to address imbalance, while Tomek links remove ambiguous instances near
class boundaries, refining the separation between classes [5]. This dual approach not only strengthens the
minority class representation but also refines the dataset, potentially enhancing classifier performance.

Conversely, SMOTEENN integrates SMOTE with edited nearest neighbors (ENN). While SMOTE
generates synthetic instances of the minority class, ENN reduces noise by removing instances misclassified
by their nearest neighbors [5]. This method seeks to balance oversampling with data cleaning, offering an
effective strategy for dealing with imbalanced data.

Despite the potential of these techniques, their effectiveness in detecting phishing websites remains
unclear. Comparing different under- and oversampling methods can provide practical insights for data
scientists and cybersecurity experts, bridging the gap between theoretical research and real-world
applications. This study addresses this gap by conducting a comprehensive comparative analysis of
SMOTETomek-XGB and SMOTEENN-XGB for detecting phishing websites. Extreme gradient boosting
(XGBoost) was selected, a leading gradient boosting algorithm, for its proven ability to handle imbalanced
datasets and its exceptional performance across various machine-learning tasks [6]. By comparing the
performance of SMOTETomek and SMOTEENN with XGBoost, this research aims to identify the most
effective resampling technique for phishing detection and provide actionable insights for future applications
in cybersecurity.

The rest of this paper is organized as follows. Section 2 reviews existing literature on phishing
website detection and resampling techniques. Section 3 details the methodologies used, including
explanations of SMOTETomek, SMOTEENN, the XGBoost classifier, and experimental design. Section 4
presents the proposed framework, including class imbalance handling and the evaluation metrics used to
assess model performance. Section 5 presents the results of comparative analysis, highlighting performance
metrics for both SMOTETomek-XGB and SMOTEENN-XGB. Finally, section 6 discusses the implications
of these findings for phishing website detection and concludes with recommendations for future research.

2. LITERATURE REVIEW
2.1. Phishing website detection

Phishing attacks are a significant threat in cybersecurity, exploiting users’ trust by tricking them
into revealing sensitive information on fraudulent websites designed to mimic legitimate ones. Detecting
these deceptive sites is challenging due to the advanced techniques employed by attackers and the inherent
class imbalance in phishing datasets. Traditionally, phishing detection relied on rule-based methods,
which identified known phishing tactics or specific features like domain name discrepancies and visual
similarities. However, as attackers have refined their strategies, these static rule-based approaches have
become less effective [7].

In response to these evolving threats, recent efforts have shifted towards machine learning-based
methods for phishing detection. Decision tree (DT), logistic regression (LR), k-nearest neighbors (KNN),
random forest (RF), support vector machine (SVM), naive Bayes (NB), and gradient boosting are all
examples of algorithms. have been employed to classify websites as phishing or legitimate based on various
features [8]. Despite the advancements in these methods, the issue of class imbalance remains a critical
challenge. Phishing websites generally represent only a small fraction of the data, causing classifiers to
perform poorly on these infrequent instances [9].

2.2. Resampling techniques for imbalanced data

To address the challenge of class imbalance, several resampling techniques have been developed.
Among these, SMOTE [10] combined with Tomek links [11], known as SMOTETomek [12], and SMOTE
paired with ENN [5], forming SMOTEENN [13], are particularly noteworthy. Chawla et al. [10] came up
with SMOTE, which makes fake samples for the minority class by filling in the gaps between real examples.
This approach increases the representation of the minority class and addresses class imbalance. However,
while SMOTE effectively boosts minority class instances, it can also introduce noise and overlap between
classes, which may affect classifier performance.

Tomek links, proposed by Tomek [11], helps clean the dataset by removing ambiguous instances
near the decision boundary. When combined with SMOTE, the SMOTETomek technique [12] not only
augments the minority class but also refines the decision boundary by eliminating these ambiguous instances,
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resulting in clearer class separation. On the other hand, SMOTEENN [13] combines SMOTE with ENN [5],
a technique that reduces noise by removing instances misclassified by their nearest neighbors [14]. This
hybrid approach balances the dataset while also cleaning it, which can enhance the performance of
classification models.

Both SMOTEENN and SMOTETomek have been widely used to fix class imbalances in many
fields, showing that they work well to improve model performance. In medicine, SMOTEENN has been
widely used for early detection tasks, like predicting when septic shock will start, diagnosing missed
abortion, and predicting chronic conditions like Parkinson's disease and chronic heart failure. This has led to
better diagnostic accuracy [15], [16]. In the financial sector, SMOTEENN has also been successfully used to
predict fraud with better results [17], [18]. These studies together show that the technique can balance
datasets and make predictive models more reliable.

In addition, SMOTETomek has been extensively implemented in several fields, were imbalanced
data poses challenges to model accuracy. For instance, in medicine, SMOTETomek has been used to develop
predictive models for illnesses like diabetes and high blood pressure, as well as in cancer studies to predict
the development of prostate and cervical cancer cases based on imbalanced data sets [19], [20]. Similarly, in
computer science, SMOTETomek has proved to be useful in recommender systems and software bug
prediction, as well as in handling highly unbalanced data sets in personality recognition [12]. These examples
illustrate the considerable advantages that can be obtained from using the SMOTETomek algorithm, which is
why this technique may be considered useful for dealing with the problem of class imbalances in numerous
cases. In conclusion, although machine learning algorithms can provide more sophisticated methods of
phishing detection, the problem of class imbalances requires special attention and resampling.

3. METHOD

This section presents the research methodology for improving phishing website detection by
integrating advanced resampling techniques with the XGBoost algorithm. Specifically, we describe the dataset
used in our experiments and detail the preprocessing steps applied to address class imbalance through hybrid
resampling methods such as SMOTETomek and SMOTEENN. Furthermore, we outline the experimental
framework designed to compare the performance of SMOTETomek-XGB and SMOTEENN-XGB, including
evaluation metrics and validation procedures to ensure a robust and reliable analysis.

3.1. Dataset description

This study used a publicly available benchmark phishing website dataset from the UCI Machine
Learning Repository [21]. The dataset comprises 11,055 samples with 31 attributes, including 30 features and
one class label. The class imbalance ratio is calculated using (1).

Size of Majority Class

Imbalance Ratio = )

Size of Minority Class

The dataset categorized into two classes: “phishing website” and “legitimate website.” Specifically,
there are 6,157 instances of phishing websites and 4,898 instances of legitimate websites. Specifically, there
are 6,157 instances of phishing websites and 4,898 instances of legitimate websites. The imbalance ratio,
calculated as the ratio of the number of legitimate websites to phishing websites, is 1.2570.

The selected dataset introduced several innovative features, including the experimental introduction
of novel rules for specific well-established parameters [21]. A total of 30 parameters were considered in this
analysis, which are listed in Table 1. The descriptive statistics summarized above such as count, mean,
standard deviation, minimum, and maximum offer crucial insights into the central tendency, dispersion, and
overall distribution of each attribute within the dataset. This analysis provides an in-depth understanding of the
dataset's characteristics, which is essential for developing robust models and drawing reliable conclusions.

3.2. Advanced data-balancing techniques for phishing website detection

This study explored two advanced data-balancing techniques to address class imbalance in phishing
website detection. The techniques used are i) SMOTEENN hybrid sampling method [13] and
i) SMOTETomek hybrid sampling method [12]. These techniques are designed to enhance the performance
of machine learning models by creating a more balanced dataset, which is crucial for improving
classification accuracy.

3.2.1. SMOTEENN hybrid sampling
SMOTEENN hybrid sampling [13] is a technique that combines two methods SMOTE [10] and
ENN [5] under-sampling to tackle class imbalance effectively. SMOTE synthesizes minority examples by
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choosing one minority example and creating more examples on the line joining it to its k-nearest minority
examples. Although this technique makes sure there is a balance in the dataset by adding examples of the
minority class, SMOTE might consider that any point joining any two examples of the minority class is also
an example of the minority class.

To address this, ENN steps in to clean the dataset. It evaluates each sample based on its nearest
neighbors and removes samples that are out of place, meaning those whose class labels don't match the
majority class labels of their neighbors. This process helps to eliminate noise, especially when new synthetic
samples from SMOTE might overlap with the majority class space as shown in Figure 1. By first applying
SMOTE to balance the dataset and then using ENN to clean it up, SMOTEENN ensures that the dataset is
well-balanced and minimizes the risk of introducing noise.

Table 1. Phishing website data attributes

Category Data attributes Mean Std Count Min 25% 50% 75% Max
URL-based URL_Length -0.633198  0.766095 11055 -1.0 -1.0 -1.0 -1.0 1.0
URL-based having_IP_Address 0313795  0.949534 11055 -1.0 -1.0 1.0 1.0 1.0
URL-based Shortening_Service 0.738761  0.673998 11055 -1.0 1.0 1.0 1.0 1.0
URL-based having_At_Symbol 0.700588  0.713598 11055 -1.0 1.0 1.0 1.0 1.0
URL-based double_slash_redirecting 0.741474  0.671011 11055 -1.0 1.0 1.0 1.0 1.0
URL-based Prefix_Suffix -0.734962  0.678139 11055 -1.0 -1.0 -1.0 -1.0 1.0

Domain-based Domain_registration_length  -0.336771 0.941629 11055 -1.0 -10 -1.0 1.0 1.0
Domain-based age of domain 0.061239  0.998168 11055 -1.0 -1.0 1.0 1.0 1.0
Domain-based DNSRecord 0.287291  0.827733 11055 -1.0 -1.0 1.0 1.0 1.0
Domain-based Page_Rank -0.483673 0.875289 11055 -1.0 -1.0 -1.0 1.0 1.0
Domain-based Google Index 0.721574  0.692369 11055 -1.0 1.0 1.0 1.0 1.0
Content-based SSLfinal_State 0250927 0.911892 11055 -1.0 -1.0 1.0 1.0 1.0
Content-based Favicon 0.628584  0.777777 11055 -1.0 1.0 1.0 1.0 1.0
Content-based Request URL 0.186793  0.982444 11055 -1.0 -1.0 1.0 1.0 1.0
Content-based URL_of Anchor -0.076526  0.715138 11055 -1.0 -1.0 00 00 1.0
Content-based Links_in_tags -0.118137 0.763973 11055 -1.0 -1.0 0.0 0.0 1.0
Content-based SFH -0.595749  0.759143 11055 -1.0 -1.0 -1.0 -1.0 1.0
Content-based Submitting_to_email 0.635640  0.772021 11055 -1.0 1.0 1.0 1.0 1.0
Content-based Abnormal_URL 0.705292  0.708949 11055 -1.0 1.0 1.0 1.0 1.0
Behavioral Redirect 0.115694 0.319872 11055 0.0 00 0.0 00 1.0
Behavioral on_mouseover 0.762099  0.647490 11055 -1.0 1.0 1.0 1.0 1.0
Behavioral RightClick 0913885 0.405991 11055 -1.0 1.0 1.0 1.0 1.0
Behavioral popUpWindow 0.613388 0.789818 11055 -1.0 1.0 1.0 1.0 1.0
Behavioral Iframe 0.816915 0.576784 11055 -1.0 1.0 1.0 1.0 1.0
Traffic & popularity web_traffic 0287291  0.827733 11055 -1.0 0.0 1.0 1.0 1.0
Traffic & popularity ~ Links_pointing_to_page 0.344007 0.569944 11055 -1.0 00 00 1.0 1.0
Traffic & popularity Statistical_report 0.719584  0.694437 11055 -1.0 1.0 1.0 1.0 1.0
Traffic & popularity HTTPS_token 0.675079  0.737779 11055 -1.0 1.0 1.0 1.0 1.0
Traffic & popularity port 0.728268 0.685324 11055 -1.0 1.0 1.0 1.0 1.0
4
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Figure 1. Schematic diagram of the SMOTEENN method
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Table 2 outlines the parameters used in the SMOTEENN hybrid sampling method. The
"sampling_strategy" is set to "auto", ensuring that the minority class is adequately resampled to achieve
dataset balance. A "random state" of 42 is used to maintain reproducibility by controlling the random
number generation process. The "smote" parameter corresponds to the SMOTE object, configured with
5 nearest neighbors "k neighbors =5" to guide the creation of synthetic samples for the minority class. The
"enn" parameter relates to the ENN method, which is set to evaluate 1 nearest neighbor "n_neighbors =1" and
apply the 'mode' selection strategy "kind sel = "mode" to efficiently eliminate noisy instances. The "n_jobs"
parameter is specified as "None", indicating the use of a single CPU core, though this can be adjusted based
on the computational resources available (Table 2).

Table 2. SMOTEENN parameters

Parameter Value Description
sampling_strategy  'auto’ Resample the minority class to balance the dataset.
random_state 42 Seed used by the random number generator for
reproducibility.
smote SMOTE object (k_neighbors =5) SMOTE object with specified parameters.
enn ENN object (n_neighbors =1, kind_sel ='mode')  ENN object with specified parameters.
n_jobs None Number of CPU cores used during processing

(None means using one core).

3.2.2. SMOTETomek hybrid sampling

SMOTETomek hybrid sampling is a technique that combines SMOTE and Tomek links to tackle
class imbalance and boost classification performance. Here’s how it works Tomek links is an under-sampling
method that finds and removes pairs of samples that are close to each other but belong to different classes.
This helps clean up the area between classes, reducing overlap and noise.

SMOTE, on the other hand, helps by creating artificial data points for the minority class. The
technique involves choosing a minority class point and forming new points along the line segment joining
that point to its neighboring points. This helps create a balanced data set and ensures proper distribution,
which is extremely important in boosting machine learning model performance.

After applying SMOTE to increase the number of minority class samples, Tomek links further
refines the dataset by removing the problematic pairs identified earlier. This step helps clear up any
remaining noise and sharpens the decision boundary between classes as shown in Figure 2. By combining
these techniques, SMOTETomek hybrid sampling effectively addresses class imbalance, reduces noise, and
refines decision boundaries, significantly enhancing the performance of machine learning models, such as
those used for detecting phishing websites.
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Figure 2. Schematic diagram of the SMOTE-Tomek method

The key difference between Tables 2 and 3 lies in the substitution of the ENN method with the
Tomek links method. While the core parameters such as "sampling_strategy", "random_state", and "smote"
remain consistent across both approaches, the introduction of the "tomek" parameter in Table 3 marks a key
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adjustment. This parameter leverages Tomek links to identify and eliminate pairs of samples that are nearest
neighbors but belong to different classes. This refinement process is crucial, as it effectively sharpens class
boundaries, thereby reducing overlap and enhancing the overall precision of the classifier. By incorporating
Tomek links, the SMOTETomek method offers a more refined approach to addressing class imbalance. The
hyperparameters used for configuring the XGBoost classifier within the SMOTETomek and SMOTEENN
frameworks are outlined. These settings were carefully chosen to balance model complexity, training
efficiency, and predictive accuracy.

Table 3. SMOTETomek parameters

Parameter Value Description
sampling_strategy  'auto’' Resample the minority class to balance the dataset.
random state 42 Seed used by the random number generator for reproducibility.
smote SMOTE object (k_neighbors =5) ~ SMOTE object with specified parameters.
tomek Tomek links object Tomek Links method to identify and remove sample pairs that
are nearest neighbors but belong to different classes.
n_jobs None Number of CPU cores used during processing (None means

using one core).

3.2.3. XGBoost classifier

The XGBoost classifier was chosen for this study due to its exceptional performance and
appropriateness for the task. XGBoost is particularly effective in managing complex and non-linear data
through its gradient boosting framework, which builds an ensemble of trees to enhance model accuracy [22].
This characteristic is especially beneficial for phishing website detection, where the challenge of
distinguishing between the minority class (phishing sites) and the majority class (legitimate sites) is
exacerbated by class imbalance [23]. XGBoost's built-in class weight adjustment mechanisms are designed to
address these imbalances, thereby improving the classifier’s ability to identify phishing sites accurately.
Furthermore, XGBoost provides extensive hyperparameter tuning options, such as adjustments to the
learning rate and tree depth, which facilitate optimization for specific datasets [24]. Its efficiency is also
enhanced by parallelization and regularization techniques, which contribute to faster processing and greater
model robustness [25]. These features, together with robust community support and comprehensive
documentation, make XGBoost a highly suitable choice for enhancing phishing website detection.

Careful tuning of these hyperparameters is essential for maximizing the classifier’s performance in
both frameworks, ensuring that the dataset remains well-balanced and of high quality as shown in Table 4.
By carefully tuning these hyperparameters, we make the most of the SMOTETomek method for data
resampling and the powerful capabilities of the XGBoost algorithm to accurately detect phishing domains,
even when dealing with significant class imbalances in the dataset. In summary, the selected hyperparameters
for both SMOTETomek-XGB and SMOTEENN-XGB are designed to balance model complexity, training
time, and performance. The goal is to develop robust and effective classifiers capable of addressing the
challenges posed by imbalanced datasets.

Table 4. XGBoost classifier parameters

Parameter Value Description

n_estimators 100 The number of boosting rounds. This parameter controls the number of trees in the ensemble.

max_depth 7 The maximum depth of each tree. Deeper trees can model more complex patterns but may lead
to overfitting.

learning_rate 0.6 The step size shrinkage used in each boosting step to prevent overfitting. A higher learning
rate speeds up learning but may require careful tuning.

random_state 42 The seed used by the random number generator for reproducibility. Ensures that the results can
be replicated.

objective 'binary'  Loss function for binary classification tasks.

booster 'gbtree’  Specifies the learner type as 'gbtree', indicating that the model will be an ensemble of DT.

4. PROPOSED FRAMEWORK

This study introduces two advanced approaches designed to address class imbalance in phishing
website detection datasets: SMOTEENN-XGB and SMOTETomek-XGB. Both methods integrate
sophisticated resampling techniques with a powerful classification algorithm to enhance detection performance
as shown in Figure 3. The figure illustrates the overall workflow for addressing class imbalance in a dataset
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and evaluating the XGBoost classifier's performance. It begins with sourcing the dataset from the UCI
database, followed by the identification of imbalanced class distributions. To rectify this, hybrid sampling
techniques such as SMOTEENN and SMOTETomek are applied, resulting in a class-balanced dataset.

= i,

The UCI Imbalance Handling class Class balanced
Database Data imbalance Dataset
Data splitting
I 1 1
—

- -
Training Data Testing Data
80% 20%

&
The model
- i
LLAL]
@ The model Eg’:]
> evaluation he

Legitimate TTTITY

Figure 3. Proposed framework

This dataset is split into training and testing sets, with 80% of the data used for training and 20%
reserved for testing, following widely accepted recommendations in machine learning literature. The training
data, now balanced, is used to train the XGBoost classifier, while the testing data is reserved for model
evaluation. Post-training, the XGBoost model is applied to classify new data into phishing or legitimate
categories. The model's effectiveness is then assessed using metrics such as accuracy, Fl-score, recall,
precision, receiver operating characteristic-area under the curve (ROC-AUC), and geometric mean score
(G-mean), demonstrating the impact of hybrid sampling techniques on improving model performance.

4.1. Comparison of class distributions before and after apply SMOTEENN and SMOTETomek techniques

Table 5 illustrates the class distribution of the original dataset as well as the datasets obtained after
applying the proposed SMOTEENN and SMOTETomek methods. Table 5 presents a comparison of sample
distributions before and after applying two hybrid-sampling techniques: SMOTEENN and SMOTETomek.
The "Original samples" column shows the initial count and percentage distribution of the legitimate and
phishing classes, with legitimate samples at 44.301% and phishing samples at 55.698%. After applying
SMOTEENN, the distribution of legitimate samples increases to 50.736% and phishing samples decrease to
49.263%, resulting in a more balanced dataset. Similarly, applying SMOTETomek results in an equal
distribution of 50.00% for both legitimate and phishing samples, further balancing the dataset. This
comparison highlights how each sampling technique adjusts the class distribution to address class imbalance.

Table 5. The class distribution

Class Legitimate  Phishing
Original samples 4,898 6,157
Distribution (%) 44.301 55.698
SMOTEENN samples 4,926 4,783
Distribution (%) 50.736 49.263
SMOTETomek samples 4,950 4,950
Distribution (%) 50.00 50.00
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4.2. Evaluation metrics

Evaluation metrics play a vital role in assessing the performance of machine learning models. They
provide quantitative measures such as accuracy, precision, recall, Fl1-score, ROC-AUC, and the G-mean,
which are essential for comparing different models. These metrics help researchers determine which
approach is best suited for their specific tasks, ensuring that the chosen model effectively handles the
challenges of the problem at hand.

i)  Accuracy: accuracy measures the overall correctness of a model, calculated as the ratio of correctly
predicted instances to the total instances in the dataset. While it is intuitive and straightforward,
accuracy may not be ideal for imbalanced datasets as it can be misleading when one class dominates, as
defined in (2).

Number of correctly predicted instances

Accuracy = - 2)
Total number of instances

i) Fl-score: the Fl-score is a balanced metric that considers both precision and recall. It is especially
useful for imbalanced datasets, as it calculates the harmonic mean of precision and recall, providing a

single value that balances the trade-off between false positives and false negatives, as shown in (3).

F1 — score = ZXPre‘ci'sioanecall (3)
Precision+Recall
iii) Recall: recall, also known as sensitivity or true positive rate, measures the proportion of actual positive
instances correctly identified by the model. It is crucial when minimizing false negatives is essential,
focusing on correctly identifying as many positive instances as possible, as defined in (4).

True Positives

Recall = 4

True Positives+False Negatives

iv) Precision: precision represents the proportion of true positive predictions among all positive predictions
made by the model. It is vital when the cost of false positives is high, aiming to reduce the number of
incorrectly classified positive instances, as shown in (5).

.. True Positives
Precision = — — (5)
True Positives+False Positives

v) ROC-AUC: the ROC-AUC measures the model's ability to distinguish between classes [26]. It plots the
true positive rate (recall) against the false positive rate, providing a single value that summarizes the
model's performance across all classification thresholds. A higher ROC-AUC indicates better model
performance.

vi) G-mean: the G-mean is a metric that balances the performance of a model across both classes,
especially in imbalanced datasets. It is calculated as the square root of the product of the true positive
rate (recall) and the true negative rate (specificity). G-mean ensures that the model performs well on
both the minority and majority classes, providing a balanced evaluation [27].

In summary, a combination of multiple evaluation metrics provides a comprehensive and reliable
assessment of model performance. Specifically, accuracy measures overall correctness, while the F1-score
balances precision and recall to handle imbalanced datasets effectively. In addition, recall emphasizes
minimizing false negatives, precision focuses on reducing false positives, ROC-AUC evaluates the model’s
ability to distinguish between classes, and the G-mean ensures balanced performance across all classes.

5. RESULTS AND DISCUSSION

This study compares the performance of the XGB model, which doesn't address class imbalance, to
two advanced methods specifically designed to handle this issue in phishing website detection: SMOTEENN
and SMOTETomek. These methods combine sophisticated resampling techniques with the XGB algorithm to
improve detection performance, creating a more balanced class distribution and potentially making the model
more effective. The results obtained from the experimentation using the scikit-learn tool highlight a
comparison between three classifiers XGB, SMOTEENN-XGB, and SMOTETomek-XGB, as shown in
Table 6. Among them, SMOTETomek-XGB marginally outperforms the others in key metrics, particularly in
accuracy (0.978), Fl-score (0.981), recall (0.982), and the G-mean (0.978), positioning it as the most
balanced and effective approach for addressing class imbalance in phishing website detection.

Int J Artif Intell, Vol. 15, No. 3, June 2026: 2935-2945



Int J Artif Intell ISSN: 2252-8938 a 2943

Although XGB does not specifically target class imbalance, it performs remarkably well,
achieving a high ROC-AUC (0.998) and strong overall accuracy (0.977), demonstrating its robustness.
SMOTEENN-XGB excels in precision (0.982), effectively minimizing false positives, but exhibits a minor
trade-off in recall (0.972) and the G-mean (0.975) when compared to SMOTETomek-XGB. This analysis
suggests that while all three methods are highly effective, SMOTETomek-XGB provides the best balance
between sensitivity and specificity, making it the most suitable choice for this application.

Table 6. Evaluation results in (%)

Classifier Accuracy Fl-score Recall Precision ROC-AUC G-mean
XGB 0.977 0.980 0.979 0.980 0.998 0.977
SMOTEENN-XGB 0.974 0.977 0.972 0.982 0.997 0.975
SMOTETomek-XGB 0.978 0.981 0.982 0.979 0.998 0.978

After a thorough examination of our research findings, we will proceed to conduct a comparative
analysis with other relevant studies in the field (Table 7). In comparison to the referenced studies,
our classifiers, particularly SMOTETomek-XGB and XGB, exhibit superior performance, with
SMOTETomek-XGB achieving an accuracy of 97.8% and XGB reaching 97.7%. These results slightly
surpass the best accuracies reported by Alsariera et al. [28] (97.4%) and Alnemari and Alshammari [29]
(97.3%) using advanced ensemble methods and RF. Notably, the models not only match or exceed these
accuracies but also demonstrate excellence in other key metrics, such as Fl-score, recall, precision,
ROC-AUC, and G-mean. This indicates that the hybrid sampling techniques combined with XGB in our
study provide a more balanced and robust approach to phishing website detection compared to the methods
employed in the referenced research.

Table 7. Evaluation of existing phishing domain detection models

Authors Dataset Algorithm Accuracy (%)
Ubing et al. [30] UCI Ensemble bagging, boosting, and stacking 95.4
Alsariera et al. [28] UCI ForestPA-PWDM, Bagged-ForestPA-PWDM, and 96.26, 96.5, and 97.4
Adab-ForestPA-PWDM
Lakshmi et al. [31] UCI DNN + Adam 96.00
Alnemari and Alshammari [29] UCI RF 97.3
Omari [8] UCI Gradient boost 97.2

6. CONCLUSION

This study has underscored the critical importance of addressing class imbalance in phishing website
detection through the application of advanced resampling techniques. By comparing three approaches
XGBoost, SMOTEENN-XGB, and SMOTETomek-XGB this research highlights the effectiveness of
integrating hybrid sampling methods with a robust classifier like XGBoost. The results indicate that while all
methods perform exceptionally well, SMOTETomek-XGB offers the most balanced performance across key
metrics, providing an optimal trade-off between sensitivity and specificity. This makes it particularly
well-suited for phishing detection tasks, where both false positives and false negatives can have significant
consequences. The findings emphasize that careful consideration of class imbalance strategies can
significantly enhance the performance of machine learning models in cybersecurity applications, ultimately
contributing to more reliable and accurate detection systems. Future research could explore the integration of
these techniques with other classifiers or in different domains where class imbalance is prevalent, thereby
broadening the applicability of these findings.
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