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 One of the primary concerns of governments, corporations, and even 

individual users is their level of online protection. This is because a large 

number of attacks target their primary assets. A firewall is a critical tool that 

almost every organization uses to protect its assets. However, firewalls 

become less reliable when they deal with large amounts of data. One method 

for reducing the amount of data and enhancing firewall performance is 

feature selection. The main aim of this study is to enhance the firewall's 

performance by proposing a new feature selection method. The proposed 

feature selection method combines the strengths of Harris Hawks 

optimization (HHO) and whale optimization algorithm (WOA). Experiments 

were performed utilizing the NSL-KDD dataset to measure the effectiveness 

of the proposed method. The experiments employed the decision trees (DTs) 

as a machine classifier. The experimental results show that the achieved 

accuracy is 98.46% when using HHO/WOA for feature selection and DT for 

classification, outperforming the HHO and WOA when used separately for 

feature selection. The study's findings offer insightful information for 

researchers and practitioners looking to improve firewall effectiveness and 

efficiency in defending internet connections against changing threats. 
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1. INTRODUCTION 

Cyberattacks are deliberate attempts to hack or take advantage of computer systems, networks, or 

other technology. The number of cyberattacks is a problem that is continually changing and expanding as 

more companies, organizations, and people rely on digital technologies to store and send sensitive 

information. Cyberattacks spread from one network or system to another [1]–[3]. Several reports indicate 

that, during the past few years, the number of cyberattacks has been continuously rising. For instance, the 

number of phishing websites increased by 350% in 2020 [4], and the number of ransomware attacks 

increased by 400% [5]. 

A firewall is a tool widely used by organizations to protect their assets. Firewalls analyze network 

data in real-time, contrasting it with known patterns of malicious activity and applying algorithms to find 

potential threats. Figure 1 clarifies the role of firewalls. It is crucial to remember that they are not foolproof 

https://creativecommons.org/licenses/by-sa/4.0/
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and can be defeated by cunning attackers [6]–[8]. Therefore, building systems with advanced algorithms is 

crucial to providing comprehensive protection against cyberattacks. 

 

 

 
 

Figure 1. Firewall function 

 

 

Modern firewalls use machine learning (ML) techniques to stop the new types of cyberattacks. By 

incorporating ML into firewalls, security issues can be discovered and avoided with incredible speed and 

accuracy. However, inaccurate data classification is a common problem that firewall-based ML frequently 

faces. Inaccurate data classification happens when a firewall incorrectly labels a regular network activity as 

malicious, wasting resources and causing unwanted alarms [9]–[11]. 

Feature selection is a widely utilized technique in firewall-based ML to reduce the inaccuracy of 

data classification. Selecting the features or variables most likely to distinguish between malicious and 

legitimate data is essential. The ML algorithms can identify network data more accurately by emphasizing 

the most valuable features [12], [13]. Feature selection can be implemented using filter-based and  

wrapper-based techniques. The filter-based techniques select features feature-by-feature, which enforces 

independencies between features. Wrapper-based techniques select features collaboratively, yet they require 

vast amounts of time and resources, as all possible feature combinations should be tested to produce the 

output set [14]–[16]. Accordingly, metaheuristic algorithms ease the computational requirements of  

wrapper-based feature selection. This paper will use the Harris Hawks optimization (HHO) and whale 

optimization algorithm (WOA) metaheuristic algorithms to select features for firewall-based ML. 

Numerous works have been proposed to mitigate emerging cyberattacks. The authors in [17] 

suggested the double-layered hybrid approach (DLHA) to handle the issue of the large difference in the 

patterns of attacks when using network intrusion detection system (NIDS). The first layer of DLHA uses a 

naive Bayes (NB) classifier to detect denial of service (DoS) and probe attacks. The second layer of DLHA 

uses a support vector machine (SVM) classifier to detect remote to local (R2L) and user to root (U2R) 

attacks. The DLHA approach combines the outputs of both layers (NB and SVM layers) to categorize the 

network traffic as normal or anomalous, which enhances accuracy and lessens the false-positive rate. The 

suggested approach achieves an accuracy of 88.97% and a false-positive rate of 0.12% on the widely used 

NSL-KDD dataset. 

According to Mughaid et al. [18], the detection model using ML techniques has been proposed by 

splitting the dataset for the detection model training and results validation. Also, this work aims to capture 

inherent characteristics from email text along with other features. These features are classified as phishing or 

non-phishing involving three different datasets. The evaluation had been conducted based on three supervised 

datasets, then made a comparison between these classifiers. The main finding of this work is the high level of 

accuracy when using phishing email detection. The noticeable results collected from the comparison between 

algorithms are based on the multi-feature of (50), which in turn obtains the highest accuracy. However, while 

using fewer features than 20, the accuracy registered an acceptable value, but this status is not effective 

enough to detect phishing emails. The overall finding of this work is that the best ML algorithm accuracies 

are 0.88%, 0.97%, and 100% consecutively for strengthening the decision tree (DT) on the applied datasets. 

Liu et al. [19] propose a novel approach for detecting network intrusions in imbalanced network 

traffic data, where the number of normal network traffic instances significantly outweighs the number of 

intrusion instances. The suggested difficult set sampling technique (DSSTE) approach uses both ML and 

deep learning to handle this issue. The DSSTE technique lessens the imbalance of the original training set 

and provides targeted data augmentation for the underrepresented class that needs to learn. Therefore, the 

DSSTE technique enables the classifier to perform better during classification and better learn the 
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distinctions during the training stage. The test findings show that the suggested DSSTE technique achieves an 

accuracy of 82.84%, precision 84.64%, and recall 82.78%, in multiclass classification. 

 

 

2. METHOD 

2.1.  NSL-KDD dataset 

NSL-KDD is considered a sufficient dataset that helps security researchers in investigating 

numerous firewalls. It is possible to successfully conduct the experiments and analyze the outcomes using the 

NSL-KDD dataset since it has a sufficient number of records [20]. The NSL-KDD dataset contains 148,517 

samples and 41 features including the label column. There are 38 types of attacks in the NSL-KDD dataset 

groped into four main types: 

‒ DoS attack: The DoS attack aims to make a network or system unavailable by overwhelming it with 

traffic or requests. 

‒ Probe attack: The probe attack involves the attacker attempting to gather information about the target 

network or system. 

‒ Root U2R attack: the U2R attack involves an unauthorized user gaining elevated privileges on a target 

system. 

‒ R2L attacks: The R2L attacks involves an attacker gaining access to a system through a remote 

connection, such as exploiting a vulnerability in a service or application. 

Besides, the NSL-KDD dataset contains a "normal,” type which represents regular network traffic [20]. The 

number of records in the NSL-KDD dataset is broken down by attack type in Table 1. 

 

 

Table 1. Number of records for each attack 
Attack type Number of records 

DoS 53,387 

Probe 14,077 

U2R 119 

R2L 3,880 
Normal 77,055 

 

 

2.2.  Feature selection using Harris Hawks optimization and whale optimization algorithm 

Selecting the most pertinent features or variables from a dataset to include in a model is known as 

feature selection and is a critical step in an ML model. Due to their capacity to scan the whole feature space 

and identify the ideal subset of features, optimization algorithms are frequently utilized in feature selection. 

As mentioned earlier, the HHO and WOA optimization algorithms will be used to select the attack features 

that the firewall can use to detect the attacks. The HHO and WOA have been widely tested in cybersecurity 

and proven robust and efficient. In addition, combining these two algorithms can potentially leverage their 

respective strengths, providing a more robust and effective optimization strategy to select the most relevant 

features to detect the attacks. Furthermore, WOA is renowned for its robust global exploration skills, 

enabling it to quickly navigate the search space and avoid being trapped in local optima. HHO demonstrates 

effective exploration by utilizing many stages of hunting behavior, including exploration, interception, and 

attack [21], [22]. The proposed feature selection in this work proposes combining the features selected by the 

HHO and WOA optimization algorithms into one subset of features. The HHO algorithm identified a subset 

of 13 features, while the WOA algorithm identified a subset of 16 features. The union of these two subsets 

creates a final subset of 25 features. Figure 2 shows the proposed feature selection steps. Table 2 shows the 

created subset of features by each method. 

 

2.3.  Decision tree classifier 

In this work, the DT classifier categorizes network traffic as benign or attack traffic. Based on the 

features of the input data, DT classifier constructs a model of decisions and potential outcomes that 

resembles a tree. Each internal node of the tree represents a decision based on a specific feature, and each 

leaf node represents a class label or a decision outcome. The construction of a DT starts with the entire 

dataset, and at each step, the algorithm selects the feature that provides the most information about the class 

labels. The algorithm splits the dataset based on the selected feature and its possible values and creates a new 

node for each split. The process is repeated recursively until a stopping criterion is met, such as a maximum 

depth of the tree or a minimum number of instances per leaf. Figure 3 clarifies the DT technique.  

The function that will be used with DT in the proposed system to measure the quality of a split is "Gini 

impurity". The Gini impurity is defined as the probability of misclassifying a randomly chosen element in the 

set if it were randomly labeled according to the distribution of labels in the subset [23], [24]. As in (1) is used 
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for calculating Gini impurity. Where J is the number of classes, and p(i) is the proportion of the samples that 

belong to class i. 

 

Gini Impurity =1 − (∑(i = 1 to J)p(i)2) (1) 

 

 

 
 

Figure 2. Feature selection process 

 

 

Table 2. Selected feature by different methods 
Optimizer Selected features (feature#) 

WOA Service, Flag, src_bytes, num_failed_logins, num_root, num_access_files, num_outbound_cmds, is_host_login, 

is_guest_login, srv_count, serror_rate, srv_serror_rate, same_srv_rate 

HHO protocol_type, Flag, src_bytes, dst_bytes, urgent, hot, num_access_files, Count, diff_srv_rate 

HHO & WOA protocol_type, service, Fla, src_bytes, dst_bytes, urgent, hot, num_failed_logins, num_root, num_access_files, 

num_outbound_cmds, is_host_login, is_guest_login, Count, srv_count, serror_rate, srv_serror_rate, same_srv_rate, 
diff_srv_rate, srv_diff_host_rate, dst_host_count, dst_host_srv_count, dst_host_diff_srv_rate, 

dst_host_same_src_port_rate, dst_host_rerror_rate 

 

 

 
 

Figure 3. DT technique scheme 

 

 

2.4.  Attack detection 

This section discusses the steps involved in firewall-based ML detection. Figure 4 shows the attack 

detection steps. First, all the non-numeric data in the NSL-KDD dataset has been transformed into numbers, 
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using the label-encoding method, to ensure that implementing the DT classifier will be error-free [20], [25]. 

Next, the entire NSL-KDD dataset was normalized using the min-max scaler method to ensure all data points 

fall within the same range. Normalization prevents data with larger values from dominating the data with 

small values during the DT classifier implementation [20], [25]. The final step in preparing the data is to 

select the features with the highest impact on detecting attacks. Therefore, only the critical features that 

provide useful information are used for attack detection, improving the DT classifier's accuracy.  

The proposed features selection method is discussed in section 2.2. After preparing the data, the classification 

process starts using the DT classifier. The DT classifier has been trained and tested to measure its 

performance in attack detection. 

 

 

 
 

Figure 4. Attack detection model 

 

 

The DT classifier was implemented using the K-fold cross-validation method. The K-fold method 

divides the available data into K equal-sized folds or subsets, uses K-1 folds for model training, and uses the 

last fold for model testing. Each of the K folds is utilized as validation data exactly once during the K times 

this process is conducted. In order to provide an overall estimate of the model's performance, the results are 

averaged over the K iterations. K-fold cross-validation has the benefit of allowing for a more precise 

estimation of the model's performance and can aid in avoiding overfitting [20], [25]. The performance of the 

DT classifiers has been evaluated using accuracy, recall, precision, and F1-score. 

 

 

3. RESULTS AND DISCUSSION 

The results of the proposed firewall model are computed based on the elements of the confusion 

matrix: true positive (TPo), true negative (TNe), false positive (FPo), and false negative (FNe). Several 

metrics are calculated based on these elements, including accuracy, precision, recall, and F1-score. Accuracy 

evaluates overall correctness but may be misleading with imbalanced data. The accuracy of the proposed 

firewall model is calculated using (2). Precision minimizes false positives, making it ideal for applications 

where false alarms are costly. The precision of the proposed firewall model is calculated using (3). Recall 

reduces false negatives, ensuring important instances are not missed. The recall of the proposed firewall 

model is calculated using (4). F1-score balances precision and recall, making it suitable for imbalanced 

datasets. The F1-score of the proposed firewall model is calculated using (5) [20], [25]. These four metrics 

have been calculated for DT with HHO (DT-HHO) method, DT with WOA (DT-WOA) method, and DT 

with HHO/WOA (DT-HHO/WOA) method that is used with the proposed firewall model. 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
(𝑇𝑃𝑜+𝑇𝑁𝑒)

(𝑇𝑃𝑜+𝑇𝑁𝑒+𝐹𝑃𝑜+𝐹𝑁𝑒)
 (2) 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃𝑜

(𝑇𝑃𝑜+𝐹𝑁)
 (3) 
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𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃𝑜

(𝑇𝑃𝑜+𝐹𝑃𝑜)
 (4) 

 

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 =
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 𝑋 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 (5) 

 

Figure 5 presents the accuracy achieved by the proposed firewall model. The DT-HHO method has 

an accuracy of 97.59%, the DT-WOA method has an accuracy of 97.5%, and the DT-HHO/WOA method has 

an accuracy of 98.46%. The accuracy achieved by the DT-HHO/WOA method outperformed the accuracy 

achieved by the DT-HHO method and by the DT-WOA method by 0.87% and 0.96%, respectively. 

Therefore, the proposed DT-HHO/WOA method improves the firewall's detection attack accuracy. 

 

 

 
 

Figure 5. Accuracy of the proposed firewall model 

 

 

Figure 6 presents the recall achieved by the proposed firewall model. The DT-HHO method has a 

recall of 97.59%, the DT-WOA method has a recall of 97.5%, and the DT-HHO/WOA method has a recall of 

98.46%. The recall achieved by the DT-HHO/WOA method outperformed the recall achieved by the  

DT-HHO method and by the DT-WOA method by 0.87% and 0.96%, respectively. Therefore, the proposed 

DT-HHO/WOA method improves the firewall's detection attack recall. 

 

 

 
 

Figure 6. Recall of the proposed firewall model 
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Figure 7 presents the precision achieved by the proposed firewall model. The DT-HHO method has 

a precision of 97.59%, the DT-WOA method has a precision of 97.5%, and the DT-HHO/WOA method has a 

precision of 98.46%. The precision achieved by the DT-HHO/WOA method outperformed the precision 

achieved by the DT-HHO method and by the DT-WOA method by 0.87% and 0.96%, respectively. 

Therefore, the proposed DT-HHO/WOA method improves the firewall's detection attack precision. 

 

 

 
 

Figure 7. Precision of the proposed firewall model 

 

 

Figure 8 presents the F1-score achieved by the proposed firewall model. The DT-HHO method has 

an F1-score of 97.59%, the DT-WOA method has an F1-score of 97.5%, and the DT-HHO/WOA method has 

an F1-score of 98.46%. The F1-score achieved by the DT-HHO/WOA method outperformed the F1-score 

achieved by the DT-HHO method and by the DT-WOA method by 0.87% and 0.96%, respectively. 

Therefore, the proposed DT-HHO/WOA method improves the firewall's detection attack an F1-score. 

 

 

 
 

Figure 8. F1-score of the proposed firewall model 

 

 

In summary, the superior performance of the proposed model stems from the combined strengths of 

HHO and WOA in feature selection. HHO enhances exploration, while WOA refines local exploitation, 

resulting in an optimized feature subset. This improves the DT classifier’s accuracy, reducing irrelevant 

features and enhancing attack detection. The achieved 98.46% accuracy confirms the effectiveness of this 
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approach over using HHO or WOA separately. Additionally, the method reduces computational complexity, 

enabling faster processing while maintaining high detection accuracy. These results demonstrate the practical 

benefits of the proposed approach in improving firewall efficiency against evolving cyber threats. 

 

 

4. CONCLUSION 

A firewall is one of the key components that protects the internal network from internet attacks. 

Traditional firewalls do not cope with recent attacks that use sophisticated techniques. In this paper, we have 

proposed a firewall that uses ML methods to stop these sophisticated attack techniques. The proposed 

firewall employs the HHO and WOA algorithms for feature selection. The main purpose of HHO and WOA 

is to select only the key features of the traffic that can identify the attacks. The HHO has selected 13 features, 

while the WOA has selected 16 features from 40 features. The common features between the two algorithms 

are 25. Combining the features from the two algorithms has enhanced the firewall performance. For example, 

the accuracy achieved when using HHO is 97.59%, and WOA is 97.5%, while when using the common 

features of the two algorithms, the accuracy reached 98.46%. The archived result proved that the proposed 

ML-based firewall is a promising solution to mitigate the attacks on the internal network. 
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