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 The increasing reliance on cloud computing has raised significant concerns 

about the security of data access control, as traditional models are insufficient 

in managing the dynamic and large-scale nature of cloud environments. This 

review evaluates machine learning (ML)-based approaches to improve cloud 

data security, with a particular focus on advancements in anomaly detection 

and insider threat prevention. Deep learning (DL) models emerge as the most 

dominant, utilized by 47% of the studies due to their superior ability to process 

large datasets and adapt to real-time environments. Random forest models are 

also prominent, being adopted in 20% of the studies for their strong 

performance in anomaly detection and categorization. TensorFlow stands out 

as the most widely used tool, featuring in nearly 37% of the reviewed works, 

while datasets like Amazon Access and computer emergency response team 

(CERT) are employed in 20% and 13% of the research, respectively. Anomaly 

detection and prevention are critical priorities, accounting for 41.2% of the 

research objectives. However, gaps remain, with 21.7% of the studies noting 

adversarial vulnerabilities and 13% identifying limitations in dataset diversity. 

The review recommends further development of ML models to address these 

challenges, expanding dataset diversity, and improving real-time monitoring 

techniques to enhance cloud data security. 
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1. INTRODUCTION 

In the rapidly evolving landscape of cloud computing, securing data access has become a paramount 

concern [1], [2]. As organizations increasingly migrate their operations to cloud environments, the need for 

robust data access control mechanisms is more critical than ever [3], [4]. In cloud computing, data access 

control refers to the processes and technologies used to ensure that only authorized users have access to the 

data stored in the cloud [5], [6]. This includes everything from authenticating users, authorizing them to access 

specific data, monitoring and auditing access to ensure no unauthorized access occurs [7], [8]. It is a technique 

used to regulate user access to data assets in the cloud storage system [9], this is because a single unauthorized 

access to cloud data can make a global headline. 

One prominent and recent example of failed access control in cloud system was the Synnovis attack. 

On June 3, 2024, Synnovis a pathology service provider for multiple National Health Service (NHS) trust in 

United Kingdom (UK) experienced a ransomware attack [10], the Qilin ransom gang locked up the patient data 

stored on the cloud server, offering a severe service disruption. The Health Insurance Portability and 

https://creativecommons.org/licenses/by-sa/4.0/


Int J Artif Intell  ISSN: 2252-8938  

 

Securing cloud data with machine learning: trends, gaps, and … (Blessing Ifeoluwa Omogbehin) 

45 

Accountability Act (HIPAA) journal reported that 1,134 scheduled operations were cancelled, 2,194 

outpatients’ appointments in the first thirteen days were rescheduled and more than 300 million patient 

interaction information were leaked to the dark web, these consist of highly confidential data such as result for 

human immunodeficiency virus (HIV) and cancer, blood group test results and more [11]. NHS England and 

Synnovis captured in their report that the incident cost a financial damage of 32.7 million Euro [10], [12].  

The implications of this attack were substantial, thereby emphasizing the necessity for granular data access 

control mechanisms in cloud-based systems. A significant advancement would arise, exploring research 

involving ML-driven data access control in cloud computing. 

Machine learning (ML) is an area of artificial intelligence (AI) concerned with designing algorithms 

that enable computers to learn autonomously from experience and adapt their behavior accordingly [13], [14]. 

Since ML systems are inherently adaptive, they refine their understanding as new data is introduced [15]. ML 

algorithms are trained on abundant flow of data gathered over time, and they use this data to identify patterns 

and make predictions about new data [16], [17]. In the context of cloud data security and access management, 

ML can be used for real time threat detection [18], pattern recognition, anomaly detection [19], log monitoring 

[20], and behavioral analysis. 

This review provides a comprehensive analysis of the application of ML models in data security and 

access control within cloud computing environments, focusing on challenges, advancements, and future research 

directions. The literature reveals significant gaps, including vulnerability to adversarial attacks, dataset 

limitations, and computational inefficiencies. This review is organized into three main sections: Traditional access 

control mechanisms, ML-based access control models, and performance evaluation metrics. The contributions of 

this review are: i) the study determines gaps associated with current approaches in cloud computing access control 

such as adversarial vulnerabilities, dataset limitations, and computational inefficiencies, and gives future 

directions; ii) the study identified and recommended key ML research datasets and tools, most adopted and ML 

models, key evaluation metrics suitable for cloud data access control; iii) the study reviews, analyses and deduces 

patterns, insights and trends on ML-based access control models used in access control; and iv) the review 

identifies and recommends deep learning (DL) at 47% literature adoption and random forest (RF) at 20% adoption 

as the most suitable ML models for cloud data access control. 

The structure of this article is as follows. Section 1 is the introduction. In section 2, the literature review 

approach methodology is presented. In section 3, we present and comprehensively analyze the traditional cloud 

data access control models. In section 4, we present and perform some analysis on the ML based cloud data access 

control models. Section 4 presents the trends and insights from the review, while section 5 offers conclusions. 
 

 

2. METHOD: REVIEW APPROACH 

The aim of this review paper is to offer a comprehensive understanding of the current research and 

advancements in ML techniques for data access control in cloud computing environments. The review focuses 

on recent publications found in peer-reviewed journals, conference proceedings, and other reputable sources. 

The review process adheres to a systematic approach, involving the following key steps:  

i) Literature searching: utilizing online academic databases such as ScienceDirect, SpringerLink, IEEE 

Xplore, Google Scholar, and Elsevier’s Mobile Edge Computing journal to identify pertinent articles. 

Keywords including “machine learning,” “data access control,” “cloud computing,” and “cloud security,” 

were employed.  

ii) Inclusion criteria: articles specifically addressing the scope from 5 years will be included.  

iii) Exclusion criteria: articles not focused on data access control or cloud computing or machine learning, or 

those unrelated to these terms, were excluded.  

iv) Data extraction: key information was extracted from selected articles, encompassing title, authors and 

publication years, ML models, research objectives, evaluation metrics, model limitations, and datasets 

and tools utilized.  

v) Synthesis: extracted information was organized into a summarized table, followed by the analysis with the 

extraction of trends and patterns concerning the most adopted models, objectives, metrics, tools, and datasets. 
 
 

3. TRADITIONAL CLOUD DATA ACCESS CONTROL MODELS  

Table 1 shows various traditional cloud data access control frameworks, summarizing their research 

objectives, limitations, and the tools/techniques employed from concurrent studies. These frameworks, 

including intrusion detection prevention system (IDPS), asymmetric encryption model (AEM), attribute-based 

access control (ABAC), and hybrid models, aim to enhance data security and prevent unauthorized access. The 

table highlights key issues such as susceptibility to adversarial attacks, implementation challenges, scalability 

concerns, and user experience problems, providing comprehensive insights into the effectiveness and 

drawbacks of each model in different cloud environments. 
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Table 1. Traditional data access control models 
S/N Authors and 

years 

ML access control models ML models research objectives Evaluation metrics and 

performance 

1. Kumar et al. 

[21] 

IDPS Detection of malicious behavior over the 

network, Enhance the confidentiality, 

integrity and availability (CIA).  

- Prone to adversarial attacks. 

- Access denial to legitimate 
users.  

2. Brandão [22] AEM Prevention of unauthorize Access to 

cloud system. 

Prone to adversarial attacks.  

3. Khan [23] ABAC Protection of file upload, file download 

and file deletion.  

Ignores software and network 

security. 

4. He et al. [24] ABAC Prevention of unauthorized access to 
cloud environment.  

- Utilizes single authority 

- Prone to Privilege escalation. 
5. Bhatt and 

Sandhu [25] 

ABAC To secure accesses and data flow 

between various users in the cyber space.  

Neglects real-world 

application/testing 

6. Prantl et al. 
[26] 

ABAC - To provide data confidentiality. 

- To prevent illegal sharing of 
authentication keys. 

- Computationally intensive. 

- Poor user experience. 

7. Kumar and 

Verma [27] 

ABAC - Time bound data access. 

- Biometric defense mechanisms. 

- Poor user experience. 

- Utilizes single authority.  

8. Choudhary and 

Singh [28] 

Hybrid model: query-based 

role and attribute access 
control (QRAAC), Role 

based access control 

(RBAC), task-based access 
control (TBAC) 

Enhance the CIA triad of cloud’s data. - Access denial to legitimate 

users. 

- Privilege escalation. 

9. Dayana and 

Rani [29] 

RBAC - To prevent access policy violation. 

- Prevention of data linkage in cloud 

environments. 

- Lacks protection against 

privilege escalation. 

10. Kumar et al. 

[30] 

Hybrid model: symmetric/ 

asymmetric cryptography 

Prevention of malicious access to 

resources in the cloud environments. 
- Computational limitation 

- Implementation problem due 

to the dynamicity of cloud 

platforms. 

 

 

3.1.  Analysis of traditional cloud computing data access control frameworks  

Figure 1 shows that ABAC is the most utilized model for data access control in cloud computing, 

representing 50% of the usage. The hybrid model follows at 20%, with RBAC, IDPS, and AEM each at 10%. 

ABAC’s dominance is attributed to its scalability, dynamic nature, flexibility in attribute-based access, 

efficiency with attribute-based rules engines, fine-grained control, and robust security incident response 

capabilities. These features make ABAC particularly suited for managing large, dynamic cloud environments. 

 

3.2.  Analysis of traditional tools for cloud computing data access control frameworks  

Figure 2 shows the distribution of tools and techniques used in traditional cloud computing data access 

control frameworks. It indicates that 50% of the literature employs the use of attributes, highlighting their 

importance in cloud security. Cryptography accounts for 20%, while intrusion detection systems (IDS), 

encryption, and purpose-based trust access control (PbTAC) each make up 10%. The dominance of attribute-

based methods underscores their effectiveness in providing fine-grained access control and enhancing security 

in cloud environments. 

 

 

  
  

Figure 1. Analysis of traditional cloud computing data 

access control frameworks 

Figure 2. Analysis of traditional tools for 

cloud computing data access control 

frameworks 
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3.3.  Analysis of framework objectives in traditional cloud computing data access  

Figure 3 shows the research objectives in traditional cloud computing data access control, with 

28.6% focusing on unauthorized access restriction, the most dominant objective. Enhancing the CIA triad is 

the focus of 21.4%, followed by access security and detection of malicious behavior at 14.3% each. 

Prevention of access policy violation, illegal sharing of keys, and provision of biometric defense each 

account for 7.1%. This distribution emphasizes the critical importance of robust access control measures in 

ensuring cloud data security and integrity. 

 

3.4.  Analysis of framework gaps in traditional cloud computing data access control  

Figure 4 shows the research limitations in traditional cloud computing data access control 

frameworks. The most significant limitation is vulnerability to adversarial attacks, affecting 20% of  

the reviewed literature. Computational intensity, poor user experience, and reliance on a single  

authority each account for 13.3%. Other limitations, each at 6.7%, include focus on theoretical  

foundations, privilege escalation, neglect of network/software security, and the potential benefits of 

integrating ML. These limitations highlight the necessity for more robust, efficient, and user-friendly access 

control solutions. 

 

 

  
  

Figure 3. Analysis of framework objectives in 

traditional cloud computing data access 

Figure 4. Analysis of framework gaps in 

traditional cloud computing data access control 

 

 

4. MACHINE LEARNING BASED CLOUD DATA ACCESS CONTROL MODELS 

Table 2 provides a comprehensive overview of various ML models applied to data access control in 

cloud computing environments. It includes current key studies detailing the specific ML algorithms used, such 

as LightGBM, multilayer perceptron (MLP), decision trees (DT), RF, linear regression (LR), deep neural 

networks (DNN), and support vector machines (SVM). The table outlines each study's research objectives, 

evaluation metrics, performance outcomes, and limitations. Additionally, it outlines the datasets and tools 

utilized in these studies, highlighting the advancements and challenges in implementing ML for enhancing data 

access security in cloud systems. This summary aids in understanding the current state and future directions of 

ML-driven cloud security research. The table will be comprehensively analyzed in the subsequent sections 

highlighting trends, patterns and insights. 

The following sections present an in-depth analysis of the literature review in Table 2. This section 

provides detailed discussions of the most implemented ML models used in related works and the reasons behind 

their adoption. It also includes a summary of research objectives, summary of summary of research limitations, 

and the most adopted datasets and tools. 

 

4.1.  Analysis of ML models adopted from literature  

As shown in Figure 5, authors at different years used ML models like DT, DL, RF, LR, and SVM to 

carried out their various research objectives. The chart shows that DL is the most utilized ML model in related 

works, accounting for 47.06%. RF follows at 17.65%, with DT, LR, and SVM each at 11.76%. This indicates 

a strong preference for DL due to it is advanced capabilities in handling complex data. DL is ideal for  

cloud data access control due to it is real-time data processing, flexibility, and ability to learn complex patterns 

[31], [32]. It excels in anomaly detection, security analysis [33], and creating secure encryption algorithms, 

making it crucial for protecting against unauthorized access. 
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Table 2. Data access control models using ML 
S/N Authors and years ML access 

control 

models 

ML models research 

objectives 

Evaluation metrics 

and performance 

ML model 

limitation 

ML models datasets 

and tools 

1 Mehmood  

et al. [34] 

LightGBM 

algorithm 

DT 

Cloud insider/internal 

threat detection  

Accuracy: 97%, 

Precision rate: 97%,  

F1 score: 0.95,  

Recall: 83% 

- Ignores 

behavioral 

biometric attack. 

Datasets: CERT 

datasets.  

Tools: Not 

specified 
2 Kanaker et al. [35] - Multilayer 

perceptron 

algorithm 

DNN 

- Regression 

model 

Prevention and 

detection of malicious 

access to cloud storage 

system  

Recall: (95.9%), 

Accuracy: (95.86%), 

Precision rate: (95.9%), 

F-measure: (0.955), 

ROC: (97.1), false 

positive rate (FPR): 

(29.1%) 

- Accuracy 
compromise. 

- Different 

validation 

accuracy. 

Dataset: 10-fold 

cross-validation 

dataset.  

Tools: Weka. 

3 Khilar et al. [36] DT 
algorithm 

To ensure authorized 
users access trusted 

cloud resources. 

Accuracy: 90.3%, 
Precision: 90%,  

F1-score: 0.90, Time: 

0.35, Recall: 90%,  

Root mean absolute 

error (RMAE): 31.1% 

- Prone to 

overfitting.  

- Computational 
limitation. 

Dataset: Apache 
server log for data. 

Tools: TensorFlow, 

Scikit learn 

4 Akoto and Salman 

[37] 

RF Detection and 

categorization of 
Anomalies in cloud 

systems. 

Accuracy: 99%, 

Precision rate: 93.6%, 
FPR: 1.9%, 

Undetection (UND) 

rate: 0.4% 

- Low backdoor 

attack accuracy. 

- False attack 

detection  

- Limited dataset. 

Dataset: UNSW 

dataset.  
Tools: not 

Specified 

5 Afshar et al. [38] - LR 

algorithm 

- RF 
algorithm 

- To protect resources 

from authorized 
access requests. 

- To detect and prevent 

internal breaches  

Accuracy: 99.62%, 
Total number of  

T-violation: 5 and 2, 

Total number of P-

Violation: 67 and 11 

- Limited external 

threat detection 
which would 

restrict 

comprehensive 

security. 

Dataset: Amazon 
access sample 

dataset. Tools: 

TensorFlow 

6 Nguyen et al. [39] DNN - Accurate detection and 

prevention of multiple 

cloud attacks in real 

time with small 

computation. 

Accuracy: 99.93%, 

True positive rate 

(TPR)/Recall: 99.57%, 

FPR: 0.04, true 
negative rate (TNR): 

99.6% 

- Lacks robust 

adversarial attack 

defenses. 

Dataset: 

CICIDS2017 

dataset. Tools: 

Keras, TensorFlow, 
T-shark. 

7 Liu et al. [40] RF 

algorithm 
- Enhance access 

decision-making. 

- To maintain system 

performance. 

Accuracy: 92.6%, 

TPR/Recall: 91.6%, 

Precision rate: 93.4%, 

F-measure: 0.925  

- Requires more 

trees for accurate 

prediction 

Dataset: Amazon 

access dataset.  

Tools: Python 3.6 

8 Nobi et al. [41] DL Unauthorized 

restriction to data in 

cloud storage 

TPR/Recall:95%,  

F-measure:0.95, 

Precision: 95%,  

FPR: 0.05,  
Accuracy: 95% 

- Adversarial 

attack 

- Bias and human 

errors in training 

data 

Datasets: Amazon 

dataset, synthetic 

TensorFlow, Keras 

9 El-Kassabi et al. 
[42] 

DL Detection of anomalies 
in cloud workflow. 

Accuracy: 96.14%, 
Precision rate: 93%, 

TPR/Recall: 99%,  

F1-score: 0.96 

- Large data 

collection. 

- Complex, 

Challenges. 

Datasets: COVID-
19. Tools: Pytorch 

and Scikit-learn 

10 Alheeti et al. [43] SVM 

algorithm 

Detection and 

prevention of 

malicious access  

Accuracy: 99.92%, 

Precision rate: 96%, 

Recall: 97%,  

F1-score: 0.99 

- Computational 

- Limitation 

Datasets: CIDD 

datasets).  

Tools: Scikit-learn. 

11 Anakath et al. [44] Deep belief 

neural 

network 

Cloud insider/internal 

threat detection 

Accuracy: 99%,  

F-measure: 0.98, 

Precision: 100%, 
Recall: 99% 

- Requires intensive 

computation  

- Time consuming. 

Dataset: Open-

source datasets. 

Tool: TensorFlow 

12 Chehab and 

Mourad [45] 

DL Detection and 

Prevention of 

malicious access  

Accuracy: 90%, 

Precision: 96%,  

Recall: 96%,  

F-measure: 0.96 

- Too complex to 

implement. 

- Model not 

scalable. 

Synthetic dataset. 

TensorFlow, Scikit-

learn 

13 Jiang et al. [46] DL Attack detection, 

classification and 

prevention. 

Accuracy: 99.23%, 

FPR: 9.86,  

Recall/TPR: 99.23% 

- Lacks robust 

adversarial 

defenses. 

- Dataset limitation 

Dataset: KDD99 

dataset, Tools: 

TensorFlow 

14 Ferhi et al. [47] DL Denial of Service 

detection and 

prevention  

Accuracy: 99.90%, 

Precision: 95.6,  

Recall: 99.58,  

F-measure: 97.58 

- Computational 

limitation. 

- High training 

time. 

Dataset: CSE-CIC-

IDS2018 dataset.  

Tools: Scikit-learn 

15 Padmavathi et al. 

[48] 

SVM Malicious insider 

threat detection 

True detection rate 

(TDR): 100%, 
Precision: 100%,  

F-measure: 100%, 

Threshold value: 50% 

- Limited dataset Dataset: CERT 

dataset Tools: 
Python 
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Figure 5. ML models adoption on cloud data access control 

 

 

4.2.  Analysis of ML datasets adopted from literature  

Figure 6 illustrates the most used datasets in related works, with the Amazon access sample dataset 

leading at 20%. This is followed by the CERT dataset at 13.3%, and several datasets like Apache server log 

data, UNSW datasets, 10-fold cross-validation dataset, CICIDS2017, COVID-19, CIDD, open-source datasets, 

synthetic datasets, KDD99, and CSE-CICIDS2018 each used at 6.7%. This distribution indicates a diverse 

usage of datasets in research, with a significant preference for Amazon access sample datasets, followed by 

CERT datasets. Amazon access sample dataset prevailed due to it is comprehensive, representative nature of 

real-world data and relevance to access control rule and policy [19]. It is standardized for easy comparison, 

comes with detailed descriptions, and is publicly and freely available, making it accessible and attractive to 

researchers on a budget. 

 

4.3.  Analysis of ML tools adopted from literature  

Figure 7 illustrates the distribution of ML tools employed in related studies on data access control. 

TensorFlow emerges as the most widely used framework, appearing in 36.84% of the reviewed works. This is 

followed by Scikit-learn at 26.32%, while both Keras and Python are each utilized in 10.53% of the studies. 

PyTorch, T-Shark, and Weka are less frequently adopted, each featuring in 5.26% of the cases. These findings 

underscore TensorFlow’s prominence in this area of research. TensorFlow can develop systems to generate 

security alerts, monitor and adjust access policies, and modify privileges based on behavior [36], [38]. 

Compatible with Google Cloud, AWS, and Azure, it creates efficient models. It identifies and blocks malicious 

activities, processes real-time data, handles large datasets, and categorizes data by sensitivity [41]. 

 

 

  
  

Figure 6. Analysis of ML-based cloud access 

control datasets adopted from literature 

Figure 7. Analysis of ML-based cloud access 

control tools adopted from literature 

 

 

4.4.  Analysis of ML frameworks objectives adopted from literature  

Figure 8 shows the various research objectives adopted in the literature concerning ML frameworks. 

The primary focus is on anomalies detection and prevention (41.2%), indicating a significant emphasis on 

identifying and mitigating unusual behaviors in cloud environments. Unauthorized access restriction and denial 

of service detection and prevention each account for 17.6%, highlighting the importance of safeguarding cloud 

resources from unauthorized access and service disruptions. Cloud insider/internal threat detection, enhancing 

decision-making in granting access, behavioral attack prevention, and performance optimization of cloud access 

control each represent 5.9%. This distribution underscores the diverse challenges in cloud security, with a 

predominant focus on anomaly detection and preventive measures to ensure robust data access control. 
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4.5.  Analysis of ML cloud access control gaps from literature  

Figure 9 shows key research gaps in ML-based cloud access control, with adversarial vulnerabilities 

at 21.7%, complexity at 17.4%, and dataset limitations at 13%. Accuracy compromise, overfitting, and 

computational limitations each account for 8.7%. Challenges in implementation, false attack detection, 

behavioral biometrics attacks, and limited external threat detection each represent 4.3%. The most significant 

gap is adversarial vulnerabilities, due to the increasing sophistication of attacks that can exploit model 

weaknesses and the critical need for robust defenses. 

 

 

  
  

Figure 8. Analysis of ML-based cloud access control 

framework objectives from literature 

Figure 9. Analysis of ML cloud access control 

gaps from literature 

 

 

4.6.  Performances metrics for ML-based cloud data access control frameworks 

Table 3 shows critical performance metrics for ML-based cloud data access control frameworks, 

summarizing their definitions, equations, and referenced authors. Metrics like accuracy, precision, FPR,  

F-measure, recall, TNR, RMAE, false negative rate (FNR), TDR, receiver-operating characteristics (ROC), 

time-violation (T-violation), privacy-violation (P-violation), training time, and threshold value are essential 

for evaluating model effectiveness and reliability. These metrics help analyze and identify patterns, 

providing insights into model performance and data protection, as defined and supported by various studies. 

Performance metrics are measures that are used to evaluate the efficacy of a ML model in making 

predictions [49], [50]. Table 3 illustrates the various metrics used to quantify how effective the different 

models used in related works. 

Figure 10 shows the most adopted ML performance metrics in related works. ML-based cloud data 

access control frameworks, with accuracy being the most utilized at 22%, followed by precision at 20%, recall 

at 18%, and F-measure at 17%. These metrics are critical for evaluating the effectiveness of data access control 

models in cloud computing. Accuracy ensures correct predictions and minimizes miscalculations that could 

lead to data breaches [46], [47], [51]. Precision focuses on the quality of positive predictions, minimizing false 

alarms [44], [45]. Recall captures unauthorized access events efficiently [46], [47], and F-measure balances 

precision and recall, optimizing overall model performance [42], [43]. 

 

 

 
 

Figure 10. Most adopted ML performance metrics 
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Table 3. Performances metrics for ML-based cloud data access control frameworks 
No. Metrics Definition Equation Authors 

1 Accuracy Measures the predictive power of the 
model e.g. ability to predict 

unauthorize access to data in cloud 

storage systems [51]. The best value 
when measured in percentage is 100%. 

𝑇𝑃 + 𝑇𝑁

𝑁
 

[34], [35], [36], 
[37] [38], [39], 

[40], [41] [42], 

[43], [44], [45] 
[46], [47] 

2 Precision Measures the quality of a positive 

prediction made by the model that’s, 
the portion of the data point our model 

says existed in the relevant class that 

are indeed relevant [20]. 

𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

[34], [35], [36], 

[37] [39], [40], 
[41], [42] [43], 

[44], [45], [47] [48] 

3 FPR also known as 

false alarm rate 

(FAR) 

Measures the fraction of negative access 

that are misclassified as positive access 

to data in the cloud storage. This metric 
evaluates the rate at which an access 

control system generates FAR [52]. 

𝐹𝑃

𝐹𝑃 + 𝑇𝑁
 

[35], [37], [39], 

[41] [46], [48] 

4 F-measure Measures the average of precision and 

recall, the best value of F-score is one 

(1) and its worst value is Zero (0). It 

shows the actual performance of a 
model especially in the case of 

imbalance dataset [14]. 

2 × 
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

[34], [35], [36], 

[40] [41], [42], 

[43], [44] [45], [47] 

5 Recall/TPR 

detection rate (DR) 

Measures the fraction of positive access 

that are correctly classified as positive 

access to data in cloud storage [46], [47]. 

𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

[34], [35], [36], [39] 

[40], [41], [42], [43] 

[44], [45], [46], [47] 
6 TNR Measures the fraction of negative 

access (unauthorized access) that are 

correctly classified [15]. 

𝑇𝑁

𝑇𝑁 + 𝐹𝑃
 

[39] 

7 RMAE Ensures that model performance is 

accessed accurately while adhering to 

data privacy and compliance with 
access policy [53]. 

√
1

𝑁
∑ |𝑌𝑡𝑟𝑢𝑒,𝑖 − 𝑌𝑝𝑟𝑒𝑑,𝑖|

𝑁

𝑖−1

 

[36] 

8 FNR undetected 
rate 

Measures the fraction of positive 
access that are misclassified as 

negative access to data in the cloud 

storage [15], [37]. 

𝐹𝑁

𝐹𝑁 + 𝑇𝑃
 

[37] 

9 TDR Measures the proportion of positive 

instances that are not incorrectly 

classified as negative. It is the 
complement of the FNR [17]. 

1- FNR [48] 

10 ROC Measures the trade-off between FPR 

and TPR of the security system [54]. 

No specific formula for calculation. [35] 

11 T-violation Measures the risk of a security system 

being compromised by an attacker 

exploiting a discrepancy in the timing 
of events [55]. 

No specific formula for calculation. [38] 

12 P-violation Measures the action or behavior that 

violates access policy e.g. privacy of a 
user. (whether intentional or 

unintentional) [56]. 

No specific formula for calculation [38] 

13 Training time Measures the amount of time that it 
takes to train a model [57]. 

Depends on: dataset size, model type, 
CPU available, optimization techniques 

[36] 

14 Threshold value Helps determine the cut-off point for 

deciding between granting or denying 
access [58]. 

No specific formula for calculation [48] 

TP=true positive, FN=false negative, N=total numbers of samples, Y_pred=predicted label,  

TN=true negative, FP=false positive, Y_true=true label 

 

 

5. TRENDS, PATTERNS AND INSIGHTS 

This section highlights key trends, patterns, and insights identified from the literature review on data 

access control in cloud computing using ML models. These insights provide a comprehensive understanding of 

the current state of research and the prevailing directions in this field. They are as follows; i) there is a growing 

preference for DL models due to their superior ability to process large datasets and adapt to dynamic cloud 

environments; ii) numerous studies highlight the critical importance of detecting anomalies and insider threats, 

showcasing a proactive approach to enhancing cloud security; iii) the employment of various datasets and tools 

underscores the necessity for comprehensive data to effectively train ML models and demonstrates the versatility 

of tools like TensorFlow, Keras, and Scikit-learn;  and iv) accuracy and precision are prioritized as the most 

essential metrics, indicating the need for reliable and precise models to effectively prevent unauthorized access. 
 



                ISSN: 2252-8938 

Int J Artif Intell, Vol. 15, No. 1, February 2026: 44-55 

52 

6. CONCLUSION 

The literature review on data access control in cloud computing reveals significant trends and insights 

in the application of ML models. DL models, especially neural networks, dominate ML-based frameworks, 

comprising 47.06% of the models used, due to their robust performance in handling large datasets, real-time 

processing, and anomaly detection. The Amazon access sample dataset is the most frequently used, reflecting 

a preference for comprehensive, real-world data. TensorFlow is the leading tool, used in 36.84% of studies, 

highlighting its capability to develop and deploy complex ML models across various cloud platforms. In 

traditional data access control frameworks, ABAC is predominant, representing 50% of usage from 2013 to 

2023, owing to its scalability, flexibility, and fine-grained control. This method effectively manages large, 

dynamic cloud environments by incorporating detailed attribute-based rules and robust incident response 

mechanisms. Attribute-based methods, used in 50% of traditional frameworks, emphasize precise control over 

data access. The primary research objective in traditional frameworks is unauthorized access restriction, 

comprising 28.6% of the objectives, underscoring the need for robust access control measures. Performance 

metrics for ML-based frameworks highlight the critical importance of accuracy, adopted in 22% of studies, 

ensuring precise predictions and minimizing errors. Precision and recall, used in 20% and 18% of studies 

respectively, stress the balance between reducing false positives and comprehensive threat detection. The  

F-measure, adopted in 17% of studies, provides a balanced view of model performance, crucial for optimizing 

security in cloud environments. Research directions include enhancing DL models, defending against 

adversarial attacks, integrating more robust ML with traditional methods, improving datasets, optimizing 

performance, real-time monitoring, ensuring explainability, and scalability. 
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