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 In the current digitalized world, the notion of cybersecurity has become 

crucial in everyday life, and the issue of privacy takes the leading role in the 
technological agenda of the global community. One such social engineering 

attack that is currently prevalent is phishing, which is a common technique 

used by cybercriminals to intercept sensitive data. Despite the presence of 

certain limitations which can restrict its usefulness, machine learning (ML) 
has evolved into an interesting approach to identify phishing attacks. Cloud 

ML is an effective solution that uses cloud computing solutions to create, 

train, and deploy models that provide a faster and more accurate result as 
well as support large datasets. This paper compares the ensemble method of 

Amazon SageMaker’s AutoML tool, AutoGluon, with the linear method of 

SageMaker’s linear learner algorithm for website phishing detection. Key 
factors examined include training techniques, training time, batch transform 

time, endpoint prediction time, and model accuracy. The results demonstrate 

that while AutoGluon outperforms linear learner in terms of accuracy and 

prediction speed, linear learner is faster in training and batch transform 
processes. 
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1. INTRODUCTION 

With privacy as a major issue, cybersecurity is essential in today’s environment [1]. Cybercriminals 

use phishing, a well-known social engineering attack, to obtain personal information [2], as attackers utilize 

e-commerce websites, banks, and credit card companies as their guises to trick people into sending sensitive 

data [3]. Phishing is defined as “a criminal mechanism using both technical subterfuge as well as social 

engineering for stealing personal identity data and financial account credentials of consumers” by  

Anti-Phishing Working Group (APWG), with 1,003,924 phishing attacks reported globally in the first quarter 

of 2025. Numerous techniques were put forth to identify and classify phishing attempts, such as blacklist 

method and heuristic analysis of the source code. Yet, the heuristic approach is difficult to use, classifier 

development takes time, and the blacklist has trouble identifying intermittent phishing sites [4]. Through 

examining website patterns and features, machine learning (ML) is good in identifying phishing attacks and 

helps distinguish between malicious and trustworthy websites. Compared to conventional rule-based 

algorithms, it could detect minor phishing indicators such as suspicious uniform resource locators (URLs) 

and domain age with more accuracy. These methods might be hampered by issues in handling unbalanced 

datasets, adjusting to novel attack strategies, and guaranteeing model generalization across many websites 

[5]. To develop, train, and deploy models for fast, accurate results and managing huge data, cloud ML makes 

https://creativecommons.org/licenses/by-sa/4.0/
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advantage of cloud computing services. This kind of service has numerous benefits including scalability, 

cost-effectiveness, and simplicity of use. It makes use of ensemble as well as linear ML techniques, which 

combine several models to create more reliable prediction model. The diversity of models is leveraged by 

ensemble techniques to improve error reduction as well as generalization over single models [6].  

A cloud ML model called AutoML streamlines the process of choosing, creating, and improving 

ML models automatically, making it easier for non-experts to complete activities, such as feature 

engineering, data preprocessing, hyperparameter tuning, algorithm selection, and model evaluation, which in 

turn cuts down on the amount of time specialists need to construct high-quality models [7]. Amazon created 

the open-source AutoML toolkit AutoGluon, which is built on Python. Automatic feature data type analysis, 

low predictive attribute discarding, handling of missing values, raw data preprocessing, and data separation 

into training and validation sets are all done by it. With the use of repeated k-fold bagging for preventing 

overfitting, it trains a variety of models, including k-nearest neighbors (KNN), extreme gradient boosting 

(XGBoost), random forests (RF), categorical boosting (CatBoost), light gradient boosting machine 

(LightGBM), extremely randomized trees (ExtraTrees), and neural networks [8]. In cloud ML, linear 

techniques depict the relation between input parameters and predicted outputs using a linear function. Those 

methods can handle huge datasets as well as real-time applications with high-dimensional data since they 

presume the target parameter is a linear combination of input features [9]. With the use of a linear function 

for representing input parameters as well as target variables in datasets with linear relations, Amazon Web 

Services (AWS) SageMaker provides linear learner, a supervised ML technique appropriate for classification 

and regression applications [10].  

AutoGluon and SageMaker’s linear learner have been extensively studied in the past for a variety of 

ML applications, including time series forecasting, classification, and regression [11]−[21]. Yet, there is a 

clear lack of research on the application of such methods particularly in online website phishing detection. 

However, the algorithms incorporated within the AutoGluon architecture have been separately investigated 

for website phishing detection, establishing a robust baseline for justifying the current comparison [22]−[29]. 

In this study, AutoGluon is compared with linear learner, emphasizing fundamental elements such as training 

time, training methods, endpoint prediction time, and accuracy. Moreover, a large dataset of 11,430 

preprocessed URL samples maintained on Amazon Simple Storage Service (S3) is used to make the trade-off 

between accuracy and the need for speedy, efficient processing, which allows for the selection of one of such 

models. Amazon CloudWatch is used to follow up the performance, while Amazon SageMaker is used to 

build, train, and deploy the model. The virtual resources required for model development are acquired 

through Amazon Elastic Compute Cloud (EC2) instances. 

 

 

2. METHOD 

This study exhibits a comparison of two AWS SageMaker frameworks designed to detect website 

phishing by employing two dissimilar yet complementary ML concepts within the SageMaker cloud 

platform. The process is comprised of the subsequent stages: in the first stage, the AWS SageMaker settings 

was configured and set according to the requirements of the proposed model, in the second stage, the dataset 

was downloaded from the source, manually configured, and uploaded to the S3 bucket for further processing, 

the third stage involved dataset preprocessing, which was conducted using a SageMaker Python Script 

specifically written for the dataset and integrated in the notebook, the results of this stage was saved into S3. 

In the fourth stage, the training of both AutoGluon and linear learner was conducted on the preprocessed 

training data where AutoGluon was trained using a SageMaker Python Script, called later in the notebook, 

while linear learner was directly integrated into the notebook, the training time was recorded using AWS 

CloudWatch and the results were saved in the S3 bucket, in the fifth stage, an offline batch transform 

prediction was conducted on the training results to measure the accuracy of the models and the time needed 

to obtain the results, the sixth stage included the deployment of the proposed models using two separate 

single-model endpoints to measure the time required for the prediction to be conducted in a real-time 

scenario. The concluding phase involves acquiring the endpoint prediction results and evaluating them 

against the training and batch transform outcomes.  

Six evaluation metrics are used in this study: accuracy score, precision, F1-score, recall, and 

receiver operating characteristic (ROC). It aims to compare the performance of the bagging ensemble 

strategy of AWS SageMaker AutoGluon with the simple linear strategy of AWS linear learner to give some 

idea on the trade-off between the automation-based ensemble scheme and the traditional linear model in 

phishing detection setting. The analysis focuses on four fundamental aspects, including detection accuracy, 

training time, offline prediction time, and online inference speed. The systematic approach adopted in the 

paper is presented in a systematic way and is broken down into the following steps, as shown in Figure 1. 
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Figure 1. The general flowchart of the proposed methodology 

 

 

2.1.  Environment configuration  

The experiment detailed in this paper was executed using a laptop with an Intel Core i5-10210U 

CPU at 1.60 GHz, 8 GB of RAM, and the Windows 11 Home Edition operating system. The AWS 

SageMaker Studio platform was employed to create and run Python codes in Jupyter Notebook environment. 

S3 facilitated the storage and retrieval of all experimental artifacts, while the “ml.m4.xlarge” virtual instance 

type from EC2 provided four virtual CPUs, 16 GB of virtual memory, and high-performance networking for 

a 64-bit operating system. AWS CloudWatch was utilized to monitor the performance of the SageMaker 

model and to log the processing, training, and prediction durations. 

 

2.2.  Dataset configuration 

The “Web page phishing detection” dataset utilized in this work is available on Mendeley data [30]. 

It has 87 features and 11,430 URLs. To increase accuracy and gain a deeper understanding of the dataset’s 

behavior, the 87 characteristics in the dataset are classified as seen in Figure 2: 56 features derived from URL 

syntax; 24 features resulting from the content of websites; and 7 features obtained from website services. 

 

2.3.  Dataset preprocessing 

After analyzing the dataset for this work, it has been concluded that it is balanced, with  

5,715 samples of legitimate URLs and 5,715 examples of phishing URLs, all of which had no missing 

values. There is no need for an earlier preprocessing step as AutoGluon could preprocess the data. However, 

the purpose of this step is to preprocess the data before training in linear learner. As a result, the 

preprocessing script, integrated as a SageMaker Studio Python Script, is reduced to the following five steps, 

which are shown in Figure 3. To reduce duplication and any detrimental effects on model performance, 

highly correlated features were first excluded from the feature selection process with the use of Pearson 

correlation. Three features were removed because their correlation rates were higher than 90%. Subsequently, 

to improve model performance through lowering noise, feature reduction was carried out by removing the 

nominal feature “URL,” which represented the names of the dataset’s URLs. Label encoding was used to 

transform categorical label values into numeric values, ensuring compatibility with ML techniques. The 

encoded “status” feature, which denotes dataset classifications, has “phishing” assigned to one (1) and 

“legitimate” set to zero (0). Additionally, feature scaling was carried out to reconfigure data within a given 

range, often 0 to 1, using Python's MinMaxScaler(). By taking this step, features with values between 2 and 

100 are not allowed to dominate the other features. Following that, a 70:30 ratio was used to split the dataset 
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into training as well as testing sets, with 30% (3,425 samples) and 70% (8,001 samples) going to each set. 

Finally, S3 was used to upload both sets for additional processing. 

 

 

 
 

Figure 2. Analysis of the dataset used in the proposed methodology 

 

 

 
 

Figure 3. Steps of data preprocessing step of the proposed methodology 
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2.4.  Training 

To ascertain the optimal approach for managing large datasets in practical applications, the training 

stage contrasts SageMaker’s ensemble method with the linear method. Two algorithms, AutoML AutoGluon 

and linear learner, are employed to train and assess the proposed model. Linear learner was invoked in the 

SageMaker notebook via specific code, as it is integrated within the SageMaker Studio Notebook 

architecture, while AutoGluon’s code needed additional, separate Python Scripts to configure the training and 

inference hyperparameters. 

 

2.4.1. AutoGluon 

AutoGluon can be defined as an open-source AutoML framework developed by AWS which 

automates the construction of exact ML models with minimal manual effort [31]. The framework simplifies 

complicated procedures such as model selection, hyperparameter tuning, and feature engineering, making 

them available for experts and non-experts, improving accuracy by merging different models and methods 

and thus making it useful for tabular data applications such as classification [32]. AutoGluon operates within 

Python Scripts to generate reliable prediction models with minimal human input, as it uses bagging 

techniques to minimize variation and enhance stability, by training multiple models on random data, and 

make predictions based on majority votes [33]. AutoGluon also automates hyperparameter tuning by using 

random search algorithms, as shown in Table 1. After training, it analyzes models via cross-validation and 

aggregates the best performers for reliable predictions [34]. For this paper, AutoGluon was chosen due to its 

ability to automate major optimization processes by utilizing the combination distributed training among 

multiple diverse learners within its architecture enhances the robustness and generalization of the model, 

enabling rapid deployment, and making it preferable for real-world applications. AutoGluon utilizes the 

bagging approach to enhance the performance and strength of ML algorithms as depicted in following steps:  

i) Base models (level 1) 

− AutoGluon trains a set of base models using algorithms like LightGBM, CatBoost, RF, 

ExtraTrees, XGBoost, KNN, and neural networks (FastAI).  

− Bagging is applied as a form of cross validation, where: 

a) The training data is divided into several bootstrapped samples (this research used five 

random subsets). 

b) Each base model is trained on a dissimilar set of data, enabling the model ensemble to learn 

using slightly dissimilar data distribution. 

c) The process generates several variations of the same base model, and each one of them 

reflects distinct feature associations and minimizes variance in the final prediction. Each 

trained model then generates predictions based on the patterns learned from its respective 

data subset, and their outputs are later combined to form a robust ensemble prediction. 

ii) First-layer predictions 

− Once trained, the base models make predictions on a validation set of the training data. 

− These predictions are referred to as first-layer predictions and serve as input features for the 

second layer of models. 

iii) Stacking (level 2) 

− Meta-models, or level 2 models, are created using the first-layer predictions as input. 

− In stacking, a meta-model is trained to combine the outputs from level 1 models. 

− This meta-model learns to weigh the predictions from different base models to minimize 

prediction errors. 

iv) Weighted ensemble (level 2 model) 

− The “weighted ensemble” model represents the meta-model combining predictions from level 1 

models with the use of a weighted average. 

− Weights are based upon performance of every one of the base models throughout the training—

better-performing models have been assigned higher weight values, while poorer ones received 

lower weights. 

− This technique results in the improvement of the overall accuracy of prediction by giving a higher 

level of importance to the stronger models. Those steps have been illustrated in Figure 4. 
 

 

Table 1. Hyperparameters of AutoGluon 
Hyperparameter Value Purpose and effect 

num_bag_folds 5 Specifies the number of folds for k-fold bagging to reduce overfitting. 

num_bag_sets 1 indicates the number of complete bagging rounds. 
num_stack_levels 0 Disables additional stacking layers to shorten training time. 
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Figure 4. Steps of AutoGluon training 

 

 

2.4.2. Linear learner 

The technique of linear classification in Amazon SageMaker can be described as supervised 

learning approach that has been designed for the enhancement of binary classification tasks. It builds a linear 

decision boundary, which is exhibited as hyperplane, for the purpose of separating the data points of different 

classes by the assignment and optimization of the feature weights for class dissociation [35]. The model 

continuously adjusts those weight values throughout the training for minimizing errors and improving 

accuracy. This technique is appreciated since it is scalable, computationally efficient, and interpretable, 

which makes it suitable for large-scale applications [36]. According to Table 2, which presented the 

hyperparameters used for the algorithm, SageMaker’s linear learner employs the stochastic gradient descent 

(SGD) for the purpose of handling large datasets. It utilizes automatic feature scaling for normalizing features 

of different scales and regularizing the techniques for overfitting prevention. SGD optimizes the model 

through the adjustment of weight values in error direction, guided by the gradient of loss function. The 

learning rate regulates the size of those adjustments, which leads to balancing the stability of the model and 

speed of convergence. The process of training continues to the point where minimal improvements are 

achieved, or a set number of iterations are completed [37]. The SageMaker integrated algorithm was chosen 

for comparison against AutoGluon in this paper because of its capability of handling large datasets 

effectively, offering a fast training and inference time, with easy interpretability, built-in regularization to 

reduce overfitting, and lower consumption of cloud resources, which gives it the benefit of fast deployment, 

making it suitable for time-sensitive phishing detection systems. A breakdown of the process that is involved 

in the training of a linear learner model in Amazon SageMaker has been depicted in Figure 5.  

Objective function and regularization:  

i) Objective function: linear learner uses an objective function to measure the error between predicted and 

actual labels. For binary classification, logistic regression is employed, estimating the probability that 

an input belongs to a specific class. 
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ii) Regularization: 

‒ L1 regularization: encourages sparsity in the model by shrinking weights toward zero, which 

simplifies the model by ignoring less important features. 

‒ L2 regularization: this is a term that is used to penalize big weights that give out smoother models. 

Both regularization methods are specified using the hyperparameter lambda that modulates the 

strength of the penalty in order to support the prevention of overfitting 

iii) SGD optimization: 

‒ Initialization: the model begins by initializing parameters, including weights for each feature and 

biases. 

‒ Gradient calculation: the gradient of the objective function is calculated, representing the direction 

and magnitude of change in the error relative to the model's parameters. 

‒ Mini-batch updates: instead of computing gradients on the entire dataset, the model updates its 

parameters using small subsets of the data (mini-batches), improving computational efficiency for 

large datasets. 

‒ Weight and bias updates: weights and biases are iteratively adjusted based on the gradients to 

minimize the error. The learning rate controls how large each update step is. The process continues 

until either the weights converge, or the maximum number of iterations is reached.  
 

 

Table 2. Hyperparameters of linear learner 
Hyperparameter Value Purpose and effect 

mini_batch_size 200 the number of samples processed before updating model parameters to lower 

computation time. 

epochs 10 the number of complete passes through the training dataset to reduce overfitting. 

regularization (L1, L2) Auto Applies both L1 and L2 regularization to reduce overfitting. 

 
 

 
 

Figure 5. Steps of linear learner training 

 

 

3. RESULTS AND DISCUSSION 

Following training with both AutoGluon and linear learner, the training artifacts were uploaded to 

the S3 bucket and batch transform was then carried out on the results of both techniques for making offline 

predictions on the large dataset through dividing them into batches and uploading the results to S3 as well. 

Then, endpoint prediction was carried out by deploying endpoints as web service endpoints which could 

receive HTTP requests as well as responses with predictions in almost real time. The evaluation time and 

results for both methods were obtained using the test dataset. 
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3.1.  Evaluation results 

Following training with both AutoGluon and linear learner, the training artifacts were uploaded to 

the S3 bucket and batch transform was then carried out on the results of both techniques for making offline 

predictions on the large dataset through dividing them into batches and uploading the results to S3 as well. 

Then, endpoint prediction was carried out by deploying endpoints as web service endpoints which could 

receive HTTP requests as well as responses with predictions in almost real time. The evaluation time and 

results for both methods were obtained using the test dataset. 

 

3.1.1. Evaluation results of AutoGluon 

Since the ensemble architecture of AutoGluon generates predictions by aggregating the outcomes of 

many base learners, Therefore, Tables 3 and 4 present the leaderboard predictions and evaluation metrics, 

respectively, rather than a singular confusion matrix. The weighted ensemble model had the highest 

performance, with a test accuracy of 97%, as seen in Table 3, being the last level in the training order.  

This demonstrates that ensemble learning in the second prediction level, which combines the outputs from 

first prediction level models, operates by integrating many strategies. This final ensemble merges the 

predictions from many foundational models, which simultaneously reduces both bias and variance. In the 

first level, LightGBM, CatBoost, and ExtraTrees are instances of tree-based models that achieved second 

place with an accuracy of 96% after training in the third, fourth, and fifth order, respectively. Variety of 

URL, content, and service-based attributes. Their exceptional performance over the neural and distance-

based models can be explained by the fact that they could capture complex relationships between features. 

The two next best models were RF and XGBoost with scores of 96% even though they had scored second 

and seventh in training order. This was because they used an ensemble-of-trees structure. The FastAI 

demonstrated 95% accuracy, placing it in the sixth order of training which is quite good but not superior 

compared to the other models due to the sensitivity of the features to scaling and the optimization of parameters. 

Finally, the first in the line of the training models was KNN, which did not fare well as the last, with an 

accuracy of 83%. Distance-based learning methodologies encounter difficulties with high-dimensional tabular 

data when several features exert minimal or correlated influence. 
 

 

Table 3. Leaderboard prediction table of AutoGluon algorithms 
No. Algorithm Accuracy score (%) Stack level Training order 

1 Weighted ensemble 97 2 8 

2 LightGBM 96 1 3 
3 CatBoost 96 1 4 
4 ExtraTrees 96 1 5 

5 RF 96 1 2 
6 XGBoost 96 1 7 

7 FastAI 95 1 6 
8 KNN 83 1 1 

 

 

Table 4. The evaluation metrics of AutoGluon after batch transform 
No. Metric Value (%) 

1 Accuracy 97 

2 Precision 97 
3 Recall 96 
4 F1-score 97 

5 ROC 97 

 

 

Table 4 summarizes the evaluation metrics obtained from the final AutoGluon ensemble on the test 

dataset. The weighted ensemble achieved the greatest performance for AutoGluon on the second prediction 

level, with 99% ROC, 97% F1-score, 97% accuracy, 97% precision, and 96% recall. This implies that there 
is a good ability to differentiate between phishing URLs and legitimate URLs. In addition, incorporating both 

false positives and false negatives into a single, balanced measurement. Furthermore, the excellent scores 

across all the measures indicate strong discrimination between phishing and legitimate labels and are 

indicative of the fact that the performance of AutoGluon’s ensemble learning approach was exceptionally 

well on this dataset, as the usage of various algorithms is helpful in capturing diverse data parts, resulting in 

strong performance. AutoGluon’s automated feature selection and hyperparameter tuning helped to improve 

the model's performance without overfitting, since diverse models in the ensemble may contribute to success. 

Tree-ensembled algorithms are well-suited to structured data, and their combination certainly improved 

overall performance, in addition to the stacking technique which minimized model variance and increased 
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generalization, allowing the model to perform well in phishing classes, alongside the balanced dataset and the 

effective regularization as they helped sustain high results in both accuracy and recall. 

 

3.1.2. Evaluation results of linear learner 

Based on the confusion matrix of linear learner displayed in Figure 6, it can be deduced that  

1,616 samples were correctly classified as “legitimate,” whereas 1,619 samples were appropriately classified 

as “phishing.” 120 samples are wrongly classified as “phishing,” whereas only 74 samples are incorrectly 

classified as “legitimate.” Showing that linear learner has a low incidence of false positives, as it is able to 

accurately categorize a large proportion of instances that are positive. This indicates that linear learner is 

effective at managing large datasets and producing accurate predictions with a low amount of mislabeling. As 

shown in Table 5, linear learner obtained an accuracy of 94% with comparably high precision of 95%,  

F1-score of 94%, ROC of 94%, and a recall of 93%. The findings demonstrate that the model is effective at 

recognizing phishing websites while also avoiding false positives. The modest variation between accuracy 

and recall implies that the model slips up on the side of caution, focusing on lowering false positives while 

missing a few phishing websites. The high value of ROC is an indication of the fact that the model has great 

capacity for distinguishing between the phishing and the legal websites, which has been considered critical in 

this environment where the misclassifications might lead to severe consequences. Taking into consideration 

its high levels of accuracy, precision, and recall, the linear learner model would be highly dependable for the 

detection of real-world phishing, which makes it an invaluable tool for applications of cybersecurity. 
 

 

 
 

Figure 6. The confusion matrix of linear learner prediction after batch transform 
 

 

Table 5. The evaluation metrics of linear learner after batch transform 
No. Metric Value (%) 

1 Accuracy 94 

2 Precision 95 
3 Recall 93 
4 F1-score 94 

5 ROC 94 

 

 

3.1.3. Comparison of evaluation results 

Figure 7 illustrates the comparison of the results of the evaluation of both AutoGluon and linear 

learner. The graph allows visualizing AutoGluon and linear learner in terms of the main assessment 

parameters. It was found that AutoGluon in all five measures, accuracy, precision, recall, F1-score, and ROC, 

has always reported higher values when compared to linear learner who has reported slightly lower but 

equally reliable results, which shows that the ensemble model has a strong balance between the detection of 

phishing websites and false alarms. This can be explained by the fact that AutoGluon has a mechanism of 

capturing non-linear, and complicated patterns in the data. The stacking technique further enhances model 

generalization and reduces variance, resulting in robust predictive behavior across both phishing and 

legitimate classes. Linear learner, by comparison, confirms that the model is competent at distinguishing 

between legitimate and malicious websites but remains limited by its linear decision boundary, which cannot 

fully represent the non-linear feature relationships typical of phishing data. The slightly higher precision 

relative to recall suggests that linear learner is more conservative in classification, producing fewer false 
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positives while missing a small portion of phishing samples. Despite these differences, both algorithms 

demonstrate strong capability, with AutoGluon favored for accuracy-critical applications and linear learner 

more suitable for time-sensitive or resource-limited environments. 

Due to the lack of studies utilizing SageMaker’s AutoGluon and linear learner for website phishing 

detection as mentioned before, Table 6 presents a comparison between the evaluation results of AutoGluon in 

this study and the results of the individual algorithms integrated within its architecture. It also includes the 

results of linear learner and a similar algorithm in construction and performance, all obtained from the related 

work mentioned earlier in the section 1. The results demonstrated that the proposed model outperformed in 

terms of accuracy, confirming the trend that model diversity improves phishing-detection robustness, and 

validating its efficiency for large website phishing use cases. 
 

 

 
 

Figure 7. Comparison of evaluation results for both methods after batch transform 
 

 

Table 6. Comparison of evaluation results with related works 
Model Dataset Accuracy (%) Environment  Reference 

CatBoost CIC-Bell-DNS 90 Google Colab [22] 

FastAI ISCX-URL 96 Google Colab [23] 
LightGBM UCI phishing domains dataset 95 Google Colab [24] 
RF PhishTank 93 Google Colab [25] 

XGBoost PhishOFE 94 Jupyter Notebook [26] 
ExtraTrees UCI phishing domains dataset 96 Google Colab [27] 

Logistic regression Combined of multiple Kaggle datasets 93 AWS SageMaker [28] 
KNN Web page phishing detection 83 AWS SageMaker [29] 
AutoGluon Web page phishing detection 97 AWS SageMaker This study 

Linear learner Web page phishing detection 94 AWS SageMaker This study 

 

 

3.2.  Time assessment 

The paper estimated training, batch transform, and prediction times of each algorithm on an Amazon 

cloudwatch log, which provides valuable information on the effectiveness of particular algorithms. Figure 8 

gives results of the time evaluation. AutoGluon used more memory and processing and memory resources 

than linear learner because it used the SageMaker ml.m4.xlarge instance, which used about 1.3 times more 

memory and required more time to train because it is a multi-model ensemble architecture and optimizes the 

resulting architecture. This extra computation cost, though, led to improved predictive accuracy and 

increased generalization, which shows that AutoGluon is suitable when large scale or accuracy-sensitive 

environments are needed. On the other hand, linear learner trained and inferred faster using less resources 

which validated. its effectiveness in time-critical or resource-limited applications. These results emphasize 

that while AutoGluon offers superior accuracy, linear learner remains more efficient and practical where 

computational constraints are a priority. 

 

3.2.1 Training time 

As Figure 8 shows, the training time of AutoGluon is 412.8 seconds, which is not surprising given 

the complexity of the AutoGluon framework. Several steps are included in this framework, including model 

selection, hyperparameter optimization, and the development of ensembles, which can explain the time cost. 

Model ensembling is one of the significant variables that contribute to the more time spent on training. 

AutoGluon usually trains a number of models and aggregates their predictions by the bagging method. This 

algorithm requires more computational resources and time than training a single model, which is not the case 

97% 97%
96%

97% 97%

94%
95%

93%
94% 94%

90%
91%
92%
93%
94%
95%
96%
97%
98%
99%

100%

Accuracy Precision Recall F-1 ROC

P
er

ce
nt

ag
e

Metrics

AutoGluon Linear Learner



Int J Artif Intell  ISSN: 2252-8938  

 

Comparison between ensemble and linear methods for website phishing detection (Saba Hussein Rashid) 

691 

of linear learner. Also, the diversity of the models in AutoGluon, where a single architecture and method of 

optimization used in a model are not similar, implies that the framework must repeat the process of using 

different models and fuse their results into a single ensemble. This is a multi -model and heterogeneous 

approach that results in increased training time but possibly provides a sturdier prediction outcome. The 

training time of linear learner was 312.6 seconds which is significantly less than that of AutoGluon. The 

causes of this outcome can be partly attributed to the ease of the algorithm since linear learner be based on a 

simple linear model to perform classification and therefore process is inherently faster than the more complex 

multi-model-based methods employed by AutoGluon. Also, linear learner applies (SGD) as the optimization 

method, which also benefits to a large extent to the decrease in training time. In addition, ensembling is not 

applied in linear learner. In comparison with AutoGluon, thereby lowering the amount of time and resources 

needed to train. 
 

 

 
 

Figure 8. Results of time assessment for both methods 
 
 

3.2.2. Batch transform time 

To obtain the results of the abovementioned predictions, the batch transform time of AutoGluon was 

427.8 seconds and that of linear learner was 367.2 seconds as shown in Figure 8. The much longer transform 

time taken by AutoGluon checks the complexity of all the models in the framework and the cost of computer 

calculation caused by it is ensemble strategy. Predictions that are made by various models of AutoGluon 

have to be pooled during batch transform. This process of aggregation involves voting on classification work 

as well as use of various computer resources and this overhead contributes to increasing processing time. 

Quite on the contrary, such complexity has enhanced predictive performance since it uses an ensemble 

approach. Moreover, linear learner has the advantage of a simpler and more efficient model structure, which 

has a reduced batch transform time. This simple method lowers the amount of computing load that leads to 

decreased processing time and linear learner is better applied in areas that demand speed. However, this 

advantage could also be achieved at the cost of forecasted accuracy as simple linear models may fail to 

identify as many patterns in the data as the complex ensemble methods. 

 

3.2.3. Endpoint prediction time 

Although endpoint prediction predictions are similar to the batch transform predictions, the amount 

of time taken to acquire the results differs. The prediction time of the auto-gluon on an endpoint was found 

0.05 seconds compared to 0.08 seconds of linear learner as shown in Figure 8. It is also notable that the 

endpoint prediction time, which is used by linear learner is slower than the endpoint prediction time of 

AutoGluon since the former operates on a collection of models. The short prediction time proves the 

efficiency of the prediction process of AutoGluon that can develop quick results even with a number of 

models in its ensemble. One of the reasons behind this efficiency is the use of better assembly procedures. 

AutoGluon uses model distillation methods, that is, a smaller and faster model is trained to recreate the 

behavior of the complete ensemble, thus reducing the overhead of the prediction. In addition to this, 

AutoGluon also exploits pre-computation phases like the early preprocessing stage that was employed in this 

work that enables the system to reduce the time required in real-time inference. Moreover, AutoGluon has 

good aggregation algorithms to decrease the time involved in combining separate model predictions. It 

ensures that, although the ensemble methodology is employed, AutoGluon will still be significant in regard 

to performance, making it fit for real-time applications where prediction speed is critical. linear learner has a 

slightly slower endpoint prediction time than AutoGluon. Although still relatively efficient, this result 

validates that the linear learner’s prediction process requires slightly longer time. Given the simplicity of the 
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linear model, this delay might be a reason for overhead from the endpoint architecture, where computing 

instances play an important role in affecting the steps of procedures. When comparing the two, AutoGluon's 

quicker endpoint prediction time demonstrates its effectiveness in real-time applications. This is especially 

useful for cases when instant responses are required. On the other hand, while linear learner’s prediction time 

is slightly longer, it is still adequate for most real-time applications. The little difference in prediction time 

proposes that linear learner is still a practicable alternative, particularly given its faster training time and 

simpler model structure. 
 

 

4. CONCLUSION 

This paper included a comparison of AutoGluon and linear learner’s advantages and trade-offs for 

the detection of web-site phishing. On the second prediction level, AutoGluon’s weighted ensemble method 

had given a remarkable performance with 97% accuracy, 99% ROC, 97% F1-score, 97% precision, and 96% 

recall. In comparison, the performance of the linear learner has been lesser, with 94% ROC, 94% F1-score, 

94% accuracy, 95% precision, and 93% recall. The higher prediction accuracy of AutoGluon comes at the 

expense of longer training and batch transform times, taking 412.8 seconds and 427.8 seconds respectively, 

unlike the faster training time of linear learner that equals 312.6 seconds, and batch transform time of  

367.2 seconds. However, AutoGluon compensates for this with an endpoint prediction time of 0.05 seconds, 

where it outperformed linear learner’s 0.08 seconds. In practice, the selection between these two models is 

dependent upon the operational circumstance. In large-scale or high-risk applications, such as enterprise-level 

phishing detection systems where reducing false negatives is essential, the superior accuracy of AutoGluon 

compensates the increased computing expense. Conversely, in real-time or resource-limited contexts—such 

as browser plug-ins or lightweight email filters—linear learner offers a more rapid and economical solution 

with satisfactory accuracy. This study illustrates that accuracy and speed have adverse impacts in the 

evaluated models, and the choice of method must correspond with the unique performance demands  

and computing limitations of the planned deployment context. Future work will concentrate on expanding 

this study by utilizing new and more varied phishing datasets to better assess the generalization proficiency 

of both AutoGluon and linear learner. Evaluating the models against novel and unobserved phishing 

techniques will yield a more definitive assessment of their resilience and flexibility in practical cybersecurity 

contexts. Furthermore, investigating the influence of sophisticated feature engineering methods on 

classification performance may enhance model precision and diminish false positives. Future research may 

integrate more advanced ML and deep learning (DL) frameworks into SageMaker to evaluate AutoGluon’s 

ensemble methodology versus current architecture. Ultimately, implementing the models on advanced and 

high-performance AWS SageMaker and EC2 instances will facilitate a more profound analysis of 

computational scalability, memory usage, and processing duration, providing a thorough comprehension of 

the trade-off between accuracy and efficiency in extensive production environments. 
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