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Digital media integrity and authenticity have been seriously challenged with
the rise of deepfakes. The challenge is to automatically detect this artificial
intelligence (Al) generated manipulations. These manipulations or forgeries
can cause harmful consequences such as spreading fake news in politics,
scamming people online and invading privacy. Convolutional neural
networks (CNN) models are found to be good at classification tasks, but the
performance could not reach high accuracy, especially when they were
tested on more challenging deepfake datasets. In this paper we present a
deepfake detection system based on an ensemble of CNN architectures,
ResNet50 and EfficientNet, capable of distinguishing between real and
deepfake videos with high accuracy. For the experiment, we have chosen
Celeb-DF version 2, as it has emerged to be one of the most challenging
deepfake dataset. The ensemble model achieved an F1-score of 94.69% and
an accuracy of 90.58%, outperforming the individual CNN models. This
study shows that ensemble learning can increase the reliability and accuracy

of deepfake detection systems on challenging datasets.
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1. INTRODUCTION

The recent developments in artificial intelligence (Al), particularly in the area of synthetic media
generation, also known as deepfakes, have made it increasingly accessible for anyone to perform facial re-
enactment, i.e., the transfer of facial expressions from one video to another [1]. The quality and availability
of facial manipulation systems and tools have reached a point where they are easily usable by people without
expertise in the field or skills in image manipulation. In fact, an increasing number of code and library
resources that work quasi-automatically are becoming publicly available [2], [3]. While these advances open
up new opportunities for professionals working in film production, visual effects production or digital art
creation areas of industry, they also enable people with malicious intent to create digital forgeries which can
propagate incorrect information or harm individuals’ public persona. Unreliable deepfake content has caused
concerns on whether it is possible to trust any kind of digital content and how such content could impact
individuals’ lives.

In recent years, the application of deep learning has led to substantial improvements in computer
vision tasks. Generative adversarial networks (GAN) [4] can achieve high-quality results and their
application in image and video generation has become a research hotspot. Autoencoder decoder and GANs
are two of the most used methods to generate deepfake. Autoencoders [5] plays an important role in
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generation of deepfake by encoding facial features from input images and then reconstructing them in a
modified form. The encoder compresses the facial data and decoder reconstructs it, often altering expressions
or identities in the process. This ability to manipulate and regenerate faces makes autoencoders highly
effective in creating realistic deepfake images and videos. GANSs is another popular method for generating
deepfake content, which contains a generator and discriminator. The role of generator is to transform random
noise into real image or videos, whereas discriminator predicts if the generated image is real or fake which
help generator improve its generated image based on feedback from discriminator. GANs can also create
human-like realistic images with expressions.

The increasing sophistication of deepfake technology has made detecting Al-generated
manipulations a critical challenge. Deepfakes are being widely misused for spreading misinformation,
financial scams, political propaganda, and privacy violations, posing serious ethical and security threats.
Although convolutional neural networks (CNNs) have emerged as powerful tools in image and video
classification, single-model detection approaches frequently struggle with generalization and performance,
especially when faced with more complex datasets like Celeb-DF version 2 [6]. This motivates the need for a
more robust and reliable detection approach. Figure 1 presents several examples of faces extracted from the
Celeb DF version 2 dataset, showcasing both original and manipulated samples.

To address these challenges, our study proposes an ensemble of CNNs (ResNet50 and EfficientNet)
to enhance deepfake detection accuracy. The key contributions of this work are summarized as: i) proposed a
deepfake detection system utilizing an ensemble of CNN architectures to improve classification accuracy,
ii) demonstrated that the ensemble model outperforms individual CNN models by leveraging the strengths of
both architectures to capture diverse spatial features, achieving an accuracy of 90.58% and an F1-score of
94.69% on the challenging Celeb-DF version 2 dataset, and iii) outperformed state of the art deepfake
detection models, including MesoNet and video vision transformers.
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Figure 1. Faces taken from the Celeb DF version 2 dataset, showing each original face along with its
corresponding generated fake version
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Fake

2. RELATED WORK

Guera and Delp [7] proposed another method based on analyzing temporal inconsistencies of facial
movements in a video. One early approach proposed by Li et al. [8] utilized blinking patterns to detect
deepfakes. Since deepfake videos often undergo multiple stages of manipulation and compression, these
processes can leave behind unique patterns. To directly focus on face manipulation based deepfakes,
Afchar et al. [9] introduced a new CNN-based model called MesoNet. This lightweight CNN architecture
extracts mid-level features that are particularly effective when trying to expose subtle face manipulations in
certain regions through deepfake videos. In addition to image-based detection, researchers soon realized the
importance of incorporating temporal information for effective deepfake detection. Sabir et al. [10] proposed
a recurrent CNN architecture that leveraged both spatial and temporal information. An entirely distinct
approach was employed by Hashmi et al. [11] they created a pipeline where 512 facial landmarks were first
extracted per frame and analyzed along with minor facial actions like the position of eyebrows and lip
syncing using a combination of CNN and recurrent neural network (RNN) achieving highest accuracy among
all other methods for distinguishing between real and fake across various datasets.

As deepfake technology continued to evolve, detection methods also became more sophisticated,
incorporating advanced techniques such as attention mechanisms, multi-modal detection, and ensemble
learning. Dang et al. [12] first proposed a detection model of deepfakes that exploits the attention mechanism
focusing on areas more likely to be manipulated such as facial regions and textures. Other methods working
in multimodal-based characteristics have been developed to detect deepfake also combining audio and visual
information. Table 1 provides a quick summary of everything by listing the datasets, features and models
utilised throughout the research with a reference to each of the relevant studies.
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Table 1. Deepfake detection methods

Year Study Models Features Dataset used
2018 Detection using RNN [7] CNN, RNN Spatio-temporal consistency Other
2019  Recurrent convolutional CNN Face landmarks FF++
strategies [10]
2019 Image segmentation and CNN Special artifacts FF++
separable CNN [13]
2020 Enhanced MesoNet [14] CNN Mesoscopic features FF++
2020  Spatio-temporal features [15] 3D CNN Spatio-temporal consistency DFDC, FF++
2020 Eyebrow recognition [16] CNN Visual Artifacts Celeb-DF
2020  Self-consistency learning [17] CNN Face landmarks, intra-frame DFDC, FF++, Celeb-DF,
inconsistency DFD
2021 Discrepancies between faces and CNN Special artifacts FF++, Celeb-DF, DFDC
their context [18]
2022  Combining efficientnet and vision ~ MTCNN, vision Special artifacts DFDC, FF++
transformers [19] transformers
2022  Transformer-based feature Vision Intra-frame inconsistency FF++, Celeb-DF, UADFV
compensation [20] transformers
2022 Intra-consistency and inter- CNN, vision Intra-frame inconsistency DF-TIMIT, DFDC, UADFV,
diversity [21] transformers FF++/DF, Celeb-DF
2023 ISTVT [22] MTCNN Face landmarks FF++, DF, Celeb-DF, DFDC
2023 Improved dense CNN [23] CNN Special artifacts Celeb-A, FF++
2024  Video vision transformers [24] CNN, vision Face landmarks Celeb-DF v2
transformers
2024  Extractor based on vision Vision Intra-frame inconsistency Celeb-DF v2, DFDC,
transformer [25] transformers WildDeepfake, FF++
2024  Eye movement analysis [26] CNN Special artifacts FF++, Celeb-DF v2

Matern et al. [27] developed a system that identifies mismatches between lip movements and speech
audio. This approach takes advantage of the fact that many deepfake models struggle to accurately
synchronize audio and visual information, especially in low-quality or heavily manipulated videos.
Laghari et al. [28] proposed a deep learning-based approach for atrial fibrillation detection, leveraging
residual networks and recurrent neural networks to enhance accuracy and feature extraction. Most recently,
Ramadhani et al. [24] proposed a deepfake detection technique based on the video vision transformer
architecture, using facial landmark areas as input. Their system showed promising results on the challenging
Celeb-DF version 2 dataset, marking another significant advancement in deepfake detection research. Qazi
and Ahmed [29] introduced a deepfake detection approach leveraging transfer learning and ensemble
learning, combining multiple pre-trained models to improve the accuracy of identifying manipulated content.

3. METHOD

This section outlines the proposed workflow for deepfake detection, which consists of three main
stages: i) face detection and extraction, ii) feature computation, and iii) prediction. Figure 2 illustrates the
proposed model architecture for deepfake detection, which uses ResNet50 and EfficientNetBO for feature
extraction and dense layers for final classification.

3.1. Face detection and extraction

In order to reduce computational cost, 20 frames from each video were considered for analysis
instead of analyzing the full video. The first and foremost step is to recognize and extract facial regions from
the frames since face is the sole region being manipulated in deepfake videos. A face detector is employed to
recognize and extract the facial region from the frames. In this paper, haar cascade classifier [30] was used
for face detection in video sequences. Haar cascade classifier method is fast, efficient and particularly applied
for real time face detection.

3.2. Feature computation

In the next step, features are computed from the extracted face images, which will serve as inputs
for the classifier. We employed two state-of-the-art pre-trained CNN models, ResNet50 [31] and
EfficientNetBO0, for feature extraction. ResNet50 effectively learns deep representations through its residual
learning framework, which mitigate the vanishing gradient problem and allow for effective training of very
deep networks. EfficientNetB0, on the other hand, balances model size and accuracy through a compound
scaling method, making it highly efficient while maintaining high performance on various tasks. Both models
were pre-trained on the ImageNet dataset. The face images are resized to 224x224 before being passed
through these models. Each CNN processes the same input images and outputs a feature vector. The feature
vectors from both ResNet50 and EfficientNetBO are then concatenated into a single combined vector.
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Following this, three fully connected (dense) layers, each with LeakyReLU activation, are applied to the
concatenated features.

ResNet 50
m
Video Concatenation Layer 1 er 2 er3 Layer
EfficientNet i L i i
BO

Figure 2. The proposed ensemble models

3.3. Prediction

In the final stage, the system classifies the concatenated features as either real or fake. The
classification is performed using a dense layer with 2 neurons (for binary classification), combined with a
softmax activation function, which outputs the probability of the video being real or deepfake. This
classification determines the authenticity of the video content.

In this study, we used the Celeb-DF version 2 dataset, recognized as one of the most challenging
datasets for deepfake detection due to its complexity and the low performance of current detection methods
on it. The dataset contains 5,639 deepfake videos and 890 real videos. To detect faces in each video, we
applied the haar cascade classifier, selecting only 20 frames per video to reduce computational cost without
sacrificing key information. For feature extraction, we leveraged two state of the art pre-trained CNNSs,
ResNet50 and EfficientNetBO0, both trained on the ImageNet dataset. The detected face images were resized
to 224x224 pixels before being processed by these models to maintain compatibility with their input
requirements. We applied data augmentation techniques to the training set, including horizontal flipping,
random rotation, and pixel value adjustments to enhance the model’s generalization. The dataset was split
into 75% for training and 25% for testing. Pseudocode 1 shows function that represents the pseudocode of
deepfake detection.

Pseudocode 1. Deepfake detection

Function: deepfake detection

Input: video_dataset, pretrained modell, pretrained model2, batch_size, epochs
Code:

Initialize model l=load(pretrained modell) #Load first pretrained model
Initialize model 2=load(pretrained model2) #Load second pretrained model
Freeze initial layers of model 1

Freeze initial layers of model 2

Initialize training data, validation data, test data=preprocess(video dataset)
Initialize all elements of predicted labels=0

Define input layer=(image_shape)

feature_l=model_ 1 (input_layer) #Extract features from model 1
feature_2=model_ 2 (input_layer) #Extract features from model 2

combined features=concatenate (feature 1, feature 2)

x=dense_layer (combined features, activation='relu')

x=dropout (x, rate=0.5)

x=dense_layer (x, activation='relu')

output layer=dense_ layer (x, activation='softmax', units=2) #Output for 2 classes
(Real/Fake)

model=create model (input layer, output layer)

Compile model using Adam optimizer, loss='binary crossentropy', metrics=['accuracy']
i=1

while i< epochs Repeat
Train model using training data
with batch size
Validate model on validation data
if validation loss does not improve for 5 epochs then
Stop training using early stopping
End if
i=i+1
End while
Evaluate model on test data
Generate classification report and confusion matrix
Output: trained deepfake detection model

The testing was conducted on an Ant PC Pheidole XE4216 system with 32 GB of RAM, 2 TB of
SSD, and Nvidia 48 GB GPU, providing the computational power needed for efficient training and model
evaluation. We employed the Adam optimizer to train the model for 50 epochs with a batch size of 32.
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The softmax activation function was used at the output layer to classify image as real or fake. Accuracy and
F1-score were used to evaluate the effectiveness of the model.

4. RESULTS AND DISCUSSION

The experimental results are presented in this section. Figure 3 illustrates the training and validation
accuracy throughout the training progress. We observe that the training accuracy steadily converged to 100%,
while the validation accuracy fluctuated between 65% and 90%, indicating some instability in generalization.

Next, we examine the performance of our ensemble model during testing. The confusion matrix for
our ensemble model is shown in Figure 4. We can see that our ensemble model successfully recognized
25,165 deepfake images from 27,141 deepfake images in the testing set. Furthermore, 1,988 of the 2,835 real
images in the testing set were recognized by our method. Our ensemble model demonstrated strong
performance in the testing phase, achieving an Fl-score of 94.69% and an accuracy of 90.58%. It also
attained 92.72% precision and 96.74% recall.

The ensemble of ResNet50 and EfficientNet significantly outperformed the individual CNN models
on the Celeb-DF version 2 dataset. Table 2 presents the performance comparison between individual models
and the ensemble. The ensemble approach resulted in a 4.27% increase in accuracy compared to the best-
performing single model (EfficientNet at 86.31%). This demonstrates the effectiveness of combining
multiple CNN architectures to improve deepfake detection across challenging datasets. We also evaluated our
system by comparing it with other deepfake detection systems, including MesoNet, ViViT and ViViT
combined with differential scanning calorimetry (DSC) and carbon border adjustment mechanism (CBAM).
The results shown in Table 3, indicate that our system outperformed the others in terms of accuracy. This
improvement indicates that the features extracted by our model effectively enhance the overall performance
of deepfake detection.
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Figure 3. Accuracy of the training and validation sets  Figure 4. Confusion matrix of the proposed ensemble
during the training process model

Table 2. Comparison between ensemble model and individual models

Model Accuracy (%)
ResNet50 85.78
EfficientNet 86.31
Ensemble 90.58

Table 3. Comparison of ensemble model with other deepfake detection techniques

Model Accuracy (%)  Fl-score (%)
MesoNet [9] 65.12 72.83
VIVIT [22] 52.14 63.6
ViViT+DSC+CBAM [24] 87.17 92.51
Ensemble 90.58 94.69

5. CONCLUSION

In this paper, we proposed an ensemble of CNNs for deepfake detection, leveraging the
complementary strengths of ResNet50 and EfficientNet to improve accuracy and robustness. The ensemble
model outperformed individual CNN models on the challenging Celeb-DF version 2 dataset, achieving an
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accuracy of 90.58% and outperforming other deepfake detection systems such as MesoNet, ViViT, and
ViViT+DSC+CBAM. These results demonstrate that ensemble learning can substantially improve the
effectiveness of deepfake detection systems, offering a more reliable solution for identifying manipulated
media. Future work will focus on integrating temporal features and optimizing real-time detection to further
advance the system’s practical applications.
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