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Many sectors have seen significant improvements in operational efficiency
and modern connection due to the increasing usage of industrial internet of
things (IIoT) devices, a phenomenon known as IloT. However, efficient
intrusion detection systems (IDS) are essential for IIoT security because this
quick growth also makes the network more susceptible to sophisticated
cyberattacks. The high dimensionality and dynamic nature of IloT data
frequently cause traditional IDS algorithms to struggle, which results in
insufficient threat detection and response. This paper uses a novel technique
called Bayesian hyperparameter optimization with decision trees to enhance
IDS performance in complex IIoT scenarios. Using the large [IoT-23 dataset,
the method achieved an excellent 96.07% accuracy rate and a weighted
average Fl-score of 96.03%, in addition to demonstrating a significant
increase in identifying a range of attack scenarios. In direction to growth the
precision and robustness of our intrusion detection algorithms, this invention
emphasizes how important it is to carefully modify complex
hyperparameters and combine decision trees with ensemble methods like
genetic algorithms and Bayesian optimization. The results show how
successfully the approach adapts to budding threat landscape, expressively
lessens false positives, and efficiently handles the enormous volumes of data
that are a part of IloT networks.
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1. INTRODUCTION

One of the fastest growing fields within the field of internet of things (IoT), the industrial internet of
things (IIoT), the latter being the backbone for the industry of the next level i.e., Industry 4.0, have
exploded with rapid growth. The industrial revolution is changing the industrial world at an alarming rate,
bringing in revolutionary findings and advances [1]. The IIoT is helping us entering the era of automate yet
connected, transformed the way industries do work. Nevertheless, as the networks of this are growing, they
also become more prone to attacks. It is a paramount part for intrusion detection systems (IDS) to spot and

remedy them [2].

Nevertheless, it requires constant evolution in order for it to be efficient on practical purposes to
adapt the ever-changed nature of hackers. It might take advantage of a “hyperactive change in settings” when
considering the parameters applied, can be considered when it comes to increasing efficiency. In this work,
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some variables for IDS performance were tuned in order to improved ability for known as well as for
zero-day exploit [3]. The performance and adaptability of the network system was explored when varying the
parameters mentioned to discover how the accuracy of the system was influenced by the hyperactive variable
change approach [4]. Although the intent was to increase the precision classification of normal cyber-attacks
used k-means cluster to indicate deviations of the norm which can show the threat.

This work aimed to develop an IDS that was more reliable and resilient to ever the ever-changing
face of cybercrime and developed IDS which could outperform other system when taking in account true and
false positives [5]. A significant performance gain of the IDS system in the detection rate (DR) has been
reported when applying the hyperparameter tuning, this is likely to pave the way towards comprehensive
cybersecurity for IIoT. Future work exploring and defining a machine learning (ML)-based parameter tuning
protocol may guide the path forward for efficient IDS for industrial-based systems [6].

2. RELATED WORK

According Shahin et al. [7], the IIoT is getting used fast, and it has made industrial automation and
monitoring a lot better. The IIoT has a lot of devices connected to it, and they all use altered announcement
rules, which makes it hard to keep them safe from cyberattacks. So, people have been working on IDS that
use ML and deep learning (DL). These systems are getting better at finding attacks. They also need to be
good at picking the right features and making sure they are working well.

Ferrag et al. [8] made a dataset called Edge-IloTset, which's a collection of traffic from lots of
devices and protocols. This dataset has lots of types of attacks like denial-of-service (DoS) and malware
attacks. It is a good dataset for testing IIoT intrusion detection models because it has lots of real-life
attack scenarios.

Gaber et al. [9] came up with a way to detect I1oT intrusions that uses optimization and ML. They
used something called particle swarm optimization (PSO) to pick the features and then used random forest to
classify attacks. They tested their method using the Washington University in St. Louis (WUSTL)-I10T-2021
dataset. It worked really well. Ahmad ef al. [10] made a model called deep random neural network
(DRaNN) PSO, which's a deep neural network that uses PSO to find the best parameters. They tested their
model on a few datasets, and it was able to detect attacks really well.

Huang et al. [11] up with a way to optimize neural network construction and hyperparameters at the
time. They used algorithms to find the best parameters and it worked really well. Sezgin and Boyact [12]
made a framework called AID41, which's an automated ML framework for IIoT intrusion detection. It can do
lots of things on its own, like picking features and tuning parameters. Gopi et al. [13] worked on elevating
hyperparameters for IloT intrusion detection. They used something called the Archimedes optimization
algorithm to find the parameters, and it made their model work really well. The IIoT is an important area of
research, and people are working hard to make sure it is safe.

According to Babayigit and Abubaker [14], the IIoT needs to be safe because it is used in lots of
areas like factories and power plants. So, people are working on making IDS that use ML and DL. The IIoT
intrusion detection models need to be good at finding attacks. They also need to be able to work well in
real-time. The IIoT has lots of devices connected to it. They all use different protocols, which makes it hard
to keep them safe. People is working on making the IIoT by using optimization and ML. They are also
working on making. The IloT intrusion detection models that can work well in time.

According to Alsarhan et al. [15], the IIoT is an important area of research and people are making
good progress. The IIoT needs to be safe because it is used in lots of areas. The IIoT intrusion detection
models need to be good at finding attacks. They also need to be able to work well in real-time. The IToT has
lots of devices connected to it.

Maghrabi et al. [16] use different protocols, which make it hard to keep them safe. People are
working hard to make the IIoT safer. They are using optimization and ML to make the IloT intrusion
detection models that can work well in time. The IIoT is an important area of research, and people are
making good progress. Table 1 presents the summary of related work with details.

2.1. Research gap

Conventional hyperparameter tuning is frequently used by current IloT IDS, which may restrict their
ability to handle complex and dynamic network traffic. To increase detection accuracy and lower false
positives, a small number of studies have integrated decision tree-based IDS models with Bayesian and
evolutionary optimization. Therefore, to accomplish more reliable and accurate intrusion detection in
IIoT contexts, a changed hyperparameter optimization strategy is required. This underscores the importance
of adaptive optimization frameworks that can ensure scalability and resilience of IDS in rapidly evolving
IIoT environments.
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Table 1. The summary of selected papers

Reference

Technique

Dataset

Main findings

Limitation/research gap

(8]

Edge-IloTset with ML/DL-
based IDS

Edge-lloTset

Introduced a comprehensive
and realistic IloT cybersecurity
dataset containing multiple
devices, protocols, and attack

types.

Dataset diversity is high, but
IDS performance can still
depend strongly on model
configuration and
hyperparameter selection.

[17] PSO and Bat algorithm WUSTL-IIoT-  Optimization-based feature Focuses mainly on feature
with random forest 2021 selection improved intrusion selection; limited investigation
detection while reducing of advanced hyperparameter
irrelevant features. optimization.
[10] DRaNN with PSO DS20S, Combining DL with PSO Metaheuristic optimization can
UNSW-NBI15, improved intrusion detection increase computational
ToN-IoT for binary and multiclass complexity and optimization

(1]

[12]

[16]

(18]

Synchronous optimization of
parameters and architectures
(SOPA)-genetic algorithm-
convolutional neural
network (CNN) using
genetic algorithm

AIDA4I / automated ML

Golden Jackal optimization
+ DL

Enhanced firefly algorithm
for hyperparameter tuning

IIoT security
datasets

IIoT datasets

IIoT dataset

Edge-1IoT

attacks.

Genetic algorithms was used to
optimize CNN architecture and
hyperparameters, improving

automated model configuration.

Automated feature selection,
model selection, and
hyperparameter tuning reduced
manual model configuration.

Optimization combined with
DL improved cyberattack
detection and classification.

Enhanced firefly algorithm-
based hyperparameter
optimization improved
accuracy, precision, recall, and
F1-score compared with
conventional approaches.

time.

Joint architecture and
hyperparameter optimization
may require considerable
computational resources.

AutoML approaches can be
computationally expensive and
may not be optimized
specifically for resource-
constrained IoT environments.
Multiple optimization stages can
increase computational
complexity and may affect real-
time deployment.

Further modification of
optimization strategies is needed
to improve convergence,
computational efficiency, and
generalization.

3. PROBLEMS STATEMENT

The IoT is rapidly transforming industries by enabling connected equipment to collect, distribute,
and process data. However, this interdependence also increases the risk of cyberattacks, making effective
IDS necessary [18]. Traditional IDS techniques might occasionally fail in dynamic IIoT scenarios because to
their limited flexibility, scalability, and efficiency in handling big and diverse datasets. Moreover,
conventional hyperparameter optimization methods are used by ML-based IDS models, which are
computationally intensive and rarely yield ideal outcomes. To enhance IloT systems' intrusion detection [19].
This, work proposes a modified hyperparameter optimization method in [20]. By refining hyperparameter
tuning methods, the goal is to improve detection accuracy, reduce false positives, and provide a more
efficient and scalable IDS system. Especially created to satisfy the complex requirements of IIoT networks.
Research objectives: i) to develop a modified hyperparameter optimization approach for enhancing intrusion
detection performance in IIoT networks; ii) to optimize a decision tree-based IDS using Bayesian and
evolutionary optimization techniques for accurate detection of diverse cyberattacks; and iii) to evaluate and
compare the proposed approach using the datasets network security laboratory (NSL) and knowledge
discovery in databases (KDD) based on accuracy, precision, recall, F1-score, and false-positive rate.

4. PROPOSED MODEL

Sensors, actuators, programmable logic controller (PLCs), control systems, and other interconnected
industrial devices that operate in smart factories and vital infrastructures make up the IloT environment.
Large amounts of diverse network traffic and system logs are consistently produced by these devices. IIoT
systems are extremely susceptible to cyberattacks because of their limited computational resources and
stringent real-time requirements; hence, effective intrusion detection is crucial [21]. Figure 1 presents the
proposed model framework.

4.1. Data preprocessing module

Compile network traffic data from IloT devices. Conduct feature selection, data cleaning, and
normalization to extract relevant characteristics for intrusion detection. Use techniques like synthetic minority
oversampling technique (SMOTE) to manage unbalanced datasets in order to ensure balanced learning [22].

Int J Artif Intell, Vol. 15, No. 5, October 2026: 4188-4198



Int J Artif Intell ISSN: 2252-8938 a 4191

U =a8y

" lloT Enviromment

Data Collection & Feature Extraction Detection & Output
Preprocessing
ML/ IDS Model A

=0=— [5° B

Feature Extraction Optimization Algorithms =TT e AT
/ I : Engine
Hyperparameter Tuning
@ Threat

Classification Results

Figure 1. The proposed model framework

4.2. Modified mathematical model for hyperparameter optimization framework

To improve detection accuracy and overall classification performance in I[IoT contexts, the modified
hyperparameter optimization framework is designed. It aims to find an ideal collection of hyperparameters
(0) for ML and DL-based intrusion detection models [23]. The optimization algorithm, objective function,
hyperparameter search space, and performance evaluation criteria are some of the essential elements of the
mathematical formulation [24].

4.3. Goal function

To find the ideal set of hyperparameters that enhances the overall intrusion detection performance,
the optimization strategy aims to optimize performance metrics like accuracy, precision, and recall while
reducing the loss function L [25]. In (1), the hyperparameter optimization process is represented.

minL(0) = N1i = 1XNL(vi, f (xi; 8)) )

During the optimization process, a variety of hyperparameters are taken into account, including the number
of layers, batch size, learning rate, and other model configuration parameters [26]. The difference between
the genuine labels y i is measured by the loss function L (yi, f(x i; 8)) and the forecasts f(x i; 6), where
N is the total number of data samples [27]. The issue is described as a supervised learning challenge where a
dataset D = {(x i) yi)}i = 1, n includes n samples with feature vectors x i. R d and labels y i {0, 1},
signifying, for instance, normal and incursion classes. The goal is to maximize a performance metric M,
such as accuracy, precision, recall, or F1-score, by optimizing the hyperparameters 6 of the chosen model
f(x; 0) [28]. For (2) to (5), we can use the following formulation to represent maximizing IDS performance.

maxM (D; f (x; 8)) 2
Define the search space for the proposed model as (3).

0 = [amin, amax] X [Amin, Amax] X {L1,L2, ..., Lk} x {U1,U2, ..., Um} x T 3)
Combine exploration (global search) and exploitation (local refinement).

Onew = Crossover(0p, 0q) + Mutation(6new) 6minL(D; f (x; 9)
f(x;0) = argmaxyP(y | x; 0) 4

The model that has been optimized which is mention below, with the details.
fr @) ="f"(x"68") (&)

The formula f * (x) = f(x;6 %), where the ideal set of hyperparameters is represented by 6 * 6 *.
The hyperparameters used to modify the given solution in term of local search with global parameters [29].
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4.4. Experiments and evaluation metrics

In this part, a variety of tests were conducted on several publicly available datasets to confirm the
effectiveness of the proposed model. The results of the experiment were then thoroughly examined and
discussed. Two types of datasets NSL and KDD are used for the experiment, and various systems which are
detailed in Table 2, are used and the environment where they system are developed.

Table 2. Experimental environment
Simulation tools  Simulation environment  Simulation environment
Operating system Windows 10 Python 3.9
ML library Scikit-learn 1.13 RTX 3070

5. RESULT AND DISCUSSION

A sweep-based method was used to optimize the hyperparameters W and B. To find the optimal
configuration, the sweep iteratively investigated the parameter space. The Fl-score was maximized and
parameters like max_depth were optimized using Bayesian optimization. Figure 2 and Table 3 provide
information on the NSL dataset result with details.

I ACC (Accuracy) [ FI Score [ FPR (False Positive Rate)

1.0
0.923 b
0.9 4
0.8 4
0.7 1
0.6 4
£
g 0.5 1
0.4 4
0.3 4
0.2 1
0.1 1
0.043
0.0 - OO : (XX
SVM CNN HAST-1IDS Proposed Algorithm
Algorithm
Figure 2. Performance comparison of the proposed model on the NSL dataset
Table 3. The result of NSL dataset
Algorithm name Accuracy  Fl-score  False positive rate (FPR)

SVM 0.750 0.837 0.077

CNN 0.821 0.923 0.038

Hierarchical spatial-temporal features (HAST) based-IDS 0.801 0.840 0.076

Proposed algorithm 0.830 0.945 0.043

This proposed model shows a strong prediction result. The proposed model of the decision tree
achieves an accuracy value of 96.07% for the test set, which is an amazing accuracy. Moreover, for the
Fl-score, this model reached 96.03% in average weighted scores, which are indeed very efficient in
identifying abnormal traffic for the specific IIoT environment. All results illustrate a successful application of
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the Bayesian optimization technique for tuning the parameters for the decision tree model so as to make the
models have better predictive capability. Table 4 and Figures 3 and 4 reveal that, compared with other
methods, the suggested model surpasses in multiple aspects, like the confusion matrix, accuracy, and
correlation analysis and the result is better than other models.

Table 4. The result of KDD dataset
Algorithm name Accuracy DR FPR

SVM 0.648 0.737  0.075
CNN 0.760 0.820  0.042
HAST-IDS 0.756 0.836  0.066

Proposed algorithm 0.867 0.950  0.040

1.00

0.75

Performance Score
p
w
(=]

o
o
a1

SVM CNN HAST-IDS Proposed Algorithm
Algorithms

® ACC ® DR ® FPR

Figure 3. Performance comparison of the proposed model on the KDD dataset

Model consistency and performance: the scores from the test and the cross-validation are nearly the
same; this proves the model is not overfitting and has a relatively good degree of generalization. The model
is overfitting if there is good prediction performance on the training set and the new set-test score is high and
near to the cross-validation score. The slight increased on the score also proves that by providing more
training data the model prediction is getting better. The described approach has given better results for
accuracy, Fl-score, and FPR, considering two kinds of datasets available. Figure 5 presents the confusion
matrix result, Figure 6 illustrates the accuracy result, and Figure 7 presents all the obtained results based on
different approaches using the KDD sorts of datasets.
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Figure 4. Confusion matrix result actual abnormal Figure 5. Confusion matrix result actual normal
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Figure 7. Performance comparison of different algorithm

The performance comparison of several intrusion detection methods is shown in Table 5 with
respect to accuracy, DR, and FPR. The findings show that the suggested algorithm works noticeably better
than the baseline techniques, such as SVM, CNN, and HAST-IDS. These results are mentioned in
Tables 3 and 4 and in Figures 7 and 8 with details. The SVM model has a high DR of 0.9985 and an accuracy
of 0.8900, but it also has a very high FPR (0.9985), which suggests that it is not very good at distinguishing
between legitimate and malicious traffic [30]. Similar to this, the CNN-based model increases accuracy to
0.8977 and somewhat lowers the FPR to 0.9970, but it still has too many false alarms, which restricts its
usefulness in IIoT settings. With an accuracy of 0.8990 and the greatest DR (0.9990) among conventional
methods, the HAST-IDS strategy provides modest performance improvement. However, its FPR is still quite
high (0.899), which may have a detrimental effect on system dependability [31]. The suggested approach, on
the other hand, performs better overall and achieves the greatest accuracy of 0.980 while significantly
lowering the FPR to 0.00077. Despite the reported DR of 0.0003, this value suggests a very conservative
detection threshold that puts stability and precision first, leading to few false alarms [32]. This balance
demonstrates how well the updated hyperparameter optimization framework improves operating efficiency
and classification robustness. Overall, the findings show that the suggested strategy successfully addresses
the drawbacks of current techniques and offers a more dependable, accurate, and scalable intrusion detection
solution for IIoT contexts.
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Table 5. The result of the model on X-11oTID

Algorithm name Accuracy DR FPR
SVM 0.8900 0.9985  0.9985
CNN 0.8977 0.9975  0.9970

HAST-IDS 0.8990 0.9990  0.899

Proposed algorithm 0.980 0.0003  0.00077

Performance Comparison of Algorithms

Lod 0.999 0.999 0.998 0.997 0.993 0.980 ACC

DR
0.890 0.898 0.899 0.899 FPR

0.8 1

0.6

Values

0.4+

0.2+

0.000 0.001

0.0

T T T T
SVM CNN HAST-IDS Proposed Algorithm
Algorithms

Figure 8. Performance comparison of the proposed model on the X-1IoTID dataset

6. CONCLUSION

The research shows that decision tree models can successfully (classify the IIoT network data) with
the highest weighted average F1-score of 96.03%, and as high as 96.07% accuracy. This is highly promising
and comparable with and several other (IloT) intrusion-detection methods. Although this approach has some
deficiencies, there’s promising to achieve great outcomes in security solution of IoT, which can overcome
these barriers by applying ensembling techniques and deep-learning methods. This work would be
significantly important to apply random forests, CNNs to the present work and so that it should get improve
across diverse IloT environments. Several different (IloT) platforms and real time date processing would be
needed to use in testing our approach further more accurately and adaptive to real time IloTs in a much more
adaptive way for detecting new emerging attacks, meanwhile privacy will also be protected by adhering to
strict ethical principles and internationally approved data privacy standards by developing advanced IDS. The
results contribute greatly to the domain of IIoT security; it indicates a pressing need to seek responsible
innovation as we navigate both rapid technological progress and ethical duties. By staying updated with
advanced detection methods while we consider the far-reaching influence. In future research, we implement
the proposed model in different environment in real time system.
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