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 Online social networks (OSNs) are a communication medium of social 

interaction for people, where social activities, entertainment, business-

oriented activities, and information are exchanged. It creates an environment 

with worldwide connectivity where groups of individuals may discuss their 

interests and activities on social media platforms. Billions of people 

routinely interact with social content, opinion sharing, recommendations, 

networking, scouting, social campaigns, alerting on OSNs. The increase in 

popularity of OSNs creates new challenges and perspectives to the 

researchers of social networks, which is of interest in various fields. One of 

the most popular networking platforms for microblogging is X (formerly 

Twitter). Millions of spam accounts have inundated the X network, which 

could damage normal users' security and privacy. Hence, the research in this 

filed has become essential for enhancing real users' protection and 

identifying spam profiles. In this manuscript, we propose hybrid approach 

based on semi-supervised learning to detect the spam profiles. The proposed 

work is based on the positive and unlabeled (PU) learning algorithm, which 

learns from an unlabeled dataset and a small number of positive instances. 

Simulation results demonstrate that our approach outperformed existing PU 

learning approach by 17.39% and 17.51% improvement respectively in spam 

detection rate on X and Instagram datasets. 
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1. INTRODUCTION 

Online social networking (OSN) services sometimes referred to as social media networking is an 

online platform used by individuals to establish social networks and interactions with others, to converse 

their thoughts and feelings about different subjects [1]. The use of OSNs has increased due to development in 

technology especially, the internet, and hence transformed the way people interact with each other [2]. These 

OSNs link with other individuals based on similar activities, real-life backgrounds or connections, individual, 

and career interests [3]. It is simple to access and use OSNs like LinkedIn, Instagram, X (formerly Twitter), 

and Facebook. The result is, individuals interact with one another on these social media platforms [4]. 

As per the survey, approximately 5 billion people use different social media platforms to 

communicate with family, friends, and colleagues [5]. When users post content like text, images, and videos, 

maintaining privacy and security becomes crucial [6], [7]. Spam profile users are meant to conceal the 

identity and personal information of individuals for unethical purposes [8]. Our society is at risk from such 

spam profile accounts. It is important to find such spam profiles on OSNs [9]. 

https://creativecommons.org/licenses/by-sa/4.0/
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A spammer is a user who performs malicious activities on online platforms with the intent to disrupt 

social media environments and compromise user privacy. According to X, spam accounts typically exhibit 

behaviors such as posting harmful links, excessive retweeting, creating multiple accounts, suspicious following 

behavior, overuse of the @mention and #hashtag functions to gain attention, and frequent posting on trending 

topics to attract casual user interaction [10]. X is a one of the well-known social networking sites that allows for 

interaction and collaboration between millions of users. X was established in 2006. X has around 611 million 

and Instagram has around 2,000 million active users monthly for a variety of motives [11]. 

According to a recent analysis, between 8.8% and 14.6% of all X profiles are spam. This 

corresponds to between 29 and 48 million profiles. For Instagram, the market researchers at ghost data have 

now also conducted a survey. On average, there are 95 million Instagram spam accounts, which would be 

around 10% of the platform's active users [12]. In this study, we focus on detecting spam profiles on two 

major OSN: X and Instagram. X is primarily a text-based platform with features such as tweets, retweets, 

hashtags, user mentions, follower, and following [13]. This makes X suitable for analyzing content-based and 

profile-based features in spam profile detection. Instagram, on the other hand, is more focused on visual 

content and user profile attributes such as profile pictures, usernames, and follower relationships [14]. The 

differences in data types and feature sets between these two platforms provide a comprehensive environment 

to evaluate the effectiveness and generalizability of our hybrid positive-unlabeled learning approach for spam 

profile detection. This diversity in both allows us to evaluate the robustness and generalizability of our hybrid 

positive-unlabeled learning method across varied social media environments. 

It is difficult to identify groups of spammers and hence individual spam account using heuristic and 

classical methods [15]–[18]. Machine learning helps to achieve good accuracy to identify the same [19]–[21]. 

Spam profile detection has been performed in different ways [7], [15], [22]. Efforts have been done to detect 

spam profiles on OSNs using heuristic and various machine learning techniques using classification and 

clustering techniques [23], [24]. Classification techniques require a labeled dataset, and in clustering, the 

model is trained with an unlabeled dataset. Hybrid approach resolves constraints of classification and 

clustering and leads to accurate predictions with improved decision-making.  

The paper is organized as follows: the summary of related work on spam profile detection in OSNs 

is mentioned in section 2. Section 3 describes the proposed hybrid approach. Section 4 highlights the 

performance of evaluation results, and finally section 5 concludes this work with future research directions. 

 

 

2. SPAM PROFILE DETECTION IN ONLINE SOCIAL NETWORK 

The rise in social activities among registered members of the X social network has contributed to its 

increased popularity. X serves as both a microblogging OSNs and a platform for news updates at the same 

time. Cybercriminals have recently become more interested in X because of the increase in social contacts. X 

has been used by spam users to disseminate spam content, publish phishing links, inundate the network with 

bogus accounts, and carry out other illegal operations. Finding the spam accounts that are part of the network 

of spammers that carry out these actions is an essential beginning. Numerous methods to identify a group of 

spammers have been put forth by researchers. However, each of these strategies focused on a particular group 

of spammers. This study proposes an alternative method for detecting spam accounts on X based on the 

characteristics of spam accounts. To enhance the performance, we used a hybridization method for spam 

profile detection. 

The different strategies have been proposed depending on various features. Some methods for 

identifying spam based on user profile and message content features [25]–[27]; some work relied on  

graph-based features, specifically the connection of a social graph and distance [28]–[30]; and some research 

based on embedded URLs as a method of characteristics of spam detection. According to the survey, spam 

profiles can be identified by various methods, namely compromised profile/account, content/tweet, 

graph/network/friendship, URLs, blacklist, and hybrid based. 

Profile/account-based features are developed based on the properties and relationship of user 

accounts. As these features are related to user profile, it recognized all the attributes that were connected to 

accounts of users. Research in [31]–[38] has identified spam profiles based on profile/account based features 

using different social media datasets using classification. The research in [39], [40] has used classification 

and cluster separately for identifying spam profiles. Spam profile detection using content/tweet based 

investigates content features which are connected to the tweets users published. Gupta et al. [41] have 

identified spam profiles based on content/tweet based features using different social media datasets using 

classification. Chu et al. [42] have used classification and clustering separately for identifying spam profiles. 

Spam profile detection based on graph/network/friendship analyzes the connectivity and  

distance of the graph of social relation. Research in [43]–[47] have identified spam profiles based on 

graph/network/friendship features using different social media datasets using classification. The research in 

[48], [49] have used clustering for identifying spam profiles. Ahmed and Abulaish [50] have used 
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classification and cluster separately for identifying spam profiles. The length restriction on tweet descriptions 

makes it more lucrative for spammers to submit URLs for sharing harmful content than plain text. Research 

in [51]–[54] has identified spam profiles based on URL based features using different social media datasets 

using classification of URLs. The blacklist method is to check a tweet with harmful links. Any tweet with at 

least one harmful link is marked as spam. The topic modeling approach and the keyword extraction approach 

are used to generate the blacklist [55]. Swe and Myo [55] have identified spam profiles based on blacklist 

based features using different social media datasets using classification of blacklist methods. 

Spam account deception is not only identified by one feature, but combination of any two or more 

methods of profile based, content based, network based, URL based or blacklist based. The research in  

[13], [15], [21], [26], [27], [30], [56]–[66] have identified spam profiles based on different features using 

different social media datasets using classification. Research in [14], [16], [67] has used clustering for 

identifying spam profiles. Gupta and Kaushal [68] have used classification and cluster separately for 

identifying spam profiles. Few of the research that used a hybrid of classification and clustering [17], [69] for 

spam profile detection. 

 

2.1.  Research gap 

As per the literature survey and analysis, most of the work has been done either only using 

profile/user based or content/tweet based or graph/network/friendship based or URL or blacklist based. Using 

only single feature is not capable to detect spam profiles due to challenges with new accounts of profile [31], 

evolving spammer tactics [32], [33], limited context [39], dependency on user cooperation [40] in profile 

based features, limited historical behavior [41], ambiguous content, sensitivity to content changes [36], limited 

user interaction analysis [36] in content/tweet based features, limited profile connectivity [43], [48], 

incomplete graph data [44], [50], dependence on graph connectivity [45], [46], sensitivity to friend-finding 

[56], [67] strategies in graph/network/friendship based features, URL obfuscation [50], dependence on URL 

databases [52], privacy concerns [53], limited URL access [54], resource intensive [54] in URL based features. 

In blacklist based features, incomplete and outdated blacklists [55], dependency on historical data, limited 

contextual understanding, privacy concerns in blacklist based so there is a need to investigate more on 

hybridized features. 

The hybridized features that can lead to better decision-making [69], deeper understanding of 

complex systems, identify the patterns effectively, comprehensive view of a user's behavior [15],  

multiple data points, increase the redundancy of spam detection [16], and more accurate predictions [17]. The 

profile/account comprises key elements that can be applied on any social media platform. For use of any social 

media without any additional information, a profile is required. Using the profile, we can also determine a 

detail that has been posted on social media. The hybridization of “profile and content” [59] is important 

because it’s combining information from both the user's profile (such as their account details, history, and 

activity) [32], [34], [36] and the content they generate (such as posts, comments, or messages) [16], [17] to 

better identify and flag potentially spam or malicious accounts on social media. This approach is used by 

online communities, social media platforms, and websites to enhance their spam detection systems. Authors in 

[13], [15], [21], [26], [27], [30], [56]–[66] have either used classification or clustering techniques separately 

while few of the researchers [17], [69] have combined both approaches to get the advantages of both. 

Further, research in [17], [69], the model is not trained using multiple iterations. To overcome the 

above gaps, we hereby proposed a hybrid approach using semi-supervised based on the positive and 

unlabeled (PU) learning mentioned in [70], [71]. Moreover, the existing PU-learning approach [70] is 

classification-based. This approach considers unlabeled instances as negative instances because at the initial 

level labeling, unlabeled classes are done only with positive instances. To address the above issue, there is a 

need for an accurate detection model with a good learning paradigm. In our proposed approach, we used 

hybrid technique with classification and clustering instead of the above assumption. We applied clustering on 

negative instances and got actual results, and so at the initial level, we got the labeled instances of spam and 

non-spam profiles. 

 

 

3. RESULTS AND DISCUSSION 

The proposed PU-learning approach is a hybridization-based classification and clustering approach 

for spam profile detection in OSN, and the same has been mentioned in detail in this section. Figure 1 

represents the flow of our proposed approach. The process starts with the data selection stage. Next, in the 

feature selection stage, we used profile and content-based features of social profiles. After that, the featured 

data will be passed in the machine learning model. This process will be stopped with genuine and deceptive 

profiles with accuracy, precision, recall, and F1-score. 
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Figure 1. The flow of methodological approach to detect identify deception 
 

 

3.1.  Dataset 

In most of the existing work, authors have created their own dataset. Some authors have used 

dataset, which is publicly available. We used the X dataset that has been built and utilized by the researchers 

in [27], [59]. For Instagram, we considered the dataset used in [72]. 
 

3.2.  Feature selection 

Feature selection method functions as a preprocessing phase for classification and prediction 

algorithms [73]. In order to differentiate between spam and non-spam, it is important to analyze the tweet 

content [42] and profile details [39], [40] together. The proposed work considers user profile/account and 

content-based features. There are six user profile related features in X dataset which represent the user 

account. The seven additional features which are related to the tweet's content are also considered in our 

work. In this way, for the development of accurate detection models, a total of 13 features which are 

mentioned in Table 1 have been considered. Table 1 gives a summary of each feature. Table 2 represents the 

details of 11 features of the Instagram dataset. 
 

 

Table 1. List of features name and description of X dataset [59] 
Feature name Feature description 

Profile based features 

account_age Account’s age 

no_follower The follower counts of the X users 
no_following The followings count of the X users 

no_userfavorites The count of favorites X user received 

no_lists The count of lists X user added 
no_tweets The count of tweets X user sent 

Content based feature 

no_retweets The count of retweets the tweet 
no_tweetfavorites The count of favorites this tweet received 

no_hashtag The count of hashtags included in the tweet 

no_usermention The count of users mentions included in the tweet 
no_urls The count of URLs included in the tweet 

no_chars The count of characters in tweet 

no_digits The count of digits in the tweet 

 

 

Table 2. List of features name and description of Instagram dataset [72] 
Feature name Feature description 

profile pic Presence or absence of a profile picture for the user 
nums/length username The ratio of numeric characters to the total length of the username 

fullname words Full name represented as a sequence of word tokens 
nums/length full name The ratio of numeric characters to the total length of the full name 

name==username Check for exact string match between username and full name 

description length The number of characters in the user bio 
external URL Has external URL or not 

Private Private or not 

Posts Number of posts 
Followers Number of followers 

Follows Number of follows 

 

 

3.3.  Clustering phase 

Clustering is useful to find the effective instances from the large data available in the dataset.  

Those instances which play a great role in determining classification results are sorted and extracted from 

training samples. This reduces a large data which has no greater impact in producing results, hence there is an 
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increase in system efficiency. In our work, we used the K-Means clustering algorithm. The labeled instances 

are extracted, and from them a labeled training sample is generated. After analysis of the different values of 

K, K equals 2 gives the best results. The result of the clustering algorithm is passed to the next phase to 

perform the classification of spam and non-spam profiles. 
 

3.4.  Classification phase 

Classification is an algorithm or model that takes a set of labeled samples with features as input.  

The algorithm or model is trained depending on classifying the set of instances with different classes, and 

testing gets performed on unlabeled dataset. We applied different six classification algorithms namely 

decision tree classifier, naïve Bayes classifier, k-nearest neighbor classifier, random forest classifier, logistic 

regression, and support vector machine for detecting spam profiles. 
 

3.5.  Proposed algorithm 

The proposed spam profile detection algorithm is explained in this section. The outcome of the 

clustering algorithm will pass to a classification model that classifies spam and non-spam classes. Here,  

we propose a semi-supervised hybrid approach based on the state-of-the-art PU-learning approach [70] for 

spam profile detection in OSNs. Initially, we considered PU instances as an input to the algorithm. For 

labeling the unlabeled instances, we applied clustering on them which results in two clusters. One cluster 

represents the positive review as spam profile and the second cluster represents non-spam profile as genuine 

reviews. The classifier is then generated based on the initial set of positive instances and the output of the 

clustering phase. This generated classifier is applied on the cluster of negative reviews (non-spam profile) 

which further generates two classes viz. spam profile and non-spam profile. Here, some of the non-spam 

profiles may not be classified correctly and may belong to spam profile class. To identify those spam 

profiles, again the classifier is generated based on the initial set of positive instances and output of newly 

generated negative instances and applied on a new set of negative profile classes. Until the stop requirement 

is satisfied, this process is repeated. In the end, generated two sets of classify spam and non-spam profiles. 

Algorithm 1 show the pseudo code of the proposed hybrid approach which is a combination of classification 

and clustering for identifying spam profile detection. Algorithm 1 represents the proposed ideology. 
 

Algorithm 1: Proposed hybridized PU-learning for spam profile detection 
1. Input: collection of PU instances. 

2. i ← 1; 

3. |W0 | ← |U1|; 

4. |W1| ← |U1|; 

5. U L ← Cluster (U); 

6. N ← Extract_ Negative (U L ); 

7. G ← Generate _Classifier (P, U L);  

8. N L  ←  G(U) 

9. Li  ← Extract_ Negative (N L ); 

10. while |Wi| ≤ |Wi-1| do 

11.      Ci ← Generate_Classifier (P, LiL);      // Generate classifier  

12.      LiL ← Ci (Li);                                       // Train classifier 

applied in the unlabeled dataset  

13.      Wi ← Extract_ Positives (LiL);            // Extract positive (spam) instances 

from labeled dataset  

14.      Li+1 ← Li - Wi;                                   // Remove positive (spam) 

profiles instances  

15.      i ← i + 1; 

16. End while 

17. Return Ci 

18. Output: testing instances classified as positive and negative opinion reviews.  
 

Here, P is number of positive instances, U1 is original unlabeled data set, Ci is classifier at iteration i, N is 

negative instances, G is generated classifier, Li is unlabeled set at iteration i, and Wi is unlabeled instance 

classified as positive by classifier Ci. 
 

 

4. RESULTS AND DISCUSSION 

For the performance evaluation of our approach with existing work on the dataset mentioned in  

sub-section 3.1, we used different Python libraries. For training and testing data, we considered the ratio of 

spam and non-spam profiles to be the same viz. 1:1. For the simulation and comparison, different models 

were trained based on randomly selected 1.5 million tweets out of 2 million tweets. For testing, we randomly 

selected 25,000 tweets for spam and remaining 25,000 tweets for non-spam profiles. For the Instagram 
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dataset, we considered 70% data for training and the remaining 30% for testing after analysis with different 

training and testing ratios. 

We utilized the following six classifiers in the existing and proposed approach and trained the 

model. We used: decision tree classifier, naïve Bayes classifier, k-nearest neighbor classifier, random forest 

classifier, logistic regression, and support vector machine. We trained the model and then tested it using a test 

dataset. For evaluation, we compared the results by accuracy, precision, recall, and F-score parameters.  

We have implemented the existing approach [70] and collected results using various datasets. The graphs in 

Figures 2 and 3 depict the accuracy of the X and Instagram datasets respectively. The x axis denotes the 

different types of algorithms, and the y axis represents the corresponding accuracy scores. 

 

 

 
 

Figure 2. Accuracy comparison of existing and proposed approach for X dataset 

 

 

 
 

Figure 3. Accuracy comparison of existing and proposed approach for Instagram dataset 

 

 

Our approach has been compared with existing PU learning algorithm [70] on X profile and 

content-based dataset with identified features [59]. Our approach which is a hybrid clustering and 

classification technique outperforms the existing approach in terms of accuracy, precision, recall, and  

F-score. In Table 3, the highest level of accuracy we have is 62.50% using a decision tree in an existing 

approach, and 78.97% accuracy using random forest in the proposed approach. In Table 4, the highest 

level of accuracy we have is 62.32% in an existing approach and 79.83% accuracy in the proposed 

approach using the random forest. In both datasets, we got higher accuracy in the proposed approach using 

random forest. The random forest is an ensemble learning algorithm by combining multiple trees to 

improve performance and reduce the risk of overfitting. 

 



                ISSN: 2252-8938 

Int J Artif Intell, Vol. 14, No. 6, December 2025: 4838-4847 

4844 

Table 3. Comparative results for X dataset 
Approach Accuracy (%) Precision (P) Recall (R) F-score (F) Classifier 

Existing [70] 62.50 0.6316 0.6308 0.6312 Decision tree 

Proposed 76.98 0.7829 0.7521 0.7672 

Existing [70] 56.53 0.5654 0.5578 0.5616 Naïve Bayes 

Proposed 69.87 0.7067 0.6928 0.6997 

Existing [70] 58.09 0.5981 0.5873 0.5927 K-nearest neighbor 

Proposed 72.23 0.7110 0.7146 0.7128 

Existing [70] 61.58 0.6250 0.6012 0.6129 Random forest 

Proposed 78.97 0.7812 0.7729 0.7770 

Existing [70] 57.47 0.5935 0.5681 0.5805 Logistic regression 

Proposed 71.74 0.7389 0.7105 0.7244 

Existing [70] 60.32 0.6101 0.5931 0.6015 Support vector machine 

Proposed 69.81 0.7242 0.7058 0.7149 

 

 

Table 4. Comparative results for Instagram dataset 
Approach Accuracy (%) Precision (P) Recall (R) F-score (F) Classifier 

Existing [70] 61.09 0.6047 0.5835 0.5939 Decision tree 

Proposed 78.23 0.7636 0.7813 0.7723 

Existing [70] 57.53 0.5923 0.5512 0.5710 Naïve Bayes 

Proposed 73.38 0.7531 0.7458 0.7494 

Existing [70] 59.58 0.5808 0.6042 0.5923 K-nearest neighbor 

Proposed 75.15 0.7437 0.7713 0.7572 

Existing [70] 62.32 0.6317 0.6346 0.6331 Random forest 

Proposed 79.83 0.8198 0.8246 0.8222 

Existing [70] 58.36 0.6193 0.5719 0.5947 Logistic regression 

Proposed 71.91 0.7391 0.7251 0.7320 

Existing [70] 56.73 0.5841 0.5691 0.5765 Support vector machine 

Proposed 69.47 0.7153 0.7015 0.7083 

 

 

5. CONCLUSION AND FUTURE RESEARCH DIRECTIONS 

The rapid growth of spam accounts has been allowed by the ongoing expansion in the variety of 

social network content. X is gaining popularity on social platforms for marketers and fraudsters who 

frequently use spam accounts to further achieve their goals because of its openness, the capacity to influence 

featured taglines, and the capacity to inflate profiles. Spammer techniques for evasion must be developed in 

order to minimize the impact of spam accounts on genuine users. This research conducted a thorough 

analysis of machine learning classifiers for identification of spam account in X and Instagram. We have 

suggested a semi-supervised hybrid method that includes clustering and classification. Our work would help 

to create a useful system that can identify spam X and Instagram accounts and secure genuine users from 

spammers. As a part of future work, this model can be extended for additional sites, which are afflicted by 

massively produced illegal accounts, such as other web forums, email services with more features, and OSN 

services. In order to find related information at a given moment. Tweet timestamp can also be integrated in 

the investigative approaches for spam profile detection. 
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