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ABSTRACT

The relationship between art and technology has changed how people engage
with creativity, leading to the industrialization of the field. Various digital media
have been utilized in the endeavour of art creation, such as artificial intelligence
(AI) generation for images. The utilization of AI-generated art has yielded
negative reactions due to its exploitative nature on pre-existing artworks without
the creator’s consent, which raises plagiarism concerns. This research utilized
convolutional neural network (CNN) to help detect such images to reduce public
concerns on the abuse of AI images. The algorithm is proposed to detect
such images as it involves spatial convolution within two-dimensional spaces,
matching the nature of images. The model was developed from pre-existing
architectures, namely EfficientNetB1 and Xception, which was pre-trained on
ImageNet classification task with the modification of inclusion or exclusion
of dropout in the top layer. After assessing the models, removing top layer
dropout from EfficientNetB1 model improved it to reach the F1-score of 97.66%
compared to 97.44% in the base model and Xception with a dropout layer yields
lower F1-score of 95.56% compared to 97.07% in the base model.
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1. INTRODUCTION
Technology and art are two fields that have been inseparable in human lives. Recent digitalization

of media has increased the affordability of artworks to be enjoyed by humans. The access to human-made
works can now be done with the assistance of the internet [1]. This is due to the art and design being effective
instruments in conveying messages with the intent of information and communication [2]. Art and design are
built on concepts that allow humans to perceive information more effectively within the scope of information
communication technology (ICT). The involvement of art and design within ICT allows technologies to be
more accessible as it assists users in navigating the usage of technologies in order to perform certain activities
[3]. Meanwhile, ICT also supports the digitalization of art by acting as a medium for developing, preserving,
and sharing works for the public, allowing new methods and reach in accessibility and appreciation of art [4].
That realization allows design to be an essential intermediary component for human-computer interaction [5].

The relationship has led to a rise of motivation for entrepreneurship in the art field, forming a
connection that subsequently developed into the creative industry [6]. Humans utilize this advancement to
develop ideas, creations, and innovations in the form of intellectual property. Professionals who intend to
create a legacy through art acknowledge the importance of digitalization in their work and success, as it records
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the process and results of their work for a wider audience [7]. The need for art and design has proved its role
to be enjoyed not only for entertainment purposes but also as a medium of conveying messages due to the
interactive nature of contemporary art [8]. The interest, coupled with the rise of the creative industry, increased
the need to pursue the knowledge of art and design academically [9].

The development of technology in art has also allowed artists in their endeavours to create art
efficiently as well as experiments that result in the creation of contemporary arts [10]. Current artworks have
been done via multitudes of mediums, such as application design, 3D sculpted art modeled within augmented
or virtual reality spaces, as well as the recent increase usage of artificial intelligence (AI) for art generations.
Despite the fact that the concept has existed since 1973, the increase in generative adversarial networks usage
in 2014 has increased the popularity and research of image generation [11].

The rise of AI-generated art, or known as AI art, has received the attention of society, with some people
having a positive outlook in terms of technological development while others seem to harbour a negative stigma
over the topic of its socioeconomic and copyright issues [12]. This is due to the fact that current generated works
have been done by stochastic reshuffling of pre-existing works [13]. Reuse of those works is done without the
creator’s consent and is even used within a commercial level, which leads to the concern of professionals and
aspiring artists about their endangered livelihood due to the existence of AI art [14]. Considering the nature of
AI art’s creation process, the generated work plagiarizes original contents used to train the model. Plagiarism
as is has raised various ethical concerns such as commercial copyright and academic integrity [15]. This affects
the state of the industry and academia for art and design, which creates the need to distinguish AI art from
human work.

There were limited works on the topic prior, as the need to detect AI-generated works is still recent.
However, there have been a few researches and projects that started investigating the subject. A project
dubbed as Synthbuster utilized spectral analysis with generic training to the cross-difference filter and achieved
the accuracy of 87.2% [16]. Another research tuned the ImageNet pre-trained model EfficientNetB4 to the
common objects in context (COCO)-Stuff dataset, which yielded an average accuracy of 92% through different
datasets [17]. However, neither of the previous researches explored differing learning rates in the development
of learning rates to find the better rate as the hyperparameter. This research aims to explore the usage of
convolutional neural network (CNN) in detecting AI-generated images as well as the impact of learning rates
to enhance the detection of such images.

This research utilized a deep learning algorithm to detect AI-generated images, which are known for
their capabilities to speed up the detection process, as well as the easily implementable techniques available
[18]. The aforementioned deep learning algorithm for this research is the CNN due to its ability to recognize
patterns within images with a considerable reduction of neurons necessary by spatial convolution within
two-dimensional spaces [19]. This makes the CNN capable of extracting features within the input that act
as building blocks for higher-level features in deeper layers, which are then used to decipher global features in
the deepest layer [20]. The algorithm has been proven to be more robust in recognizing complex patterns, even
distorted images [21]. These patterns would be apparent between the stochastically randomized AI-generated
works and the consistent strokes of human-made works and imagery depictions of reality.

This research favours the CNN algorithm as it is fitting for the nature of the images. CNN is more
focused on the relations between pixels in an image instead of the grand image, as the grand image may
be similar for both image types. For comparison, vision transformers (ViT) have been proven to be able to
detect certain objects better than CNNs in an image [22]. However, what is being dealt with the AI recreation
of images are patterns, which ViT are inferior compared to CNNs, proven by a research comparing the two
algorithms for digital holography where ViT yields less performance as it tries to look globally inside the
image [23]. This makes ViT models less ideal in the practical use, as model should be accessible to public.

The CNN architectures utilized in this research are EfficientNetB1 and Xception, which yielded
similar results on the ImageNet dataset on which the models were trained prior. The EfficientNet models
utilized mobile inverted-bottleneck architectures built of convolution layers, batch normalization, and activation
layers. The architecture, as the name suggests, aimed to achieve better efficiency with fewer parameters
and operations [24]. Xception, on the other hand, utilizes depth-wise separable convolutions and batch
normalization to improve parameters similar to InceptionV3, on which Xception was improved from, and
aims to introduce this component in further developments of CNN algorithms [25]. Batch normalization acts
as one of the regularization methods that can prevent overfitting for the model and allows the model to be
more stable [19]. This research is conducted with the goal of enhancing a method that can be implemented
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in detecting AI-generated images. Hence, it aims to detect AI-generated images and human-made images,
as it will assist people in ensuring fair attribution and compensation of creation, be it academic (grades) or
commercial (monetary).

2. METHOD
This research first established its foundation by defining the problem of AI-generated image detection

and selecting the CNN models EfficientNetB1 and Xception. Following the cementing of these core topics, the
work was then followed by conducting the research, which was defined into seven phases: data collection, data
preprocessing, data splitting, model training, model evaluation, hyperparameter tuning, and result analysis.
This section will further elaborate on the processes involved in each step. The previously mentioned research
process is illustrated in Figure 1 for visual clarity.

Figure 1. Proposed research workflow

This research was conducted on the AI or human art classification dataset publicly available on Kaggle.
The dataset was selected as it had been pre-labeled with 10,330 AI-generated images and 8,288 human-created
images. The dataset was majorly sourced from the AI or Not competition in Hugging Face, which hadn’t
mentioned the source of the generated images [26]. However, there are images sourced from the image sharing
site, Pinterest [27]. While specific images sourced from the site hadn’t been identified, the addition should
provide some variety that helps generalize the model with modern creations. Data are loaded into batches
of 32, resulting in 582 batches. The loaded data are then resized into 256×256 dimensions and its values
normalized within 0 to 1 on three colour channels to match the pre-trained models requirements. A few sample
images available in the dataset utilized in this work are illustrated in Figure 2.

The resized data are then split into a training set consisting of 80% of the data, a validation set
consisting of 10% of the data, and a test set containing the remaining 10%. The validation set is used to
determine hyperparameters within the training process [28]. In this research, the validation set was utilized
in validating the training process’ cross-entropy to determine the epochs needed for the training to prevent
model overfitting.

The data was then used to train the aforementioned models with rebuilding of the top layers.
EfficientNetB1 utilizes a dropout in its top layer. On the other hand, Xception allows the fully-connected
and dropout after global pooling to be optional [25]. Due to this, the research compared the two approaches of
top layers on both models. Instead of the 1000 classes of ImageNet, the predictor was made of a fully-connected
layer with two neurons representing the two classes of images: non-AI-generated and AI-generated. The layer
utilized the softmax activation function, which is compatible with the global pooling on the top layers [29].
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The model was also optimized with the adaptive moment estimation (Adam) estimator using six
different learning rates, which are [1.0, 0.1, 0.01, 0.001, 0.0001, and 0.00001] to determine the learning rate
that yields better metrics for each model. The optimizer used for the training, Adam, is capable of adjusting
the learning rate for each parameter of the model. This predates the reason for the election of the learning rate,
as there are significant differences in the learning rate values. These parameter variations will all be utilized in
the training of the model.

Figure 2. Sample dataset images

3. RESULTS AND DISCUSSION
This section covers the results of the model training phase and the subsequent phases. The training

process is done by training the model to the train set and then validating it with the validation set. The validation
results acts as the initial assessor whether the model still generalizes well or has overfit to the train set. Early
stopping was used to determine and rollback to the optimal epoch of each model variant which is when the
training and validation results converged best. The deterministic parameter for the convergence is the validation
loss, as the model will keep training itself to increase its accuracy to the train data. However, this should also
apply to the validation set in order for the model to generalize well. The loss would not only calculate the correct
predictions but also the difference between the probability distributions of the prediction and actual labels,
making it more comprehensive than accuracy alone. This process is done repeatedly on every configuration to
both models to check and compare how they performed. The training phase of each model yielded the results
depicted in Table 1.

The validation metrics achieved during the model training process in Table 1 provides information
whether a model is able to generalize well throughout the dataset instead of overfitting to the training set. It
is visible from the model training results that the validation metrics peaked on 10−4 learning rate for both
variations of the EfficientNetB1 model and 10−3 learning rate for both variations of the Xception model and
between said variations, the models excluding top layer dropout seem to be advantageous compared to their
dropout alternatives. That being said, all learning rates are able to learn data somewhat except for 1.0 learning
rate that failed for all model variants. The development for the highlighted learning rates (Figure 3) of each
models are shown in Figures 3(a) and 3(b) for both EfficientNetB1 models as well as Figures 3(c) and 3(d) for
Xception models.
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Table 1. Model training metrics
Model Learning rate Train accuracy (%) Train loss Validation accuracy (%) Validation loss

Without dropout
EfficientNetB1 10−5 98.76 0.0391 96.23 0.1015

10−4 99.09 0.0251 96.34 0.0944
10−3 98.21 0.0441 95.91 0.1020
10−2 93.98 0.1422 88.63 0.2461
10−1 89.69 0.2562 88.25 0.2741
1.0 51.60 0.7556 50.92 0.6937

Xception (Base model) 10−5 98.40 0.0539 94.50 0.1409
10−4 99.51 0.0142 96.07 0.1474
10−3 97.49 0.0653 96.34 0.1093
10−2 91.08 0.2040 91.16 0.2251
10−1 89.92 0.2396 87.77 0.3612
1.0 50.95 0.7117 55.93 0.6877

With dropout
EfficientNetB1 (Base model) 10−5 98.21 0.0551 96.66 0.0948

10−4 99.29 0.0223 97.36 0.0831
10−3 98.04 0.0507 97.14 0.0963
10−2 95.46 0.1094 94.94 0.1484
10−1 58.49 1.5483 57.81 0.8434
1.0 53.63 0.7326 54.20 0.7041

Xception 10−5 98.20 0.0607 94.29 0.1459
10−4 90.58 0.2319 94.34 0.1580
10−3 95.99 0.0973 95.74 0.1048
10−2 92.29 0.1778 93.27 0.1695
10−1 53.59 1.2624 55.71 0.6928
1.0 52.88 0.7010 55.87 0.6869

(a) (b)

(c) (d)

Figure 3. Model training metric development, (a) base EfficientNetB1 model, (b) EfficientNetB1 model
without top layer dropout, (c) base Xception model, and (d) Xception model with top layer dropout
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The amount of epochs is determined thanks to the utilization of the validation set where early stopping
is initiated accordingly by the development of the validation loss. EfficientNetB1 generally requires less
training time compared to Xception. However, EfficientNetB1 with 10−5 learning rate required over twice
epochs compared to the other learning rates which subsequently results in the dilation of its training time while
Xception itself doesn’t suffer from this condition as significantly. The models are then evaluated to the test set
to observe how well they generalize outside the training and validation sets.

The model achieved from the training process is then evaluated to the test set by predicting the
class of the data within it. The predicted and actual classes were mapped into a confusion matrix, which
subsequently provided the information necessary to compute the model’s accuracy, precision, recall, and
f1-score. The evaluation results showed that both models achieved peak performance at the learning rate
of 10−4 without dropout and 10−3 with dropout, the former indicating superior overall metrics. It is also
visible that EfficientNetB1 without dropout trained with the learning rate of 10−4 is a victor within all models
due to the model achieving best metrics during both training process and evaluation process. On top of that,
EfficientNetB1 models generally performed better compared to their Xception counterparts on both metrics
and time consumed. The complete metrics of the model testing are shown in Table 2.

The best hyperparameter configurations of each variant of the models are then utilized to train
them using the recommended dimensions to see whether there is a significant impact from the difference in
dimensions within the data as the research utilized different image resolution than the recommended resolution.
Both models, with the recommended input dimensions, produced similar training results to those of the
proposed dimensions used in this research. There is, however, a significant difference in the training time
especially for Xception models, which reached over 100 seconds per epoch difference due to the relatively
bigger data dimensional difference compared to EfficientNetB1’s data dimensional difference, which allowed
its difference to be barely about 5 seconds. This result is consistent with the statement that EfficientNet models
are developed with the aim of efficiency in [29].

The evaluation results show that both models without achieved the best performance for this task when
trained with 10−4 learning rate, insinuating that between the six proposed rates, 10−4 is the most appropriate
learning rate for the task. This is in tandem with Krichen’s idea that a lower learning rate may be beneficial
to ensure the model converges effectively [19]. However, it is important to not put the rate too low as it may
converge too early as the training utilized early stopping and that might result in the training stopping before it
reaches a better converge point, which is visible when the models are trained with 10−5 learning rate compared
to their 10−4 rate counterparts.

The models reached better results without a top layer dropout when the models are trained with 10−5

to 10−3 learning rate, yet adding top layer dropout results in improvement on 10−2 learning rate. This implies
that the model starts to overfit on that learning rate. However, the dropout layer broke the model when trained
with higher learning rates, rendering the impact of dropout for those variants inconclusive. This may point out
that with 10−5 to 10−3 learning rate, batch normalization and convolutional dropouts are sufficient to prevent
overfitting of the model, as the model is able to converge stably. While on higher learning rates, top dropout
layer is justifiable to use as the model overfits more quickly as it learns faster.

Based on the results of the learning rate and regularization, hyperparameters of the model training
significantly impact the model’s performance. The necessity of certain regularizers depends on the other
parameters of the model training. Considering the model’s complexity being one of the smaller ones, especially
EfficientNetB1 which is much simpler EfficientNet models. The result aligns with Krichen’s statement that
dropouts may be necessary in deeper models and other regularization methods to be sufficient in more shallow
models [19]. Both architectures being robust enough that dropouts are less warranted is also supported by
Zhao’s idea that batch normalization improves generalization to maximize the architecture’s performance [20].

Furthermore, in both proposed and innate recommended dimensions, it is concludable that the models
are applicable to different dimensions and achieve pleasing results regardless. There are a multitude of
versions of the EfficientNet model for varying image sizes, with the EfficientNetB1 utilizing the most similar
dimensions to the data used in this research. In comparison to the prior research with EfficientNetB4, while
the EfficientNetB4 performed better in certain datasets, EfficientNetB1’s structure is miniature compared to
EfficientNetB4, allowing it to be more suitable to use within relatively constrained environments while still
providing accurate results.
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Table 2. Model evaluation metrics on test set

Model
Learning

Accuracy (%)
Precision Recall Precision Recall

F1-score (%)
Inference

rate (1) (%) (1) (%) (0) (%) (0) (%) time
Without dropout

EfficientNetB1 10−5 97.09 96.92 97.86 97.31 96.13 97.05 18.12s
10−4 97.68 98.51 97.26 96.69 98.20 97.66 17.69s
10−3 96.66 95.95 98.17 97.61 94.75 96.60 18.66s
10−2 87.66 91.97 84.80 83.30 91.10 87.51 17.75s
10−1 89.06 88.80 90.70 89.37 87.23 89.01 19.01s
1.0 53.18 68.47 33.40 47.27 79.52 52.10 17.83s

Xception 10−5 94.94 95.66 95.48 93.97 94.21 94.83 18.09s
(Base model) 10−4 97.09 96.94 97.71 97.27 96.36 97.07 17.69s

10−3 96.34 95.44 98.18 97.57 93.96 96.26 17.99s
10−2 91.65 92.14 92.94 91.02 90.02 91.53 18.59s
10−1 86.37 83.11 93.69 87.78 77.86 85.30 17.84s
1.0 54.90 54.90 100 0 0 35.44 18.80s

With dropout
EfficientNetB1 10−5 95.96 94.96 97.85 97.26 93.65 95.90 17.55s
(Base model) 10−4 97.14 97.48 97.39 96.72 96.84 97.11 18.41s

10−3 97.47 96.71 98.71 98.42 95.98 97.44 18.24s
10−2 95.15 93.06 98.53 98.07 91.03 95.07 17.80s
10−1 55.55 55.55 100 0 0 35.71 18.17s
1.0 59.54 58.44 99.71 94.64 6.62 43.03 17.69s

With dropout
Xception 10−5 95.31 96.22 95.18 94.24 95.48 95.28 18.53s

10−4 93.80 90.63 99.02 98.64 87.36 93.65 18.00s
10−3 95.64 95.35 96.91 96.01 94.02 95.56 17.94s
10−2 92.94 95.05 91.74 90.63 94.36 92.91 18.75s
10−1 54.90 54.90 100 0 0 35.44 18.34s
1.0 54.20 54.20 100 0 0 35.15 20.08s

4. CONCLUSION
A CNN model to detect AI-generated images has been created, which classifies two classes as

AI-generated images and non-AI-generated images. The EfficientNetB1 model, which proposed elimination
of dropout in the top layer and trained with a learning rate of 10−4 reached a precision of 97.68%, precision
of 97.60%, recall of 97.73% and a score of F1 of 97.66% in the test set. However, the base Xception model
performed better than the model that incorporates a dropout in the top layer. Training the model on a learning
rate of 10−4 yielded 97.09% precision, 97.11% precision, 97.04% recall, and F1-score of 97.07%. Aside from
the superior results with EfficientNetB1, the model also requires less training time, which made it the preferred
architecture for this task. Despite the aforementioned differences, both models were able to perform well in
this task. The results show that the models are best trained without dropout of the top layer but with a learning
rate of 10−4, and both models yield better metrics compared to previous works. In the future, the research in
this area can be improved by adding more specific classes regarding the creation medium on both human-made
and AI model generation as well as developing a model which is capable of evaluating images on specific parts
that are considered AI-generated and the reason behind the detection.
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