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Intrusion detection is essential for protecting wireless sensor networks
(WSNs) from evolving cyberattacks. This paper proposes an enhanced
boosting-based framework that integrates generative adversarial networks
(GANS) to address data imbalance, and Harris hawk optimization (HHO) for
efficient feature selection. Six boosting algorithms, including adaptive
boosting (AdaBoost), gradient boosting (GB), extreme gradient boosting
(XGBoost), light gradient-boosting machine (LightGBM), -categorical
boosting (CatBoost), and histogram-based GB, were evaluated to determine
the most effective configuration. The proposed system achieves an accuracy
of 99.18% with a detection time of 12.7 ms on a dataset for intrusion
detection systems in WSN (WSN-DS dataset), significantly outperforming
the existing boosting-based intrusion detection models. By combining data
balancing and feature optimization, the framework enhances both accuracy
and resource efficiency, providing a scalable and robust approach for real-
time threat detection in resource-constrained environments. The results
confirm the potential of hybrid boosting methods coupled with advanced
data generation and optimization strategies to strengthen the resilience of
modern WSNs against emerging network attacks.
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1. INTRODUCTION

Wireless sensor networks (WSNs) have become a crucial part of today’s smart infrastructure,
supporting a wide range of applications such as environmental monitoring, industrial automation,
and intelligent healthcare. Despite their advantages, the distributed nature and limited resources of these
networks make them particularly vulnerable to various cyberattacks [1]. Traditional intrusion detection
systems (IDSs) [2] often struggle to meet the specific constraints of WSNs, such as restricted computational
capacity, dynamic topologies, and limited energy resources.

One of the key milestones in WSN security research [3] was the creation of specialized datasets for
denial of service (DoS) attacks. The dataset for intrusion detection systems in WSN (WSN-DS dataset) [4] is
one of the most recognized benchmarks, simulating four main DoS variants flooding, grayhole, blackhole,
and scheduling attacks within a low-energy adaptive clustering hierarchy (LEACH)-based network model.
Early experiments using neural networks within the Waikato environment for knowledge analysis (WEKA)
framework produced promising detection results; however, the detection of certain attacks, particularly
grayhole, remained limited, with accuracies not exceeding 75%.
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In recent years, machine learning has shown remarkable potential in enhancing IDS performance for
WSNss. The research in [5], [6] evaluated several classifiers, including support vector machines (SVMs) and
random forests, achieving detection rates up to 96%. Yet, most of these models were trained on small
datasets and did not adequately address the issue of data imbalance a recurring challenge in WSN security
[7]. In such datasets, normal traffic often far exceeds attack samples, which causes bias in learning and poor
recognition of rare but dangerous intrusions [8].

Researchers have attempted to mitigate this imbalance using oversampling techniques like synthetic
minority oversampling technique (SMOTE) [9] and, more recently, generative adversarial networks
(GANSs) [10]. These methods synthesize minority attack instances to improve learning diversity, resulting in
moderate but consistent performance gains. When combined with ensemble classifiers, such as random
forests or gradient boosting (GB), GAN-based augmentation can significantly improve detection precision
and recall [11], [12]. Another important limitation of existing IDS approaches is the large number of
redundant features extracted from network data. To overcome this, several optimization algorithms have been
explored, including genetic algorithms and particle swarm optimization. Recently, metaheuristics such as
Harris hawk optimization (HHO) have demonstrated promising performance in selecting the most relevant
features for classification tasks [13]. Building upon these advances, this paper introduces an improved
intrusion detection framework that integrates GAN-based data generation, HHO-based feature selection, and
various boosting algorithms. The main objective is to enhance detection accuracy while maintaining
computational efficiency under WSN constraints. Unlike previous works, the proposed model combines data
balancing and feature optimization into a unified learning pipeline. The results show that this hybrid boosting
approach achieves superior detection accuracy and lower false alarm rates compared to existing boosting-
based IDS models [14], [15]. Table 1 provides a comparative analysis of existing IDS frameworks,
highlighting their performance and limitations.

The rest of this paper is set up as follows. Section 2 provides the details of the proposed approach
such as data preprocessing and model design. Section 3 explains the experimental setup and results
discussion. Section 4 summarizes the paper with main findings and suggestions for future research.

Table 1. Comparative analysis of recent WSN IDS approaches

Study Approach Dataset Accuracy (%) Key limitation
[5] SVM WSN-DS 96.1 Poor with imbalanced data
[3] Random forest WSN-DS 95.7 Limited generalization
[10] XGBoosttgenetic WSN-DS 96.8 No data balancing
[11] Ensemble ML WSN-DS 97.2 High false positive rate
Our approach  BoostingtGAN/SMOTE+HHO WSN-DS 99.18 Requires parameter tuning
2. METHOD

2.1. Overview of the proposed framework

The proposed intrusion detection framework combines advanced data balancing, feature
optimization, and boosting-based classification techniques. Its main objective is to improve detection
accuracy while maintaining computational efficiency within WSNs. The overall architecture is illustrated in
Figure 1, which illustrates how SMOTE, GAN, and hybrid boosting algorithms are integrated into a single
workflow. This architecture is designed to provide reliable detection across multiple attack types while
minimizing false alarms. By integrating both traditional oversampling (SMOTE) and deep generative
augmentation (GAN), the system ensures balanced training data and robust model generalization. HHO is
then applied to select the most relevant features, which improves both detection speed and energy efficiency.

2.2. Wireless sensor network-detection system dataset

To evaluate the proposed approach, we employed the WSN-DS dataset [3], a specialized benchmark
widely used for WSN intrusion detection [4]. This dataset was developed using network simulator version 2
(NS-2) simulations of a LEACH protocol-based environment and contains normal and attack traffic,
including four DoS variants: grayhole, flooding, and scheduling blackhole attacks. Table 2 summarizes the
main simulation parameters used during data generation.

Unlike generic network intrusion datasets, WSN-DS focuses on energy consumption and
communication behavior at the sensor level, which makes it particularly suitable for lightweight IDS
research. After preprocessing, the dataset includes 19 optimized features and a class label as shown in
Table 3. Figure 2 presents the distribution of attack types, highlighting the imbalance between normal and
malicious records-a critical issue this work aims to address.
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Figure 1. Improved IDS architecture with SMOTE-GAN and hybrid boosting
Table 2. WSN simulation parameters
Parameter Value
Number of nodes 100 nodes
Number of clusters 5
Network area 100 mx100 m
Sink location (50,175)
Packet header size 25 bytes
Data packet size 500 bytes
Routing protocol LEACH
Simulation time 3600 s
Table 3. Features of the WSN-DS dataset
Feature no. Symbol Feature name Description
1 ID Node ID Unique identifier assigned to each sensor node
2 TIME Time Duration for which the node has been active in the
simulation
3 IS CH Is CH Indicates whether the node is acting as a cluster
head (CH)
4 WHO CH Who CH ID of the node serving as the CH
5 DIST TO CH Distance to CH Distance between a node and its designated CH
6 ADV_S Advertisement CH sends Number of advertisement messages broadcasted by
the CH
7 ADV R Advertisement CH receives Number of advertisement messages received by the
node
8 JOIN S Join request sent Number of join requests sent from nodes to CH
9 JOIN_R Join request received Number of join requests received by CH
10 SCH_S Advertisement schedule sends ~ Number of time-division multiple access (TDMA)
schedule messages transmitted by CH
11 SCH_R Advertisement schedule Number of scheduled messages received by CH
receives
12 RANK Rank Node’s position in the TDMA scheduling order
13 DATA S Data sent Number of data packets sent to CH
14 DATA R Data received Number of data packets received from CH
15 DATA SENT TO BS Data sent to base station (BS) ~ Number of data packets sent from nodes to the BS
16 DIST CH _TO BS Distance CH to BS Distance between the CH and the BS
17 SEND CODE Send code Code used for cluster communication
18 CONSUMED ENERGY Energy consumption Amount of energy consumed by the node
19 ATTACK TYPE Attack type Classification of network behavior (attack type or

normal traffic)

Int J Artif Intell, Vol. 15, No. 3, June 2026: 2278-2289



Int J Artif Intell ISSN: 2252-8938 a 2281

97278
100000
Legend
80000 Il normal
% - Grayhole
% Blackhole
v 60000 Il Toma
° I Fioading
o
o
£ 40000
=
=
20000
3883 2421 2000 1126
0
MNormal Gravhole Blackhole TDMA Flooding

Type of Class Imbalance Handling Method

Figure 2. Distribution of attack types

2.3. Data preprocessing techniques and augmentation

Complementary preprocessing strategies were applied to overcome the data imbalance issue:
SMOTE and GAN-based augmentation. Initially, SMOTE was used for generating new minority instances by
creating new samples in between the current minority instances, thus increasing the classifier’s decision
boundary. To augment the training set with even more different samples, a GAN model was employed to
create entirely new data points which would be compatible with the original dataset distribution. This method
with two layers guarantees that the model will see a strong variety of the minority class and thus will not be
easily tricked into thinking a specific noisy sample is the true representation of the class.

2.3.1. Synthetic minority oversampling technique
The SMOTE [6], [9] generates new instances for the underrepresented class by interpolating
between existing minority samples and their nearest neighbors. This method increases the representation of
rare attack types, enabling the classifier to learn more balanced decision boundaries. The principle of this
process is depicted in Figure 3, where synthetic samples are produced between close minority instances.
Mathematically, for each minority instance X, SMOTE selects k-nearest neighbors and generates N
synthetic samples using (1).

pi =X +rand(0,1) X (y; —X),i=12,..,N (1)

Here, y; represents the ith neighbor of X. The number of samples N is determined according to the dataset
imbalance level. This process produces a more uniform data distribution, as observed later in Figure 3, where
minority attacks are proportionally increased. In Figure 3, X represents a sample from the minority class.
Rand(0, 1) is a randomly generated value between 0 and 1. y; denotes the iii-th nearest neighbor of X.

pi =X +rand(0,1) = (yi- X)
i=1,2 ..,N

where N = round(IL)

@ Original minority sample (X)

@ K-nearest neighbors (yi)

® Synthetic samples (pi)

Figure 3. SMOTE: synthetic sample generation through random interpolation
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2.3.2. Generative adversarial networks
To further enhance data diversity, GANs [10] were used to synthesize highly realistic attack

samples. A GAN consists of two neural networks a generator (G) and a discriminator (D) that compete in a

minimax game. The G learns to create convincing synthetic samples from random noise, while the D

attempts to distinguish them from real ones. Over successive iterations, both networks improve

simultaneously until the G produces data nearly indistinguishable from real samples.

i)  Components of GANs: Figure 4 illustrates the architecture of GAN model, which was trained on the
feature distribution of the WSN-DS dataset. The resulting synthetic data preserved 94% of the feature
correlations observed in the real dataset, thus maintaining attack realism while balancing the overall
sample count.

High

Dimensional
Sample ———
Space Real —
Images Real

Discriminative

—] ] MNetwork .
- ®
Low j Generative D ) ’
Dimensional Network Generated g Fake
Latent | Fake Images aill
Space _| G
—
ﬂ —

Figure 4. GAN architecture

Where:

—  G: the G receives a random noise vector as input and produces synthetic samples that attempt to
mimic the distribution of the real data. Its objective is to create data so convincing that the D
misclassifies it as genuine.

—  D: acting as a binary classifier, the D evaluates both real data from the training set and synthetic
data from the G. It learns to differentiate between the two and provides the G with feedback,
guiding it to improve the realism of its outputs over time.

Adversarial training process: the core of GANSs lies in the competitive, zero-sum relationship between

the G and the D. The G is constantly trying to “fool” its counterpart by creating highly realistic

synthetic data, aiming to make it indistinguishable from real samples. Conversely, the D strives to
maximize its accuracy, acting as a critic whose sole purpose is to correctly identify whether a given
sample is real or fake. This continuous, adversarial training dynamic, where the G's gain is the D's loss,
is mathematically guided by a single loss function that drives the entire system toward a state of
equilibrium as in (2).

mGin max V(D,G) = ExPgatace [log D(x)] + E,p,y [log (1 - D(G(z)))] (2)

Where D (x) is probability assigned by the D that x is real. G(z) is data generated by the G using noise z.
A detailed breakdown of the GAN's specific configuration, including its network architecture, layer
configurations, and all training parameters used for this data generation task, is presented in Table 4. The
table captures every key aspect of the model setup so that the experimental conditions for data generation can
be fully reproduced. In this way, Table 4 serves as a comprehensive reference for the GAN configuration
applied in this study.

2.4. Feature selection using Harris hawk optimization

Feature selection plays a crucial role in improving both model accuracy and computational
efficiency. In this study, we adopted the HHO algorithm [13] for feature reduction. Inspired by cooperative
hunting strategies of Harris hawks, this metaheuristic alternates between exploration and exploitation to
identify the most informative features. Figure 5 provides an overview of the HHO decision process.
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During the optimization, each hawk represents a potential feature subset. The fitness function is
defined as the classification accuracy achieved by a base learner. Through iterative position updates, the
algorithm converges toward the optimal subset that balances feature relevance and redundancy. This
approach significantly reduces computational cost without compromising detection accuracy.

Table 4. Configuration of the GAN Architecture and training parameters for data generation in WSN-DS

Variable Parameter Specification Details
G network Input layer Noise vector 100-dimensional z ~ N(0, 1)
Hidden layer 1 Dense — ReLU 256 units
Hidden layer 2 Dense — ReLU 512 units
Hidden layer 3 Dense — ReLU 1,024 units
Output layer Dense — Tanh 19 units (matching WSN-DS features)
D network Input layer Feature vector 19-dimensional
Hidden layer 1 Dense — LeakyReLU 1,024 units (o =0.2)
Hidden layer 2 Dense — LeakyReLU 512 units (0. =0.2)
Hidden layer 3 Dense — LeakyReLU 256 units (o =0.2)
Output layer Dense — Sigmoid 1 unit
Training parameters Epochs 10,000 -
Batch size 128 -
Optimizer Adam Learning rate: 0.0002
Optimizer parameters B, =0.5, 3, =0.999 -
Loss function Binary cross-entropy -
Training ratio 5:1 5 D updates per G update

Input parameters:
N, Tmax

Initialize the population X of N
Harris hawk

Calculate the fitness value for
each rabbit's posibit (best fitness)

Initialize the
exploration parameter
Eg jump strength J

Update the exploration/expdate the
positimer Eq and jump strength J

Base the update of Eg and J on the

position of each Harris hawk

Figure 5. HHO algorithm workflow and decision process

2.5. Boosting-based classification models

After preprocessing and feature selection, several boosting algorithms were trained and evaluated to
identify the most efficient model. These include adaptive boosting (AdaBoost) [14], GB [15], extreme
gradient boosting (XGBoost) [16], light gradient-boosting machine (LightGBM) [17], and categorical
boosting (CatBoost) [18]. Each model was fine-tuned using grid search to achieve optimal performance on
the balanced dataset. The characteristics of these models are summarized in Table 5.

Boosting algorithms were selected because they combine multiple weak learners to form a strong
classifier, progressively minimizing misclassification errors. This work also examined hybrid combinations
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(e.g., XGBoost+LightGBM, AdaBoost+GB) to assess potential improvements in detection precision and
computational efficiency. The comparative results of these configurations are discussed in section 3.

Table 5. Algorithms of boosting models

Model Key characteristics
AdaBoost [19] Combines multiple weak learners; iteratively reweights misclassified instances
GB [20] Builds models sequentially; corrects residual errors; captures complex relationships

XGBoost [21], [22] Enhances GB with regularization; known for speed and accuracy
LightGBM [23], [24] Leaf-wise tree growth; optimized for speed and large-scale data
CatBoost [25] Native handling of categorical features; robust with noisy/incomplete data

3.  RESULTS AND DISCUSSION
3.1. Evaluation metrics

To assess the performance of the proposed IDS, several commonly used metrics were employed,
including accuracy, precision, recall, and Fl-score. These metrics provide a comprehensive evaluation of
model performance and are widely used in machine learning-based IDS research. Each metric was computed
using values from the confusion matrix, where TP, TN, FP, and FN denote true positives, true negatives,
false positives, and false negatives, respectively. Accuracy measures the proportion of correct predictions,
precision quantifies the relevance of detected attacks, and recall reflects the model’s ability to capture all
actual attack instances. The Fl-score, representing the harmonic mean of precision and recall, offers a
balanced view between detection sensitivity and false alarm control.
—  Accuracy as in (3).

Accuracy = —4TV__ (3)
TP+FP+TN+FN
—  Precision or positive predictive value as in (4).
Precision = —— 4)
TP+FP
—  Recall or true positive rate as in (5).
Sensitivity = P &)
—  Fl-score as in (6).
F1 — score = 2 X (Prect:SL:onXRecall) (6)
Precision+Recall
—  Specificity, selectivity, or true negative rate as in (7).
L ;s TN
Specificity = prevp @)
—  False positive rate as in (8).
FPR = —= (8)
FP+TN
—  False negative rate as in (9).
FNR = —= ©)
FN+TP

3.2. Overall results and class balancing

Before training, the dataset exhibited a strong imbalance between normal and malicious traffic. To
address this, both SMOTE and GAN-based augmentation were applied. Figure 6 illustrates class distribution
before and after applying SMOTE, showing that minority attacks were successfully oversampled. This
balancing allowed the boosting models to better learn subtle attack behaviors and reduced bias toward the
majority class.

The quality of synthetic data was further verified by analyzing feature distributions, as shown in
Figure 7. The similarity between original and augmented features confirms that SMOTE did not distort the
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underlying statistical relationships, preserving data integrity. These preprocessing steps formed the
foundation for consistent and fair model evaluation.
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Figure 7. Feature distribution before and after applying SMOTE

3.3. Effect of data enhancement techniques

The impact of SMOTE and GAN augmentation on model performance was analyzed separately.
Figure 8 presents the comparison of major boosting algorithms (AdaBoost, GB, XGBoost, LightGBM, and
CatBoost) trained on SMOTE-balanced data. Among them, GB achieved the highest accuracy (99.22%),
closely followed by LightGBM (98.9%) and XGBoost (98.3%). This trend highlights the robustness of
gradient-based ensembles in handling noisy or imbalanced datasets.

When GAN-generated data were introduced, the models exhibited even better generalization. The
F1-score distribution in Figure 9 shows that the GAN-augmented datasets yielded more uniform performance
across different attack classes. Compared to SMOTE, GAN augmentation preserved feature correlations
more effectively and reduced overfitting, resulting in slightly higher recall and fewer false positives. These
findings are consistent with recent studies such as in [9], [15], which demonstrated the superiority of GANs
over traditional oversampling in generating diverse and realistic samples.

3.4. Performance of boosting and hybrid models

The quantitative comparison of all boosting configurations, including both individual and hybrid
models, is summarized in Table 6, and their visual comparison is illustrated in Figure 10. The results confirm
that boosting algorithms substantially improve detection accuracy when combined with balanced data.
Among single models, GB again achieved the best overall results, with a 99.22% accuracy and excellent
precision-recall balance. However, hybrid configurations, where two boosting models were combined
(e.g., LightGBM+GB or AdaBoost+GB), yielded small but meaningful gains. The LightGBM+GB ensemble
achieved an accuracy of 99.1% and an F1-score of 0.96, outperforming most single models while maintaining
computational efficiency. These improvements, though numerically modest, have practical importance in
WSN intrusion detection, where even a minor reduction in false alarms can translate into significant
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energy and communication savings. Similar observations were reported by Sibindi et al. [11], who found that
hybrid boosting ensembles enhance stability and resilience against data variability without major
computational overhead.

Loo Performance Comparison of Boosting Models (with SMOTE) F1-Score Comparison for Different Models and
-y Attack Types
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Models
Figure 8. Performance models with SMOTE Figure 9. Performance models with GAN

Table 6. A comprehensive comparison between standard boosting algorithms and their hybrid combinations

Model Accuracy Recall Precision Fl-score
SMOTE GAN SMOTE GAN SMOTE GAN SMOTE GAN
AdaBoost 09287 09164 09287 09184 09397 09228 0.9303 0.9180
XGBoost 0.9838  0.9550 0.9838  0.9550 09842  0.9549  0.9838  0.9549
LightGBM 09889  0.9523 0.9889  0.9523 09892  0.9535 0.9889  0.9526
CatBoost 09768 09486 09768 09486 09774 09485 0.9768  0.9485
GB 0.9922 09577 09922 09577 09923 09577 0.9922  0.9600

Hybrid (AdaBoost+XGBoost) 09833 09550 0.9833  0.9550 0.9838  0.9548  0.9833  0.9500
Hybrid (AdaBoost+LightGBM) ~ 0.9884 09532 09884  0.9532  0.9887 09542 09884  0.9534
Hybrid (AdaBoost+CatBoost) 09759 09484 09759 09484 09765 09484  0.9759  0.9483
Hybrid (AdaBoost+GB) 09916 09577 09916  0.9577 09918 09576  0.9916  0.9576
Hybrid (XGBoost+LightGBM) 0.9869  0.9600 0.9869  0.9600 0.9872 09558  0.9869  0.9555
Hybrid (XGBoost+CatBoost) 09801 09532 09801 09532 09806 09531 0.9801  0.9531
Hybrid (XGBoost+GB) 09891 09572 09891 09572 09893 09571 09891  0.9571
Hybrid (LightGBM+CatBoost) 09840 0.9541 0.9840 0.9541 0.9844 0.9544 0.9840  0.9541

0.975+4
)
E
o
(v}
Y1095
0.925+4
O.g T J T T h T T T ‘ T T ‘ T T T : T T T ‘ T
0‘-} O‘} %\3‘\ 0‘;‘ 0(9 ‘e& ,\‘@?’ ;,\oc' \\GL" OO o &Q«L’ o& 4@ &
P P L &S & P S SR
b’o,\_o_o‘}\ B of &0 e XD E P
S be%oi}k’qg’ojﬁ‘ 0‘%6%+\z‘
RS 7 K & &
SRR SN &
& & O 6 ¢
3 A & &
N
o
Models

Il Accuracy [l Precision [l Recall Jll F1Sc

Figure 10. Comparison between boosting algorithm and hybrid on SMOTE dataset
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3.5. Discussion

The experimental results highlight several important insights. First, data balancing using SMOTE and
GAN was essential for mitigating class imbalance and improving detection reliability. GANs, in particular,
produced synthetic attack instances that closely reflected real behaviors, increasing recall for rare intrusions
such as grayhole and blackhole attacks. Second, feature optimization with HHO contributed to a 40%
reduction in feature dimensionality while maintaining classification performance. This reduction led to faster
training times and lower energy consumption, confirming that the framework is well suited for
resource-constrained WSN environments. Finally, the combination of optimized data preprocessing and hybrid
boosting delivered a balanced trade-off between detection accuracy, computational efficiency, and robustness.
The proposed model achieved 99.18% accuracy with a detection time of 12.7 ms, surpassing existing
ensemble-based IDSs such as those presented by Madhuri [18] (97.2%) and Fernandez et al. [8] (96.1%).
These results demonstrate that integrating GAN-based augmentation, HHO feature selection, and hybrid
boosting forms a promising pathway toward reliable and energy-efficient intrusion detection in WSNss.

4. CONCLUSION

This work presented an enhanced intrusion detection framework for WSNs by combining data
balancing, feature optimization, and boosting-based classification. Through the integration of SMOTE and
GAN-generated samples, the model addressed the strong class imbalance present in WSN-DS, while HHO
reduced the feature space and improved computational efficiency. The experimental results showed that the
proposed approach achieves high detection reliability, reaching 99.18% accuracy and a 12.7 ms detection
time, outperforming several existing boosting-based IDS models. The use of hybrid boosting configurations
further strengthened model stability and reduced false alarms, particularly for rare attack types. These
findings highlight the relevance of combining data augmentation and lightweight optimization techniques for
security in resource-constrained WSN environments. Future work will explore AdaBoost mechanisms, more
compact generative models, and distributed learning strategies such as federated learning to enhance
real-time intrusion detection while preserving scalability and energy efficiency.
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