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 The increasing adoption of digital healthcare systems demands secure and 

reliable patient authentication mechanisms. Traditional methods such as 

passwords and PINs are vulnerable to security breaches, motivating the use 

of biometric-based solutions. Among various biometrics, the 

electrocardiogram (ECG) signal is distinctive, stable, and non-invasive, 

making it suitable for secure authentication. This paper proposes 

CardioGuard, an artificial intelligence (AI)–based authentication framework 

that employs a hybrid deep learning model combining convolutional neural 

networks (CNNs) and long short-term memory (LSTM) networks to extract 

discriminative features from ECG signals and classify users as genuine or 

impostors. In addition to access control, the system analyzes ECG patterns to 

support early detection of potential cardiovascular abnormalities. 

Experimental results demonstrate that CardioGuard achieves improved 

authentication accuracy and enhanced predictive health insights compared to 

conventional approaches, highlighting its effectiveness for secure and 

intelligent healthcare monitoring. 
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1. INTRODUCTION 

Digital healthcare systems have gained significant popularity in recent years, enabling individuals to 

access remote healthcare services across a wide range of scenarios. However, the deployment of such 

systems introduces serious security challenges related to the privacy and confidentiality of patient 

information. In this context, electrocardiogram (ECG) signals have emerged as a promising biometric 

approach for authentication in digital healthcare systems [1]. ECG data effectively capture the electrical 

activity of the heart, making them a reliable and distinctive source for personal identification. The 

incorporation of ECG biometrics in digital healthcare platforms considerably enhances data security and 

privacy by ensuring that access to sensitive medical information is restricted to authorized users only. Despite 

these advantages, challenges such as standardization, interoperability, and user acceptance arise during the 

practical implementation of ECG-based biometric systems. Biometric technologies are increasingly 

recognized as effective countermeasures against the rising threats of identity theft, terrorist activities, and 

https://creativecommons.org/licenses/by-sa/4.0/
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cybercrime [2]. The global biometric market exceeded USD 20 billion in 2020 and is projected to grow at a 

rate exceeding 13% compound annual growth rate (CAGR) from 2021 to 2027, underscoring the growing 

importance of security in modern society. Various biometric recognition techniques exist, including facial 

recognition, fingerprint analysis, iris recognition, and retina recognition. Among these, ECG-based 

biometrics stand out as highly reliable due to their universal presence, immutable characteristics, measurable 

properties, widespread acceptance, and strong capability for unique identification. ECGs offer enhanced 

confidentiality and security compared to other biometric modalities [3], [4]. Recent studies reveal that ECG 

signals consist of five sequential waves (P, Q, R, S, and T), which are unique to each individual, as shown in 

Figure 1. This also confirms the physical presence of the subject, a feature not supported by several other 

biometric techniques. The generation of ECG signals is inherently complex, as it reflects the autonomous 

functioning of a vital organ, making signal analysis a challenging task [5], [6]. 

 

 

 
 

Figure 1. ECG signal representation for biometric authentication analysis 

 

 

The adoption of artificial intelligence (AI) has greatly improved the security of digital healthcare 

environments through dependable ECG-based biometric authentication systems. Numerous machine learning 

(ML) techniques have been employed to evaluate authentication performance, with widely adopted methods 

including k-nearest neighbor (KNN), support vector machine (SVM), and random forest (RF). In recent 

years, deep learning methodologies have attracted considerable attention for biometric authentication 

applications, particularly those utilizing ECG signals [7]–[11]. Deep neural network models exhibit 

significant capability in authenticating ECG data by extracting complex features from large-scale datasets 

and accurately distinguishing authentic signals from manipulated or unauthorized ones [12]–[14]. This 

research highlights several important gaps that still require detailed investigation, including the enhancement 

of ECG biometrics using advanced deep learning architectures and optimized datasets, improvement of 

authentication speed and computational efficiency, incorporation of biometric fusion techniques to achieve 

higher accuracy, and effective differentiation between normal and abnormal ECG patterns during 

authentication procedures. The proposed study addresses the increasing demand for secure and dependable 

authentication solutions caused by the rapid expansion of digital technologies and growing concerns 

regarding information security. Compared with traditional authentication approaches, ECG signals provide 

two major advantages: enhanced protection through biometric verification and the capability to support early 

identification of cardiovascular abnormalities, which aligns with the application of AI in predictive 

healthcare systems. The proposed CardioGuard framework evaluates ECG signals to authenticate individuals 

and detect anomalies associated with potential cardiac risks, thereby promoting proactive and preventive 

healthcare management strategies. 

The proposed architecture is designed to address inter-subject variability in ECG signals by learning 

hierarchical representations that capture discriminative and informative features. This study demonstrates the 

effectiveness of CardioGuard as a reliable ECG-based authentication framework, offering improved 

accuracy, robustness, and suitability for practical applications through detailed analysis and comparative 

evaluation. The major contributions include a novel automated authentication framework that jointly exploits 

spatial and temporal ECG characteristics to enhance protection against spoofing and unauthorized access, a 

hybrid deep learning model integrating convolutional neural networks (CNNs) and long short-term memory 

(LSTM) networks to achieve superior recognition accuracy, seamless integration into smart healthcare 
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systems for flexible authentication, and an efficient preprocessing and augmentation strategy for public ECG 

datasets that improves data quality and enables fair comparison with existing state-of-the-art (SOTA) models. 

Several studies have explored ECG signal analysis for biometric authentication using ML and  

deep learning techniques. Asadianfam et al. [15] examined the ECG-based authentication systems, while 

Shdefat et al. [16] reviewed the opportunities and challenges associated with ECG biometrics. Li et al. [17] 

highlighted the potential of physiological signals such as ECG, electroencephalogram (EEG), and 

photoplethysmogram (PPG) for improving authentication frameworks. Pereira et al. [18] analyzed various 

ECG data acquisition strategies and their influence on authentication performance. Hammad et al. [19] 

proposed deep neural network–based authentication models using residual CNNs and end-to-end CNN 

architectures, evaluated on the National Metrology Institute of Germany or Physikalisch-Technische 

Bundesanstalt (PTB) and check your bio-signals here initiative (CYBHi) datasets, achieving an average 

accuracy of approximately 98.5%. Labati et al. [20] introduced the deep-ECG framework, which combines 

signal preprocessing, CNN-based feature extraction, and softmax classification [21]. Evaluated using the PTB 

diagnostic ECG database, their approach outperformed several existing methods in biometric recognition tasks. 

Martin and Reillo [22] presented the BioECG framework, which integrates CNN and LSTM models along with 

an enhanced and diversified dataset to improve ECG biometric performance. Their results demonstrated 

improved identification accuracy and highlighted the potential of deep learning–based ECG biometrics for 

security and healthcare applications. Hosseinzadeh et al. [23] provided a comprehensive review of ECG-based 

authentication techniques, categorizing them into uni-modal and multi-modal systems. Their analysis 

revealed that most uni-modal approaches rely on SVM and artificial neural networks, while multi-modal 

systems combine ECG with other biometrics or cryptographic mechanisms, each presenting distinct limitations 

and research challenges. Ivanciu et al. [24] proposed a siamese neural network–based ECG authentication 

framework using image representations of ECG signals. Tested on the ECG-ID dataset within a private cloud 

environment, the system achieved authentication accuracy of 87.3%. Albuquerque et al. [25] introduced an 

ECG-based identification method using random under-sampling boosting (RUSBoost) and compared it with 

nearest neighbor search (NNS). Experimental results showed that RUSBoost achieved superior balance in 

accuracy, sensitivity, and F1-score, while NNS demonstrated slightly higher overall accuracy. 

 

 

2. METHOD 

The proposed CardioGuard framework employs a systematic workflow consisting of ECG data 

acquisition, preprocessing, model development, training, evaluation, optimization, deployment, and 

continuous monitoring. The framework combines CNNs and LSTM networks to extract both spatial and 

temporal features from ECG signals effectively. Model performance is evaluated using metrics such as 

accuracy, sensitivity, precision, F1-score, specificity, and area under the curve (AUC). The architecture is 

designed to ensure security, reliability, and efficient authentication in smart healthcare applications. Figure 2 

presents the overall workflow of the CardioGuard model, including ECG acquisition, preprocessing,  

CNN-based feature extraction, LSTM-driven temporal learning, flattening, and final classification through 

dense and softmax layers for accurate authentication of ECG signals. 

 

 

 
 

Figure 2. Schematic representation of the proposed methodology 
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2.1.  Proposed CardioGaurd model 

The proposed CardioAuth framework employs a hybrid CNN-LSTM architecture with a dense layer 

for ECG-based authentication. Initially, ECG signals are processed through CNN layers to extract important 

features, while pooling layers reduce feature dimensions. The extracted features are then forwarded to the 

LSTM network, which captures temporal dependencies and preserves long-term signal characteristics 

through gated memory mechanisms. The LSTM output is flattened into a one-dimensional vector and passed 

to a dense layer for refined feature learning. Finally, a softmax classifier performs multi-class classification 

by generating probability scores for authentication. Using ECG peak features, the model accurately 

distinguishes authorized and unauthorized signals. Figure 3 presents the block diagram of the proposed 

CardioGuard framework. 

Regarding the CNN layers, these feed-forward networks are widely used in medical signal analysis, 

object detection, facial recognition, and image classification [26]. Common CNN architectures include visual 

geometry group (VGG)-Net, Inception, ResNet, DenseNet, and Xception Net [27]. Across these models, the 

layer configurations for feature extraction remain largely consistent. The convolutional layer is typically the 

first layer, which slides a kernel across the input data to compute dot products and extract features. The 

output is passed through a rectified linear unit (ReLU) activation function, introducing non-linearity and 

enhancing computational efficiency. Subsequently, a max pooling layer downsamples the feature map to 

reduce dimensionality. The resulting shared feature maps are then flattened into a single linear vector. In this 

study, six convolutional layers with corresponding pooling layers were employed. Additionally, batch 

normalization was applied across several layers to mitigate covariate shift and improve training stability [28]. 

 

 

 
 

Figure 3. Schematic of the proposed CardioAuth CNN-LSTM model workflow 

 

 

3. RESULTS AND DISCUSSION 

The CardioGuard framework is trained using cardiac electrical signals within a deep learning 

architecture developed for biometric authentication. CNN layers extract discriminative spatial features from 

ECG waveforms, while LSTM layers capture temporal dependencies in the signal patterns. The learned 

spatiotemporal features are then used to classify signals as genuine or impostor. Before training, 

preprocessing and feature enhancement techniques are applied to improve dataset quality and diversity. The 

model is trained using a batch size of 64, the Adam optimizer, binary cross-entropy loss, and an adaptive 

learning strategy with ReduceLROnPlateau for efficient convergence. A softmax activation layer generates 

final classification probabilities. The framework is implemented using Keras with TensorFlow backend, with 

80% of the dataset used for training and 20% for validation. An optimal authentication threshold is selected 

using validation data by analyzing the probability distributions of genuine and unauthorized ECG samples to 

maximize verification performance. 

Threshold adjustment enables the CardioGuard system to maintain a balance between security and 

usability. A higher threshold lowers false acceptance rates and strengthens protection against unauthorized 

access, whereas a lower threshold reduces false rejections for genuine users. During authentication, ECG 

signals are acquired, preprocessed, and evaluated by the trained model, where access is granted if the 

predicted probability exceeds the selected threshold. Model performance is analyzed using training and 

validation accuracy and loss curves as shown in Figure 4, which demonstrate effective learning, stable 

convergence, and minimal overfitting through smooth trends and close curve alignment. Figure 4(a) presents 

the training and validation accuracy across epochs, while Figure 4(b) illustrate the corresponding loss 

variations. Figure 5 compares the performance of the proposed CardioAuth model with several SOTA deep 
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learning models. The results demonstrate the superior classification capability and overall effectiveness of the 

proposed approach over existing methods. In addition, the confusion matrix is used to evaluate classification 

performance by measuring metrics such as accuracy and precision, highlighting the capability of the 

CardioGuard framework to reliably distinguish genuine and unauthorized users. 

 

 

  
(a) (b) 

 

Figure 4. Training and validation curves associated with CardioGuard architecture: (a) accuracy and (b) loss 

 

 

 
 

Figure 5. Performance comparison of the CardioGuard model demonstrates its superior accuracy compared to 

the best SOTA models 

 

 

The performance of the proposed cardiac signal–based authentication model is assessed using the 

receiver-operating characteristics (ROC) curve under different decision threshold settings. The AUC is 

utilized as an important measure to determine the overall classification capability of the framework. The 

ROC analysis offers a detailed assessment by representing the relationship between sensitivity and specificity 

across multiple threshold values, which helps in identifying an appropriate operating threshold according to 

application needs. A ROC curve positioned near the diagonal line represents classification performance 

similar to random prediction, while a curve located closer to the upper-left region indicates higher sensitivity 

and specificity, demonstrating effective authentication capability. Figure 6 illustrates the ROC characteristics 

of the proposed framework at a threshold level of 0.80. 

The CardioGuard model is analyzed using widely adopted evaluation measures such as accuracy, 

precision, sensitivity, specificity, F1-score, and AUC-ROC. The proposed framework achieves superior 

performance compared with existing SOTA techniques, obtaining an accuracy of 99.7%. Moreover, the 

model records excellent results across additional performance parameters, including an AUC of 0.99, 
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sensitivity of 0.99, specificity of 0.99, and an F1-score of 0.99. These outcomes validate the efficiency, 

robustness, and dependability of the proposed ECG-based authentication framework. The consistently high 

performance across multiple evaluation criteria demonstrates that CardioGuard is highly appropriate for 

practical implementation in healthcare and security systems, where reliable and precise biometric 

authentication is critically required. 

The proposed CardioGuard framework demonstrates superior authentication performance with an 

accuracy of 99.7%, confirming the effectiveness of the hybrid CNN–LSTM architecture in learning 

discriminative spatial and temporal features from ECG signals. This improved performance is consistent with 

recent deep learning studies, which reported that hybrid CNN-based models, including multi-view 

convolutional neural network (MVCNN) architectures, significantly enhance ECG feature extraction, 

classification accuracy, robustness, and model stability for healthcare applications [29]. These findings 

further validate the proposed framework as a reliable and efficient solution for secure ECG-based 

authentication and predictive health monitoring. 

 

 

 
 

Figure 6. The CardioGaurd model's ROC curve at a threshold value of 0.8 

 

 

4. CONCLUSION 

The rapid advancement of deep learning methodologies has increased research interest in cardiac 

signal–driven authentication frameworks. Traditional authentication techniques are generally invasive, 

inefficient, and susceptible to security threats, creating a demand for secure and user-friendly alternatives. 

To address these limitations, this study presents a hybrid deep learning model that combines CNNs with 

LSTM networks for authentication using cardiac electrical signals. The CNN layers extract meaningful 

spatial characteristics, whereas the LSTM component learns temporal patterns present within cardiac 

waveforms. The proposed system is trained and validated on a large-scale dataset, where experimental 

findings demonstrate superior authentication capability across multiple evaluation measures. The study 

also emphasizes the importance of signal preprocessing in enhancing classification reliability and model 

stability. Therefore, several preprocessing operations, including denoising, normalization, and resampling, 

are applied systematically to improve signal quality, resulting in noticeable performance enhancement. 

Although the proposed framework achieves strong results, additional improvements can still be explored. 

Future research will focus on advanced deep learning strategies, including graph-based convolutional 

methods and attention-driven architectures, to better model contextual and inter-signal relationships. 

Furthermore, integrating additional physiological signals such as PPG and EEG may further strengthen 

authentication accuracy and reliability. Overall, the proposed CNN–LSTM authentication framework 

demonstrates considerable potential as a scalable, efficient, and non-invasive solution for practical 

healthcare and security applications. 
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