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ABSTRACT

The increasing complexity of cyber threats in industrial internet of things (IIoT)
environments necessitates robust, scalable, and efficient intrusion detection
systems (IDS). This study presents a novel ensemble tree-based framework
that integrates gradient boosting-based machine learning models, including
XGBoost, LightGBM, AdaBoost, and CatBoost, with mutual information (MI)
feature selection and synthetic minority over-sampling technique (SMOTE) to
enhance multiclass intrusion detection performance. The framework is designed
to handle large-scale, imbalanced datasets efficiently while maintaining high
classification accuracy. Performance evaluation using the telemetry of network
(ToN)-IoT benchmark dataset demonstrates that the proposed models achieve a
high accuracy of 99.43%, with a strong precision-recall balance and an F1-score,
ensuring minimal false positive rates of 0.08%. By leveraging MI for optimal
feature selection and SMOTE for data balancing, this approach effectively
enhances detection capabilities in highly dynamic network environments. The
lightweight architecture and reduced execution time make the framework
well-suited for deployment in edge or fog nodes within smart industrial
environments. The proposed solution provides a scalable and adaptable
methodology for securing IIoT networks, making it applicable for real-time
intrusion monitoring and further cybersecurity advancements in industrial
systems.
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1. INTRODUCTION
The industrial internet of things (IIoT) is transforming modern industries by seamlessly integrating

sensors, actuators, and control systems, thereby facilitating real-time data exchange and enabling
unprecedented levels of operational automation [1]. This interconnected ecosystem allows for enhanced
monitoring, predictive maintenance, and optimized resource allocation, leading to increased efficiency and
productivity across various sectors [2]. However, this increased connectivity inherently introduces new
vulnerabilities, making critical infrastructures more susceptible to sophisticated cyberattacks [3]. Traditional
intrusion detection systems (IDS) often fall short in effectively safeguarding IIoT networks due to the dynamic
nature of IIoT data and the continuous emergence of novel, zero-day exploits [4], [5]. Signature-based IDS,
which rely on predefined attack patterns, struggle to detect anomalies and deviations from established norms
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in these complex environments. The inadequacy stems from their inability to adapt to the evolving threat
landscape and the unique characteristics of IIoT traffic patterns.

IIoT datasets present unique challenges for machine learning (ML) based IDS, including high
dimensionality, class imbalance, and inherent noise, which significantly complicates the training and
deployment of effective detection models [6]. The high dimensionality of IIoT data, characterized by a large
number of features extracted from network traffic and sensor readings, can lead to the curse of dimensionality,
where the performance of ML algorithms degrades as the number of features increases. Class imbalance,
where the number of instances belonging to different attack classes varies significantly, further exacerbates
the problem, as ML models tend to be biased towards the majority class, resulting in poor detection rates for
minority classes, which often represent critical security threats.

Furthermore, the presence of noise in IIoT data, arising from sensor inaccuracies, communication
errors, and environmental factors, can further degrade the performance of ML models, leading to increased
false positive rates (FPR) and reduced detection accuracy. To address the challenge of detecting anomalies and
unknown attacks in real-time within IoT devices, ML techniques can be leveraged [7]. The application of ML
algorithms offers the potential for automating anomaly detection in industrial machinery by analyzing the vast
amounts of data generated by IoT devices [8].

ML models have demonstrated significant promise in the realm of IDS for IIoT, yet they also present
certain limitations that need to be carefully addressed. The effectiveness of IDS has grown in popularity
recently, and identifying unauthorized individuals is its main objective [9]. Ensemble ML models have shown
remarkable performance in intrusion detection tasks due to their ability to combine multiple base learners
and capture complex relationships within the data [10]. However, even with tree-based algorithms, attackers
can introduce small changes in IoT network traffic that can mislead these algorithms. Despite the increasing
research efforts, anomaly detection using ML is still evolving [7]. The current ML models lack robustness
when facing previously unseen types of attacks [11]. The models’ ability to generalize across diverse IIoT
environments and adapt to evolving attack strategies remains a concern. Thus, new attack detection methods
are needed for risk mitigation [12].

Advanced methods are needed because traditional approaches for detecting cyber-attacks have low
efficiency [13]. Therefore, there is still the opportunity to develop effective intrusion detection for large-scale
IIoT systems. Gradient boosting ML algorithms like XGBoost, LightGBM, AdaBoost, and CatBoost have
gained attention due to their ability to capture non-linear relationships and scale to large datasets with
high-performance learning. However, their performance in IIoT scenarios is constrained by challenges such as
high feature dimensionality and class imbalance, which can lead to biased models or increased false alarms.

To address these limitations and challenges, this paper proposes a comprehensive framework that
integrates an ensemble tree-based architecture consisting of XGBoost, LightGBM, AdaBoost, and CatBoost as
state-of-the-art gradient boosting classifiers with mutual information (MI) for feature selection and synthetic
minority over-sampling technique (SMOTE) for class balancing. The novelty of this research lies in combining
MI and SMOTE with four popular gradient boosting classifiers in a unified IDS pipeline. Unlike previous
studies that evaluate only individual components or models, we systematically benchmark multiple models’
scenarios, analyze the interaction of pre-processing strategies, and provide execution time analysis to determine
real-time feasibility. Evaluation on the telemetry of network (ToN)-IoT dataset demonstrates that our approach
attains high classification accuracy while preserving low FPR and efficient runtimes, making it viable for
real-time IIoT intrusion monitoring.

2. RELATED WORK
In the realm of IIoT intrusion detection, feature engineering and class balancing strategies are

pivotal in addressing the challenges posed by high-dimensional and imbalanced datasets. Feature engineering
strategies have been extensively explored to enhance detection accuracy, reduce false positives, and manage
high-dimensional data. MI is a prominent technique used for feature selection, which helps reduce redundancy
and select the most relevant features, thereby improving classification accuracy and detection performance in
IIoT networks [14], [15]. Principal component analysis (PCA) is another widely used method for feature
extraction, which has been shown to significantly improve detection accuracy, achieving up to 100% in
some cases by transforming high-dimensional data into a lower-dimensional space while retaining essential
information [16], [17]. Relief is a known feature selection method that evaluates the importance of features
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based on their ability to distinguish between different classes [18]. The light feature engineering based on
the mean decrease in accuracy (LEMDA) method, a novel feature engineering approach, has demonstrated a
substantial improvement in F1-scores by an average of 34% across various models, indicating its effectiveness
in enhancing model performance while reducing training and detection times [19]. Additionally, bio-inspired
feature selection methods like gray wolf optimization (GWO) have been shown to outperform other techniques,
achieving high accuracy and F1-scores with reduced execution time when combined with classifiers like
k-nearest neighbors (KNN) [20]. The integration of feature selection and reduction techniques, such as
minimum redundancy maximum relevance and PCA, has been effective in balancing model complexity and
performance, achieving high accuracy rates of up to 99.9% in binary classification tasks [21].

In addressing class imbalance in the same context, various studies have explored the effectiveness
of different class-balancing strategies, such as SMOTE, adaptive synthetic sampling (ADASYN), and other
oversampling and undersampling techniques. SMOTE is frequently highlighted for its ability to enhance
classification performance by producing synthetic samples for the minority class, thereby improving metrics
like F1-score, precision, and recall. For instance, in one study, SMOTE achieved a precision of 99.19%, a recall
of 72.45%, and an F1-score of 79.13% when applied to the IoT-23 dataset, indicating a balanced improvement
in detection performance [22]. ADASYN, which adapts the number of synthetic samples generated for different
minority class examples based on their difficulty, has also been shown to improve classification metrics,
although specific performance metrics were not detailed in the provided contexts [23]. Other studies have
compared these techniques with ensemble models, finding that methods like SMOTE, when combined with
ensemble learners, can significantly boost accuracy by 1% to 4% and achieve precision, recall, and F1-scores
between 95% and 100% [24]. Additionally, the integration of these techniques with advanced models like
XGBoost has demonstrated remarkable effectiveness, achieving F1-scores as high as 99.9% on imbalanced
IIoT datasets [25]. Despite these improvements, challenges remain, as oversampling and undersampling can
sometimes lead to high false-positive rates or reduced performance in majority classes, necessitating further
refinement and hybrid approaches [25], [26].

3. METHOD
This section details the workflow adopted to build, design, and assess the proposed intrusion detection

framework. The pipeline is arranged in five sequential blocks: data preparation and pre-processing, feature
engineering, class balancing, model development, and evaluation. All steps were executed in the sequence
presented and were designed to enable full reproducibility. Figure 1 gives a high–level overview, while
Algorithm 1 lists the exact steps mirrored in our approach.

Figure 1. Framework of the proposed workflow for cyberattack classification in IIoT networks
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3.1. Data preparation and pre-processing
The ToN-IoT dataset is a next-generation benchmark expressly crafted for IoT and IIoT cybersecurity

research [27]. Built in an Industry 4.0 cyber-range at UNSW Canberra, it fuses time-aligned telemetry
from more than ten industrial sensors, yielding millions of records that are individually labelled as benign
or as one of nine representative attack families (i.e., denial of service, ransomware, man in the middle,
password/brute-force, distributed denial of service, backdoor, injection, cross-site scripting, and scanning).
This multimodal design mirrors the cloud–fog–edge hierarchy typical of modern factories, letting researchers
test AI-driven intrusion-detection and threat-intelligence models under realistic IIoT traffic and class-imbalance
conditions. Consequently, ToN-IoT has become a de facto reference corpus for evaluating security analytics in
Industry 4.0 environments.

To enable the classification of IoT-based cyberattacks, a total of forty-three features are extracted
to characterize each flow, categorized into six subsets based on the nature of the information they convey
(e.g., connection activity features, violation activity features, and statistical activity features). The training
and testing data used in this work are drawn from an officially released subset of the ToN IoT dataset, which
includes 300,000 normal traffic flows and 20,000 flows for each attack category, except for the XSS attack class,
which contains only 1,043 recorded flows. We rely on the IoT-telemetry splits of the ToN-IoT corpus, where
each physical sensor is provided as an independent CSV file containing pre-divided train/test records across
the security classes (i.e., benign or attack type), which we have merged into a single dataset for comprehensive
analysis. The same dataset was processed in several steps to prepare it for ML model training. This section
describes each pre-processing step, including handling missing data, feature normalization, and categorical
data encoding.

Algorithm 1 MI–SMOTE–Boost intrusion detection

Require: Dataset D, top-k, ksmote
Ensure: Trained modelsM

1: Encode, impute, scale D
2: Compute MI; select top-k features Xk

3: Split D → Dtrain, Dtest
4: Apply SMOTE(ksmote) on Dtrain[Xk]
5: for each booster ∈ {XGBoost, LightGBM, ADABoost, CATBoost} do
6: Train booster on balanced Dtrain[Xk]
7: Evaluate on Dtest[Xk]
8: Store metrics→M
9: end for

10: returnM

3.1.1. Handling missing data
Handling missing values is an important step in data cleaning, and it is crucial for ensuring the integrity

and completeness of the dataset. For numeric features with missing values, mean imputation was applied. This
involves replacing missing values in a feature xj with the mean of that feature computed over the numerical
data subset. This approach ensures that all data records can be used for training without introducing significant
bias. The imputation formula used is:

xij ←
1

|Dnumeric|
∑

k∈Dnumeric

xkj if xij is missing (1)

Where Dnumeric represents the numerical data subset, xij is the missing value, and the mean of the feature xj

is computed over the entire numerical data subset. For categorical features, missing values were handled
separately. In the ToN-IoT dataset, any missing categories were imputed using the most frequent value
(i.e., mode) within the data, ensuring that the categories are consistent across the dataset.

3.1.2. Feature normalization
To guarantee that every numerical feature plays an active role in the model training, standardization

was applied using the StandardScaler from scikit-learn. This transformation ensures that each feature has
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a mean of zero and a standard deviation of one, which prevents features with larger numeric ranges from
disproportionately influencing the model. The standardization formula used is:

x′
ij =

xij − µj

σj
(2)

Where x′
ij is the standardized value of feature xj for the i-th instance, µj is the mean, and σj is the standard

deviation for feature xj across the data. This scaling was applied to training and testing sets, ensuring that all
features are treated consistently across both training and testing phases.

3.1.3. Categorical data encoding
Categorical features, such as traffic type or device identifiers, were transformed into numerical

representations using one-hot encoding. This process creates binary columns for each unique category in a
feature. For example, if a feature protocol has three unique values (e.g., TCP , UDP , and ICMP ), one-hot
encoding would generate three binary columns: protocol TCP , protocol UDP , protocol ICMP . Each
instance of the dataset is represented by 1 in the corresponding category column and 0 in the others. This
transformation prevents the model from assuming any ordinal relationship between categories and ensures that
categorical variables are processed appropriately by tree-based ML models.

3.2. Feature engineering
MI quantifies the amount of information one variable provides about another [28]. In classification

tasks, MI is used to select features that have the highest dependency on the class labels. To mitigate the issue of
dimensionality, MI was used to evaluate the relevance of each feature Xj with respect to the multiclass label Y .
The MI score quantifies the reduction in label uncertainty due to knowledge of the feature, with the formula:

I(Xj ;Y ) =
∑
xj

∑
y

p(xj , y) log
p(xj , y)

p(xj)p(y)
(3)

Where p(xj , y) is the joint probability of feature Xj and label Y , and p(xj), p(y) are the marginal probabilities
of Xj and Y , respectively. The MI score measures the amount of information shared between a feature and the
target, with higher values indicating stronger relevance.

In this study, we applied the SelectKBest method from scikit-learn, using mutual info classif()
as the scoring function to select the top k = 10 features that exhibit the highest MI with the target label. This
selection helps to eliminate irrelevant, redundant, or noisy features, improving the performance of the model
by reducing overfitting and making the learning process more efficient. The selected features were used for
model training, ensuring that only the most informative predictors were considered.

3.3. Class balancing
Imbalanced class distributions constitute a critical challenge in intrusion detection, particularly in

IIoT environments where normal traffic vastly outweighs malicious instances. This imbalance leads to biased
decision boundaries that favor the majority class, resulting in high false-negative rates for minority class
predictions. SMOTE was applied to address this issue by generating synthetic instances for the minority class
through interpolation [29].

SMOTE synthesizes new instances by sampling from the minority class x and selecting one of its knn
nearest neighbors, xnn. A synthetic example is created by adding a scaled difference between the minority
sample and its neighbor:

x̃ = x+ λ(xnn − x), λ ∼ U(0, 1) (4)

Where λ is a randomly chosen value between 0 and 1, ensuring that the synthetic instance lies somewhere
between x and xnn in the feature space. This process is repeated for all minority instances until class distribution
approaches balance, effectively enlarging the minority class manifold and promoting wider decision margins.
This re-balancing approach helps improve the model’s ability to learn from both minority and majority classes
equally, reducing the occurrence of false negatives and false positives during model prediction.
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3.4. Gradient-boosted model development
3.4.1. Data partitioning

The data partitioning stage is essential in ML pipeline. After pre-processing, the dataset was randomly
split into 80% for training and 20% for testing, which is a standard approach in ML for model evaluation.
Additionally, 10-fold cross-validation was employed to assess each model’s performance and generalizability.
This technique involves splitting the dataset into ten equal partitions. Each fold serves as a test set once, while
the remaining nine folds are used for training. This process ensures that every data point is utilized for both
training and testing. By employing this strategy, overfitting is minimized, and a more accurate estimate of the
model’s performance is obtained compared to a single train-test split.

3.4.2. Model fitting and validation
In this study, four powerful ensemble learners, such as XGBoost, LightGBM, AdaBoost, and

CatBoost, were independently trained to evaluate their effectiveness in detecting intrusions in IIoT
environments. These models were chosen for their capacity to efficiently process large-scale datasets, capture
complex feature patterns, and provide high accuracy with relatively fast training times [30]. The models
were trained using the balanced, ten-feature design matrix. Each model’s objective function and working
mechanism are described in detail, focusing on how they iteratively improve their performance during the
training process.
− XGBoost: it provides a highly efficient, scalable form of gradient boosting by sequentially constructing

decision trees, each trained to rectify the residual errors of the preceding ensemble, and minimizes a
regularized additive loss function:

L(t) =

N∑
i=1

ℓ
(
yi, ŷ

(t−1)
i + ft(xi)

)
+Ω(ft) (5)

Where N is the number of samples, ℓ is the loss function, usually multinomial logistic loss for classification
tasks, yi is the true label of the i-th sample, ŷ(t−1)

i is the prediction from the previous iteration, ft(xi) is the
decision function of the tree at iteration t for sample xi, and Ω(ft) is the regularization term that penalizes
the complexity of the decision tree ft. The regularization term Ω(ft) helps prevent overfitting by controlling
the complexity of the model. It is defined as:

Ω(ft) = γT +
1

2
λ

T∑
j=1

w2
j (6)

Where T is the number of leaves in the tree, wj represents the weight of the j-th leaf, and γ and λ are
hyperparameters controlling the complexity of the tree. The goal of XGBoost is to minimize this objective
function by balancing model fit to data while preventing overfitting by penalizing large trees.

− LightGBM: it is a gradient boosting framework designed to handle large datasets with higher efficiency than
traditional gradient boosting methods like XGBoost. Similar to XGBoost, LightGBM builds an ensemble
of trees sequentially, with each tree focusing on the residuals of the previous one. Its objective function is
defined similarly to that of XGBoost, with an additional focus on efficiency and speed. The regularization
term in LightGBM is given by:

Ω(ft) = λ

T∑
j=1

w2
j (7)

Where λ is a regularization parameter, and wj represents the weight of the j-th leaf. Additionally,
LightGBM employs a histogram-based approach for training, which speeds up computation by
approximating the feature values into discrete bins, reducing the computational cost of finding the
best split for each feature.

− AdaBoost: it is an ensemble technique that forms a robust model by aggregating weak learners and
iteratively up-weighting the misclassified samples, forcing the model to focus more on hard-to-classify
examples in subsequent iterations. AdaBoost iteratively adjusts the weight of each weak classifier, and the
final prediction is the weighted sum of all weak classifiers. It minimizes the weighted error by adjusting
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the weights of the training instances after each iteration. The weight update rule for the i-th sample in
AdaBoost is:

αt =
1

2
log

(
1− ϵt
ϵt

)
(8)

Where ϵt is the weighted error of the weak learner in the t-th iteration. The final prediction is obtained
by combining the weak learners using their weights, where the weak learners with lower errors are given
higher weights:

f(x) = sign

(
T∑

t=1

αtht(x)

)
(9)

Where ht(x) is the weak classifier at iteration t, αt is the weight assigned to the weak classifier at iteration
t, and f(x) is the final prediction, which is the weighted sum of the weak classifiers’ predictions.

− CatBoost: it is specifically developed to process categorical variables with high efficiency by converting
them into numerical representations via an efficient algorithm that accounts for the order of categories and
prevents target leakage, which is beneficial in IIoT environments where categorical data, such as device
types or protocols, are common. CatBoost applies an ‘ordered boosting’ approach, which mitigates target
leakage and prevents overfitting. The objective function for CatBoost is similar to that of XGBoost and
LightGBM, with an additional emphasis on categorical feature handling. The regularization term controls
the complexity of the trees and prevents overfitting.

3.5. Evaluation strategy
This work employs a suite of evaluation metrics—F1-score, accuracy, precision, FPR, and recall—to

rigorously quantify the effectiveness of IIoT-oriented IDS. These metrics collectively provide a nuanced view
of classification performance. This perspective is especially critical when addressing the class imbalance
characteristic of intrusion detection datasets.

4. RESULTS AND DISCUSSION
This section presents the experimental findings, comparative analysis, and a comprehensive discussion

regarding the performance improvements achieved through the proposed technique.

4.1. Experimental setup
All experiments were conducted on the current version of Google Colab, operating in a cloud

environment equipped with dual Intel® Xeon® virtual CPUs, approximately 12 GB of system memory.
Programming was performed in Python 3.10, utilizing standard ML and data processing libraries, including
scikit-learn, imbalanced-learn, XGBoost, LightGBM, and CatBoost, alongside visualization tools such as
matplotlib and seaborn. Each classifier—AdaBoost, CatBoost, LightGBM, and XGBoost—was trained initially
on the raw feature set (i.e., baseline) and subsequently on a feature subset selected via MI, with class imbalance
addressed through SMOTE. Model evaluation employed 10-fold stratified cross-validation and captured key
performance indicators: F1-score, precision, accuracy, recall, FPR, training time, and prediction time, enabling
a comprehensive comparison of model behavior before and after feature engineering and class balancing.

4.2. Global performance comparison
The global performance comparison across all models is summarized in Table 1. Each model was

evaluated in two scenarios: baseline (i.e., before MI-SMOTE) and enhanced (i.e., after MI-SMOTE). As
illustrated in Table 1, all models achieved substantial improvements across key performance indicators after
the application of MI-SMOTE. Accuracy converged to approximately 99.43% across all models. Notably,
AdaBoost, which initially had the lowest performance, exhibited the greatest relative improvement in both
classification metrics and computational efficiency. The F1-score, which balances precision and recall, is a key
indicator of classification.
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Table 1. Performance comparison of ensemble models before and after MI-SMOTE
Metric LightGBM XGBoost CatBoost AdaBoost
Accuracy (before) 0.9930 0.9943 0.9916 0.9859
Accuracy (after) 0.9943 0.9943 0.9943 0.9943
Precision (before) 0.9931 0.9940 0.9920 0.9866
Precision (after) 0.9945 0.9945 0.9945 0.9945
Recall (before) 0.9930 0.9943 0.9916 0.9859
Recall (after) 0.9943 0.9943 0.9943 0.9943
F1-score (before) 0.9930 0.9937 0.9907 0.9851
F1-score (after) 0.9937 0.9939 0.9937 0.9937
FPR (before) 0.00094 0.00082 0.00118 0.00198
FPR (after) 0.00080 0.00080 0.00080 0.00080
Training time (before) (s) 7.5607 12.1173 10.5279 91.8730
Training time (after) (s) 4.0427 3.6500 7.2592 15.2537
Prediction time (before) (s) 0.9968 0.3159 0.4913 6.9909
Prediction time (after) (s) 0.3893 0.1745 0.1430 2.7225
Total time (before) (s) 8.5575 12.4332 11.0192 98.8639
Total time (after) (s) 4.4320 3.8245 7.4022 17.9762

As shown in Figure 2, all models demonstrated an increase in F1-score after the application of
MI-SMOTE. AdaBoost experienced the most significant improvement, increasing from 98.51% to 99.37%,
while CatBoost improved from 99.07% to 99.37%. LightGBM and XGBoost also showed slight but consistent
gains, stabilizing near 99.37% and 99.39%. Minimizing FPR is crucial, especially in applications where false
alarms carry high costs. The FPR evolution is presented in Figure 3, where it shows a consistent reduction in
FPR across all models. Initially, AdaBoost and CatBoost exhibited higher FPR values of 0.00198 and 0.00118,
respectively. After applying MI-SMOTE, all models achieved a reduced and unified FPR of 0.00080.

Efficiency in terms of computational resources is another critical aspect for real-world deployment.
The impact of MI-SMOTE on training and prediction times is depicted in Figure 4, illustrating that training
and prediction times were generally reduced after pre-processing, feature engineering, and class balancing
phases. AdaBoost benefited significantly, reducing its total execution time from approximately 99 seconds
to 18 seconds. XGBoost and LightGBM also achieved considerable reductions in training and prediction
times, confirming the efficiency gain of the approach’s steps. CatBoost, after MI-SMOTE, managed to
decrease its total time to approximately 7.4 seconds. Overall, the integration of MI-based feature selection
and SMOTE-based balancing substantially enhanced classification robustness, minimized false alarms, and
optimized computational efficiency across all evaluated models.

Figure 2. Comparison of F1-scores for all models before and after MI-SMOTE application
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Figure 3. FPR for all models before and after MI-SMOTE integration decreases consistently to 0.080%

Figure 4. Execution time analysis showing training and prediction durations before and after MI-SMOTE

5. CONCLUSION
This study aimed to investigate the impact of integrating MI feature selection and SMOTE class

balancing techniques on the performance of ensemble learning models for classification tasks. As initially
stated, the objective was to enhance predictive accuracy, reduce FPR, and optimize computational efficiency.
The experimental results confirm that these objectives were successfully achieved. All evaluated models,
such as LightGBM, XGBoost, CatBoost, and AdaBoost, showed consistent improvements in classification
metrics after the application of MI-SMOTE. Notably, F1-scores exceeded 99.37% across all models, while FPR
was uniformly reduced to 0.080%. Additionally, significant reductions in training and prediction times were
observed for several models, further validating the effectiveness of the framework’s stages. These findings
not only demonstrate the compatibility between the research objectives and outcomes but also highlight the
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practicality of the proposed approach for real-world large-scale deployments where both performance and
efficiency are critical. Prospects for future work include the extension of this methodology to more diverse
and imbalanced IIoT datasets (e.g., NF-ToN-IoT-v2, UNSW-NB15) to assess generalizability across different
environments. Additionally, we plan to conduct an ablation study to isolate and analyze the individual impacts
of MI-based feature selection and SMOTE balancing techniques on classification performance. The exploration
of adaptive or dynamic feature selection strategies beyond MI, such as hybrid filter-wrapper methods, and the
integration of balancing approaches that are dynamically tailored to the nature of specific attack categories
represent promising enhancements. Furthermore, we intend to explore explainable artificial intelligence
(XAI) tools such as Shapley additive explanations (SHAP) and local interpretable model-agnostic explanations
(LIME) to improve the interpretability of model decisions and support transparency in real-world deployments.
Finally, investigating zero-day threat detection capabilities using anomaly-based learning or few-shot learning
models will also be considered to bolster resilience against unknown attacks.
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