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Network intrusion detection system (NIDS) is primarily utilized tool to
identify malicious threats on the network. It plays an essential role in
safeguarding against an increasing variety of attacks and ensures enhanced
security for the network. The existing model struggled to handle the
imbalance of class issues during the process of classification due to their
biased nature, which reduced the performance of the algorithm. In this paper,
the zoneout regularization—gated recurrent unit (ZR-GRU) algorithm is
developed to detect and classify intrusions in the network. Incorporating the
ZR into GRU reduces overfitting by preventing the model from becoming
overly dependent on specific features. It provides good generalization by
maintaining diversity in learned representation. Synthetic minority
oversampling technique (SMOTE) and Near Miss methods are utilized to
balance the samples in the dataset, which helps to increase the performance
of a classifier in NIDS. The ZR-GRU technique attained 99.91% accuracy
on UNSW-NB15, 99.92% accuracy on CIC-IDS2018, and 99.14% accuracy
on CIC-DDo0S2019 when comparing with a convolutional neural network-
bidirectional long short-term memory (CNN-BiLSTM).
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1. INTRODUCTION

As amount of users and dependency on the internet continue to grow, network attacks have become
much more frequent, disrupting standard processes [1]. The rise in various types and scales of attacks has
exposed the drawbacks of traditional security measures like antivirus software, policy of security, and
firewalls, which are insufficient to fully protect the networks [2], [3]. The network intrusion detection system
(NIDS) is developed to prevent targeted attacks through continuously monitoring traffic in the network [4].
That system analyzes data and tries to recognize anomalies in a network, like unauthorized access, damage,
or intrusions [5]. Intrusion detection system (IDS) is generally assigned as a software application for
monitoring a network and activities of a system for malicious behaviors [6]. It identifies unauthorized access
to a system and then reports that to network administrators [7]. Different machine learning (ML)-based
algorithms have been developed for IDS for identifying and classifying security attacks [8]. The ML-based
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approaches in network traffic and associated them with different pre-defined network traffic profiles and
support in detecting if the specific network traffic instances are intrusions or not [9], [10]. These algorithms
use ML for developing an IDS, employing either one classifier or a hybrid classifier [11]. Single
classifier-based systems utilize one ML-based approaches for identifying the attacks, while hybrid systems
integrate multiple ML-based algorithms, with one classifier handling the pre-processing information and the
other for training the pre-processed information [12], [13]. To meet the demands of large-scale networks, the
deep learning (DL)-based algorithm, which is a branch of ML is employed in NIDS [14]. Anley et al. [15]
implemented an innovative technique to distributed denial of service (DDoS) detection using a convolutional
neural network (CNN) and adaptive structures of transfer learning methods.

Zhao et al. [16] introduced a DDoS attack detection technique, which integrated the self-attention
mechanism with CNN-bidirectional long short-term memory (BiLSTM) to address problems on high
dimensionality, multi-feature dimensions, low classification accuracy, and high false positive rate in original
traffic information. Zhao et al. [17] presented a hybrid IDS that depended on the correlation-based feature
selection with differential evolution (CFS-DE) feature selection technique and the weighted stacking
classification technique. The presented method minimized high-dimensional features and maximized
classification performance. Yin et al. [18] suggested a hybrid feature selection technique on multi-class
network anomalies by utilizing a multi-layer perceptron (MLP) network. Ayantayo et al. [19] developed
three various DL-based algorithms known as early-fusion, late-fusion, and late-ensemble learning techniques
utilizing feature fusion with completely integrated deep networks. Existing algorithms for IDS suffered
from vanishing gradients, overfitting, and poor handling of imbalanced datasets. Recurrent neural network
(RNN)-based algorithms failed to capture long-term dependencies because of gradient problems, while
overfitting limits their generalization on unseen attacks. For mitigating these issues, this research explores the
effectiveness of zoneout regularization—gated recurrent unit (ZR-GRU) method is developed to enhance
network intrusion detection efficiently. Zoneout is particularly selected over other regularizations like
dropout and batch normalization because of its temporal consistency-preserving nature, which is suitable for
GRU used in NIDS. Additionally, like the synthetic minority oversampling technique (SMOTE) and Near
Miss based class imbalance handling techniques are integrated with the proposed intrusion detection model
the significant contributions of the article are described as follows: SMOTE and Near Miss methods are used
in a pre-processing phase to balance samples in the dataset, which helps to improve the classification
performance. The ZR-GRU algorithm is developed for the detection and classification of intrusions in a
network, which effectively classifies the intrusions in the network with classification accuracy.

This research paper is systematized as follows. Section 2 provides details of a proposed algorithm.
Section 3 gives the results and discussion of the proposed algorithm. The conclusion is given in section 4.

2. PROPOSED METHOD

This research proposed a DL-based algorithm with class balancing algorithms to detect and classify
intrusions in the network. Figure 1 represents the process of NIDS. The three benchmark datasets are used in
this article, which are then pre-processed by using SMOTE, Near Miss, and standardization techniques to
enhance the quality of data. Then, the features are classified by using the developed ZR-GRU, which
classified the intrusions effectively.

Dataset Pre-processing

GRU with Zoneout

UNSW-NB15

) i Regularization
SMOTE
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Figure 1. Process of NIDS
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2.1. Dataset

The datasets used in this research are UNSW-NB15 [20], CSE-CIC-IDS2018 [21], and CIC-DD0S2019
[22]. UNSW-NBIS5 dataset includes nine specific attack types and 49 features. These attack types cover wide
range of cyber threats and enable the complete evaluation of IDS. The UNSW-NBI15 consists of 10 traffic
types such as worms, shellcode, backdoor, analysis, fuzzers, reconnaissance, DoS, exploits, generic, and
benign. Next, the CIC-IDS2018 dataset includes 8 types of traffic data, such as DDoS attacks-slow HTTP
test, DDoS attacks-LOIC-UDP, DDoS attacks Slowloris, DDoS attacks GoldenEye, DDoS attacks-HULK,
DDoS attacks-HOIC, DDoS attacks—loic-HHTP, and Benign. The CIC-DDo0S2019 dataset involves 13
various types of traffic data like WebDDoS, Portmap, NetBIOS, LDAP, Benign, DNS, SNMP, MSSQL,
SYN, SSDP, NTP, UDP, and TFTP respectively.

2.2. Pre-processing

The dataset is pre-processed by using three different pre-processing algorithms like SMOTE, Near
Miss method, and standardization. SMOTE and Near Miss techniques are used for effectively handling minority
and majority classes in NIDS. A detailed description of these pre-processing techniques is given as follows.

2.2.1. Synthetic minority oversampling technique

SMOTE [23] is a resampling algorithm that maximizes the quantity of minority class samples by
developing synthetic samples in the minority class and is employed to balance data with a high unbalanced
ratio. The primary aim of SMOTE is to produce new samples in the minority class data through interpolation
among samples of classes that are nearer to each other. Initially, the N that is the chosen quantity of
oversampling is set to an integer number. This number is selected to balance the dataset, achieving a 1:1 ratio
across various classes. Next, three major phases are considered iteratively. These phases are random selection
of samples that belong to the minority class. The k-nearest neighbors of the sample are chosen, and the N of
these K neighbors are chosen randomly for interpolation and producing new samples.

2.2.2. Near Miss technique

This technique balances class distribution to classification datasets with skewed class distribution
called as under-sampling. For balancing class distribution, under-sampling eliminates training dataset
samples that pertain to the majority class like minimizing skew from a 1:100 to a 1:10, 1:2 or 1:1 class
distribution. For evaluating the influence of the data-point technique, this article utilizes an under-sampling
strategy depended on a Near Miss technique. Near Miss is selected depending on the benefits of providing a
much more robust and fair class distribution boundary that is identified to enhance classifier performance to
detect large-scale imbalanced data.

2.2.3. Standardization

The standardization [24] of data removes the influence of varying scales of various elements on step
sizes and avoids unwanted overhead. Standardization ensures 0 mean and 1 standard deviation, providing an
advantage for statistical analysis. The mathematical equation for standardization is given in (1). In (1), X is
the actual data, y is the mean, o is the standard deviation, and X,,,,, is standardized data.

X-u

X =—
new o

(M

2.3. Classification

GRU is advanced version of RNN with a gating mechanism and closer to the standard LSTM network,
but with fewer training parameters. GRU is a very suitable RNN version for short sequences of input data [25].
GRU involves two gates such as update gate which supports to determine how much information is forwarded
based on past time steps. The reset gate aims to identify the amount of data that is removed from the past.

Additionally, the GRU detaches the cell state, and data is transferred through a hidden state. The
parameters considered in this manuscript for GRU are 20 Epochs, sparse categorical cross entropy loss
function, 32 batch size, Adam optimizer, and SoftMax activation function. This research explores the
effectiveness of ZR in the GRU method integrated with class imbalance handling techniques like SMOTE
and Near Miss over multiple datasets. Zoneout is particularly selected over other regularizations like dropout
and batch normalization because of its temporal consistency-preserving nature, which is suitable for GRU
used in NIDS. The elements presented in the GRU architecture are described as follows. The external input
data represented as E;_ at time step t;. The hidden state is represented as h,_, at the past time step ts_;. The
reset gate manages the amount of previous data, which is forgotten after the point-by-point multiplication
through hg_;. The result of the update gate with the sigmoid function O, identifies the amount of data of the
previous hidden layer, which is processed in the consecutive hidden state. The candidate activation vector
Ct,, which utilizes the reset gate vector rg, for conserving previous significant data. The consecutive hidden
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state value hg is similar to the outcome O, . Every candidate activation vector and internal gate in the GRU
cell for every new input data at time t; computes certain significant updates, given in (2) to (4).

Ots = J(PoEts + Qohs—l + ao) ()
L J(PrgEts + Qrghs—1 + arg) 3
Cr, = tanh(PcE + Qc(rge, ® hs-1) + ac) 4)

Where F,E;_ represents the present input utilizing weight matrix F,, Q,hs_; represents past hidden state with
weight matrix Q,, a, represents the bias term for result activation, and o represents the sigmoid activation
function, which ensures value between 0 and 1. B4 E;_represents the present input to the reset gate, Qghs_4
represents previous hidden state to a reset gate, and a,4 is bias term of a reset gate. PcE;_ represents the
present input of the candidate state, Q. (rgts ® hs—l) represents the previous hidden state of the candidate
state, g, represents reset gate that handles how much of past hidden state is utilized, & represents
element-wise multiplication, a. represents bias term of a candidate hidden state, and tanh is activation
function. Through manipulating a vector of the update gate, the further hidden layer and the last outcome of
the GRU cell unit are attained, and its mathematical formula is given as (5). In (5), hg represents the hidden
state at time s, O represents output gate at time s, C; represents the candidate hidden state, (1 — Ots)
represents the complement of the output gate, and @ represents element-wise multiplication.

hs =0, @ Cr, + (1 - 0., )®hs_4 (5)

2.3.1. Zoneout regularization

Zoneout is particularly selected over other regularizations like dropout and batch normalization
because of its temporal consistency-preserving nature, which is suitable for GRU used in NIDS. Unlike
dropout that randomly deactivates neurons and disrupts sequence continuity. ZR randomly preserves past
hidden states and handles sequential integrity, which is essential in network traffic data.

Batch normalization is efficient in feedforward networks but underperforms in RNNs due to
difficulties in employing consistent normalization over time steps. ZR outperforms dropout-GRU and
conventional GRU methods. In every timestep, zoneout stochastically forces certain hidden units to handle
their past scores. Unlike dropout, zoneout utilizes random noise for training a pseudo-ensemble and improves
generalization ability. Through protecting rather than dropping hidden units, gradients, and state data are
quickly propagated over time in feedforward stochastic depth networks. By incorporating ZR into GRU,
minimizes overfitting of the model by relying on some features and provides good generalization by
maintaining diversity in representation.

3. RESULTS AND DISCUSSION

The performance of the ZR-GRU algorithm is simulated in a Python environment, and the required
system configurations are an i5 processor, 8 GB RAM, and Windows 10 (64-bit). Dataset samples are split in
an 80:20 for training and testing sets. Evaluation metrics like accuracy, recall, F1-score, and precision are
taken to analyze the performance of the ZR-GRU algorithm.

In Table 1, the performance of SMOTE+Near Miss balancing technique is evaluated using three
benchmark datasets. Random under sampling, AdaSyn, traditional Near Miss, and SMOTE are taken to
evaluate a performance of SMOTE+Near Miss balancing technique. SMOTE+Near Miss technique attained
high accuracy on UNSW-NB15, CIC-IDS2018, and CIC-DD0S2019 datasets respectively.

In Table 2, the performance of the GRU with zoneout technique is evaluated using UNSW-NB15,
CIC-IDS2018, and CIC-DD0S2019 with different metrics. The traditional GRU, GRU~+dropout, GRU+L2,
and GRU+L1 are taken to evaluate the performance of GRU with zoneout technique. In Table 3, the
performance of ZR-GRU technique is evaluated using three various intrusion datasets. The RNN, LSTM,
Bi-LSTM, and traditional GRU are taken to evaluate the performance of the ZR-GRU technique.

3.1. Comparative analysis

Performance of ZR-GRU technique is compared to existing techniques like adaptive transfer
learning [16], CNN-BiLSTM [17], hybrid framework with CFS-DE [18], IGRF-RFE+MLP [19], and deep
fusion mechanism [20]. The ZR-GRU technique attained high detection accuracy on UNSW-NBIS,
CIC-IDS2018, and CIC-DD0S2019 datasets when compared to existing traditional detection models. Table 4
represents the comparative analysis of the proposed ZR-GRU algorithm.
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3.2. Discussion

The performance and results of a proposed algorithm are evaluated with three datasets using
different class balancing techniques and classifiers. Moreover, the performance of a developed technique is
compared with other existing techniques, like adaptive transfer learning [16], CNN-BiLSTM [17], hybrid
framework with CFS-DE [18], IGRF-RFE+MLP [19], and deep fusion mechanism [20]. The existing model
struggled to handle the class imbalance issue during the process of classification due to their biased nature,
which reduced the performance of the models. In this paper, the ZR-GRU algorithm is developed to detect
and classify intrusions in the network. Incorporating ZR in GRU minimizes overfitting by preventing the
model from over-relying on specific features while providing good generalization by preserving diversity in
the learned representation. SMOTE and Near Miss methods are utilized to balance the samples in the dataset,
which helps improve classifier performance in NIDS.

Table 1. Performance of SMOTE+Near Miss balancing technique

Datasets Methods Accuracy (%)  Precision (%)  Recall (%) Fl-score (%)

UNSW-NB15 Near Miss 93.81 89.55 89.94 89.7
Random under sampling 95.21 91.35 91.84 91.7

AdaSyn 97.21 92.65 93.24 92.8

SMOTE 98.61 93.65 94.84 93.9

SMOTE+Near Miss 99.91 95.45 96.24 95.8
CIC-IDS2018 Near Miss 92.32 94.23 93.62 94.72
Random under sampling 94.02 95.33 95.42 96.02
AdaSyn 96.02 97.33 96.92 97.12
SMOTE 98.02 98.43 98.82 98.42
SMOTE+Near Miss 99.92 99.93 99.92 99.92

CIC-DD0S2019 Near Miss 92.74 93.62 94.58 93.4
Random under sampling 94.54 95.52 95.68 95.1

AdaSyn 96.14 96.52 97.48 96.8

SMOTE 97.24 98.02 98.68 97.8

SMOTE+Near Miss 99.14 99.72 99.68 99.7

Table 2. Performance of different regularization algorithms

Datasets Methods Accuracy (%)  Precision (%)  Recall (%) Fl-score (%)
UNSW-NBI15 GRU 92.31 90.65 91.02 90.81
GRU-+dropout 94.02 91.34 91.92 91.62
GRU+L2 95.27 92.12 92.65 92.37
GRU+LI 94.75 91.54 91.92 91.64
GRU with zoneout 99.91 95.45 96.24 95.80
CIC-IDS2018 GRU 95.74 95.68 95.92 95.59
GRU+dropout 96.83 96.34 96.91 96.51
GRU+L2 97.65 97.43 97.88 97.54
GRU+LI 97.21 97.02 97.56 97.08
GRU with zoneout 99.92 99.93 99.92 99.92
CIC-DD0S2019 GRU 94.83 94.21 94.56 94.36
GRU+Dropout 96.18 96.12 96.45 96.19
GRU+L2 96.92 96.71 96.85 96.74
GRU+LI 96.54 96.02 96.44 96.10
GRU with zoneout 99.14 99.72 99.68 99.70

Table 3. Performance of ZR-GRU classifier

Datasets Methods  Accuracy (%)  Precision (%)  Recall (%) Fl-score (%)
UNSW-NBI5 RNN 97.31 92.05 92.64 93.00
LSTM 97.81 92.95 93.64 93.50
BiLSTM 98.31 93.85 94.64 94.00
GRU 98.91 94.75 95.24 94.90
ZR-GRU 99.91 95.45 96.24 95.80
CICIDS 2018 RNN 97.22 96.43 97.32 96.42
LSTM 97.72 97.23 97.92 97.32
BiLSTM 98.62 98.13 98.72 98.32
GRU 99.32 98.93 99.22 99.22
ZR-GRU 99.92 99.93 99.92 99.92
CIC-DDoS 2019 RNN 98.91 94.75 95.24 94.90
LSTM 97.24 97.72 97.38 97.50
BiLSTM 97.94 98.22 98.38 98.20
GRU 98.54 99.12 99.18 98.70
ZR-GRU 99.14 99.72 99.68 99.70
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Table 4. Comparative analysis of ZR-GRU algorithm

Datasets Methods Accuracy (%)  Precision (%)  Recall (%)  Fl-score (%)

UNSW-NBI5 Adaptive transfer learning [16] 99.84 NA NA NA
IGRF-RFE+MLP [19] 84.24 NA NA 82.85

Deep fusion mechanism [20] 77.84 86.04 69.50 NA

Proposed ZR-GRU algorithm 99.91 95.45 96.24 95.8

CIC-DDOS2019 Adaptive transfer learning [16] 93.62 NA NA NA
CNN-BILSTM [17] 95.67 95.82 95.90 95.86
Proposed ZR-GRU algorithm 99.14 99.72 99.68 99.70

CICIDS2018 Adaptive transfer learning [16] 99.92 NA NA NA
Hybrid framework with CFS-DE [18] 99.87 99.88 99.87 99.88
Proposed ZR-GRU algorithm 99.92 99.93 99.92 99.92

4. CONCLUSION

This research introduced class balancing techniques and a DL-based algorithm for detecting
network intrusions and obtaining high accuracy. Initially, the classes were balanced using SMOTE and
Near Miss techniques, which balanced the samples in the dataset. Then, the balanced classes are
standardized using the standardization technique. Next, the standardized features were classified using the
ZR-GRU technique with high classification accuracy. Incorporating ZR in GRU minimizes overfitting by
relying on some features and provides good generalization by maintaining diversity in representation. The
ZR-GRU algorithm minimizes overfitting and the gradient vanishing issue during the training process that
helps to enhance the classification performance of NIDS. The ZR-GRU technique attained 99.91%,
99.92%, and 99.14% accuracy on UNSW-NBI15, CIC-IDS2018, and CIC-DDoS2019 datasets. In the
future, a feature selection phase will be used to reduce irrelevant and inappropriate features for enhancing
classification performance.
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