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The conventional intrusion detection systems (IDS) are often found to be
ineffective when faced with zero-day attacks that are novel compared to
previously learned behavior patterns. This paper presents the development of
a robust and adaptive IDS for the internet of things (IoT) using a deep Q-
network (DQN) agent. A custom environment is designed in which state

abstraction is applied to convert high-dimensional feature vectors into

discrete state spaces. The proposed agent model is trained to detect normal
and malicious traffic using a reward and penalty mechanism to encourage
the agent to take correct decisions. The validation of the proposed
methodology is carried out using the UNSW-NB15 dataset under both
known attack and zero-day attack scenarios. The results showed detection
accuracies of 99.56% for known attacks and 99.11% for zero-day attacks.
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1. INTRODUCTION

The rapid growth of the Internet and digital communication technologies has increased the size and
complexity of network infrastructure [1]. Along with this development, the number and sophistication of
cyberattacks have increased, including complex and difficult-to-recognize attack methods. Hence, intrusion
detection systems (IDS) are crucial for securing networks as they detect security problems or data breaches
by finding abnormal behavior [2], [3]. Nevertheless, the adaptability of the conventional rule-based IDS
approach is often inadequate in detecting new attacks. The critical challenge associated with the current IDS
research is the detection of new and zero-day attacks, which cannot be identified using signature-based
methods since there are no signatures of unseen attacks [4], [5]. Zero-day attacks can pass existing IDS
systems with disastrous effects, especially in critical domains such as internet of things (IoT), industrial
control systems, and cloud computing infrastructure [6]. Furthermore, the inherent class imbalance issues
associated with the network traffic data, where higher instances of normal activities exist compared to
attacks, which makes even more difficult to create a robust and unbiased IDS [7]. In recent literature work,
many computational schemes have been introduced by researchers using machine learning (ML) and deep
learning (DL) approaches to detect both known and unknown attacks [8]. In the existing literature, ML
classifiers have been widely used to develop lightweight IDSs that are very effective for known attack
patterns, but are not very adaptive and efficient when there is complex traffic data and dynamic attacks in the
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network. Other issues associated with ML-driven IDSs are that their performance depends on the
preprocessing and feature engineering steps, which are manual, time-consuming, and domain expert
depended task [9]. To overcome the limitation of ML-driven IDS solutions, researchers used DL models such
as recurrent neural networks (RNNs) and convolutional neural networks (CNNs) due to their automation in
feature extraction and learning both high-level and low-level attributes from the raw traffic data [10].
However, most existing DL-based IDS solutions remain supervised in nature, which are not very adaptive to
evolving traffic patterns in the IoT environment.

In recent state-of-the-art works, a wide range of solutions using advanced DL and hybrid models
were explored towards developing intelligent and robust IDS for traditional wireless networks and IoT
ecosystems [11]. The work carried out by Bhavani and Mangla [12] suggested a regularization technique to
reduce the impact of class imbalance on detection performance of the supervised models. The outcome
showed improved accuracy and Fl-scores for detecting different attacks. Jamalipour and Murali [13]
introduced a lightweight IDS model using a support vector machine (SVM) classifier, whose feature
selection process is emphasized to refine IDS performance. Zhao et al. [14] presented a hybrid learning
model that used a generative adversarial network (GAN) DL model to make training data more dynamic to
address class imbalance issues and used a k-nearest neighbor (KNN) classifier to perform intrusion detection.
Novaes ef al. [15] implemented a long short-term memory (LSTM) network, an RNN model, where principal
component analysis (PCA) is used for data dimensionality reduction and similar work is also seen by
Imrana et al. [16], where they used a bidirectional long short-term memory (BiLSTM) model for stronger
IDS resilience. Halbouni et al. [17] presented a hybrid model based on the joint application of LSTM-CNN
to learn both spatial features and temporal patterns in network traffic. Chen et al. [18] focus on using an
unsupervised learning approach where k-means clustering is used with ant-lion optimization to effectively
isolate anomalous behavior. Siahmarzkooh and Alimardani [19] used hierarchical clustering with whale
optimization to build a scalable IDS. Oluwasanmi et al. [20] built an anomaly detection model by using
autoencoders, whereas stacked sparse autoencoders with enhanced gaussian mixture models are suggested by
Zhang et al. [21]. Another contribution by Bhavani and Mangla [22] is the development of an improved
anomaly-based IDS model where autoencoders with clustering techniques and supervised classifiers were
tested for multi-class intrusion detection. Tharewal et al. [23] adopted a reinforcement learning (RL)
technique to develop an adaptive IDS that follows a Markov decision process (MDP) where the agent is
trained based on environmental feedback. Kumar et al. [24] also used an RL approach where deep Q-learning
is used in IDS to mitigate denial of service (DoS) attacks. Suratkar er al. [25] used a Q-learning-based
honeypot system for dynamic attack analysis. Hossain [26] integrated a deep encoder network with
Q-networks for real-time detection and classification of cyber threats. Badr [27] presented a dueling deep
Q-network (DQN) framework for processing complex traffic data and a robust IDS agent model for efficient
response against dynamic threats. Despite many research contributions, significant open challenges persist:

i)  Most existing works on IDS using ML and DL still lack adaptability in detecting unknown attacks.

ii)  The existing IDS using RL algorithms are subjected to weak reward mechanisms and agent training to
counter high-risk misclassifications.

iii) There is also inadequate handling of the class imbalance issue in feature extraction, which biases model
learning towards majority classes.

iv) Limited exploration and integration of state abstraction mechanisms in an RL-driven solution that can
reduce the complexity of high-dimensional data.

In order to address identified research gaps, the proposed research work presents the development of
an adaptive network anomaly detection framework using a deep RL algorithm. The proposed framework
employs a state abstraction mechanism using a clustering scheme with an efficient reward mechanism to
prioritize critical learning and perform correct actions for anomaly detection by the agent. The core
contributions are as follows: 1) zero-day detection setup, ii) development of a DQN-driven agent with a reward
function that strongly penalizes false negatives, improving attack detection reliability, iii) comprehensive
data preprocessing including class balancing, data scaling, feature selection, and encoding, and iv) evaluation
on both known and zero-day attack samples. The novelty of this work is the integration of deep Q-learning
into a complete IDS pipeline that is both zero-day-aware and reinforcement-driven.

2. METHOD

The proposed system architecture is data-driven and consists of a number of processes, including
data preprocessing, environment modelling, agent training, and agent evaluation. The data preprocessing
stage includes standardization, feature selection, and class balancing using oversampling (synthetic minority
over-sampling technique or SMOTE), undersampling, and hybrid methods. This process results in a cleaned
and balanced dataset with retaining relevant features that are used as input to the model, which increases
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learning efficiency and reduces the likelihood of overfitting. The preprocessed data is used to generate an RL
environment, where high-dimensional input features are mapped into discrete states using MiniBatchKMeans
clustering. The environment is defined by a custom object (NetworkTrafficEnvironment) that simulates
traffic flow and produces rewards based on the correctness of classifying traffic actions as normal or attack
instances. A custom object also defines a reward function that imposes a higher penalty on false negatives,
which is significant for anomaly detection scenarios. In the DQN agent training module, agents are trained
using a DQN architecture composed of multilayer perceptron (MLP) layers. The agent uses an experience
replay buffer that allows it to learn from past state—action transitions and uses a target network to provide
training stability. The agent interacts with the environment for a limited number of episodes, during which it
improves its policy through Q-learning and e-greedy decision making. Figure 1 illustrates the system model
and implementation workflow.
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Figure 1. Design architecture and workflow of the proposed predictive system

2.1. Dataset description

The proposed study utilizes the UNSW-NBI15 dataset, which is an extensive dataset of network
traffic, widely used in the research area of network threat detection and forensic data analysis. The dataset is
from the Australian Centre for Cyber Security (ACCS) and aims to enhance and expand beyond older
datasets such as KDD99, providing more diverse and realistic representations of network activities that are
both normal and malicious. Table 1 presents the dataset description, which includes approximately
2.5 million records that encompass real legitimate traffic along with synthetically generated attacks. This
ensures diversity in the dataset involving normal and malicious scenarios. The dataset has 41 features that
detail network behavior, such as flow features (source/destination IPs, ports, and protocols), time-based
features (packet inter-arrival times), and content-based features (such as hypertext transfer protocol (HTTP)
methods and domain name system (DNS) queries), among others, to facilitate the analysis of network traffic
behavior and to effectively identify anomalies. The dataset classifies attacks into nine distinct categories,
such as fuzzers, DoS, exploits, reconnaissance, worms, and many other attack types, which enable
experiments on multi-class classification.

Table 1. Dataset description

Dataset split Sample count Description
(approximately)
Training set 82,332 Filtered data with known attack types and normal samples. Used to train the DQN agent.
Testing set 45,000 Evaluation set comprising known attack types and normal traffic. Measures detection
performance on seen attacks.
Zero-day set 9,000 Contains unseen (zero-day) attack types along with normal samples. Used to assess the

generalization capability of the model.
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2.2. Dataset preprocessing

An extensive preprocessing operation is carried out to make a quality dataset before training the RL
agent model. The preprocessing aids in feature consistency, relevance, and balance, which are crucial aspects
for an accurate learning process in the case of high-dimensional network traffic data. The dataset is first
analyzed to detect missing values, which are then treated by imputing them with the mean of the values of the
corresponding feature. This process reduces the chances of any outliers being introduced or distorting the
data while maintaining the proportions of the entire dataset. Then, duplicate samples are evaluated and
removed to eliminate redundancy, which is also important to identify previously unseen patterns that help
avoid model overfitting. In the next step, all categorical features present in the dataset are encoded using
label encoding, where all unique string labels are assigned an integer value. The next step carried out is the
feature scaling process, where the StandardScaler method is utilized to normalize the traffic features to obtain
zero-centered values and unit variance to make the training operation of the RL agent more stabilized and
minimize the influence of features having comparatively larger numerical values. Afterwards, a correlation
filtering operation is performed where features with a Pearson correlation coefficient greater than 0.9 are
removed to reduce multicollinearity and redundant information. This process also helps in lowering the
computational complexity of the model. The final stage of the preprocessing module involves feature
selection, where the top 20th features are retained using the SelectKBest method based on the analysis of
variance (ANOVA) Fl-score. This feature set is then used for model training, as they show the strongest
relationship with the target class, which enables the model to focus on important traffic patterns and also
reduces the training time.

2.3. Agent and environment interaction

The proposed RL framework is formulated as an MDP represented by the tuple (S, A¢, Pog, Ry V)5
where S; is the environment state, which mimics network characteristics such as traffic data, packet-level
features, user requests, system commands, and protocol level characterstics. The action space A, includes the
decisions performed by the agent, such as intrusion detection and alert generation. The state transition
probability P;, defines the probability of moving from the current state to the next state after executing action
a. For each executed action, the agent gets a feedback signal (reward) R,, from the environment. This
feedback feature is incorporated to encourage the agent model to improvise it strategy or action policy
towards getting accumulated reward. In the case when the agent performs an inappropriate action, it gets
negative rewards as a penalty applied by the environment. The variable y denotes the discount factor that
ranges in [0,1] to determine the current value of future rewards, and it optimizes the agent’s action policy
towards getting all future reward values. The action selection policy denoted as m(a | s) defines the action
chosen for each observed state s, m: S = A. The framework also employs a state-value function V™(s), which
estimates the expected cumulative reward signal from the given state s, numerically defined as (1) and (2).

V™(s) = E[Xk=0o Y*Resks1|Se=sl] (D
Q(s,a) = E[Z}?:o yth+k+1|St=s,At=a|] 2

Where V7(s) is the long-term reward value from the current state (s), and the action-value function Q(s, a)
in (2) computes the reward expected after executing a specific action in the same state according to the
current policy . Both V™(s) and Q(s,a) functions ensure that the agent model always adopts an optimal
policy to achieve a balance between immediate response to intrusions by taking correct action and
maintaining it over successive training episodes.

2.4. Deep Q-networks
The proposed agent is developed using the DQN algorithm, where two neural networks are
maintained during training, namely the current network (Q.,,-) and the target network (Q4;-). The current
network predicts the Q-values associated with the observed state-action pairs, whereas the target network
provides stable target values for updating the current network. The target network parameters are periodically
synchronised with the current network, which improves the stability of the learning process and prevents
oscillations during training. The agent selects its actions according to the g-greedy strategy, which ensures the
agent explores the environment by selecting a random action; it exploits the learned policy by selecting the
action corresponding to the maximum predicted Q-value. This decision process is defined as (3).
random_action with probability € 3

{arg max, Qeurrent (St,at)  with probability (1 — €) 3)
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3.  RESULTS AND DISCUSSION

The proposed RL—driven IDS was designed and developed using the Python programming language
running in the anaconda distribution installed on Windows 11 with 16 GB RAM and GPU acceleration
provided by NVIDIA hardware. Figure 2 shows the performance analysis of the DQN-based IDS on a test
dataset consisting of known attack types. The results of the confusion matrix show that the system has a very
strong classification ability, as the model correctly classified 55,729 instances as normal activities and
1,118,834 instances as attacks. The model only misclassified 271 normal samples as attacks (false positives)
and only 507 attack samples as normal traffic (false negatives).

It can be seen that the classification accuracy is 99.76%, and the attack detection rate (recall rate) is
as high as 99.86%. The following analysis of zero-day attacks is shown in Figure 3, which contains the
corresponding confusion matrix. The results show that the model correctly identified 55,729 normal cases
and 28,195 attack cases. Among them, 271 normal cases were misclassified as attack cases (false positives)
by the model, and 480 zero-day attack cases were misclassified as normal cases (false negatives) by
the model.

w T
E. 55729 271 E 271
o o
—_ =2 — =2
(1] o
2 2
< <
= =
g- 507 118834 8- 480
< =
1 1 1 1
Normal Attack Normal Attack
Predicted Predicted
Figure 2. Analysis of confusion matrix for Figure 3. Analysis of confusion matrix for
test dataset zero-day attacks

The next Figure 4 shows the comparative analysis of accuracy and F1-score on the standard test
dataset and the zero-day dataset. It can be seen that the model achieved a high accuracy of 99.56% and an
Fl-score of 99.56% on the test dataset, showing that it has strong generalization ability for known attack
patterns. In the zero-day dataset with unknown attack scenarios, the model achieved an accuracy of 99.11%
and an F1-score of 98.71%, which demonstrates its ability to identify new and previously unseen threats. The
results confirm the effectiveness of the proposed RL-based agent detection method under both traditional and
adversarial network environments. The agent learning performance is shown in Figure 5 in terms of average
reward vs. epsilon for 15 training epochs. It can be seen that initially there is a continuous upward trend for
reward, which stabilizes after epoch 5, and the epsilon value remains constant throughout the training
process, which indicates a good balance between the exploration and exploitation rate of the model. This
shows that the agent learned the optimal policy through its interaction with the environment, where the
proposed reward mechanism prevents the agent from becoming overconfident too early and allows sufficient
exploration to refine its policy.
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Figure 4. Comparative analysis for both known and zero-day attacks
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Figure 6 shows the receiver operating characteristic (ROC) curves obtained on the test dataset and
the zero-day dataset. The model achieved an area under the curve (AUC) of 0.9955 on the test dataset and
0.9892 on the zero-day dataset, which indicates good discrimination between normal and attack traffic. The
ROC curve for the test dataset is closer to the upper-left corner, thereby reflecting strong performance on
known attacks. A slight reduction in the AUC is observed for the zero-day dataset; however, the ROC curve
is still closer to the upper-left corner, indicating that the model has maintained good detection performance
for previously unseen attacks.
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Figure 6. ROC performance on the test and zero-day datasets

Figure 7 exhibits the detection rate (recall) and F1-score at different episodes, i.e., training stages.
The analysis reveals that the recall remained high from the initial stage of training, thereby indicating that the
agent consistently detects most intrusion samples effectively. Also, the F1-score increases during the early
training stages and gradually stabilizes with smaller variations. Further improvement is noted after stage 9,
indicating that the model reduces misclassifications as training progresses, which demonstrates that the
RL-based approach maintains stable and accurate classification of both benign and malicious network traffic.
Table 2 compares the proposed DQN-based IDS with existing methods in terms of accuracy and F1-score.
The existing methods such as memory-augmented deep auto-encoder (MemAE) [28], fast persistent contrastive
divergence-based deep belief network (FPCD-DBN) [29], and Gaussian mixture model (GMM) [30] reported
accuracy values below 90%, whereas the hybrid method Stack ML [31] and LSTM-based IDS [32] improved
the detection performance, with accuracy of 96.24% and 90%, respectively. The proposed DQN-based
system achieved an accuracy of 99.58% and an F1-score of 99.56%, which are better than the existing works.
The performance improvement is due to the fact that the DQN learning strategy, together with the
customized reward environment, guided the agent towards better classification decisions. In addition,
experience replay, target networks, and state-space clustering further contributed to achieving stable learning
and reliable intrusion detection for both known and zero-day attacks.
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Table 2. Comparative analysis

Method Accuracy (%)  Fl-score (%)
MemAE [28] 85.30 85.26
FPCD-DBN [29] 86.62 88.28
GMM [30] 89.00 89.00
Stack ML [31] 96.24 -
LSTM [32] 90.00 89.00
Proposed (DQN) 99.58 99.56

4. CONCLUSION

This paper presented a DQN-based IoT security learning framework to achieve adaptive defense
strategies from network traffic data. The proposed scheme utilized the UNSW-NB15 dataset, which contains
diverse attack categories and realistic traffic patterns. The data pre-processing process consisted of data
normalization, feature extraction, and class balancing. The proposed DQN agent interacted with the RL
environment, where it learned to classify network traffic as normal or malicious. A reward function was
designed as a feedback mechanism that imposes a higher penalty on false negative decisions. The proposed
system was evaluated under both standard and zero-day test scenarios. The experimental results showed that
the framework maintained high detection accuracy and a low false negative rate for previously unseen
attacks. Future work will focus on improving the proposed methodology to handle severe class imbalance in
multi-class intrusion scenarios. The framework will be extended towards integrating federated learning to
achieve privacy-aware distributed intrusion detection without sharing raw network traffic data. In addition,
collaborative learning will be emphasized for distributed edge nodes to support large-scale IoT environments.
An adaptive reward will be designed with an online policy updating mechanism that will further improve
scalability and detection performance against evolving attack patterns.
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