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An unsecured network pays the way for various illegal access. Therefore, an
efficient security system is needed to safe guard the data from attackers.
Even though various network security methods such as authentication,
authorization, and firewall have been used, the system still suffers from
various types of security issues. An optimized soft voting classifier
(OSOVOC) algorithm is proposed for network-based intrusion detection
system (NIDS). It performs the hybridization of two algorithms namely:
optimized decision tree (ODT) and optimized support vector machine
(OSVM). All the three algorithms are optimized using hyper parameter
tuning. The final proposed model produces a more accurate result in an
unbalanced dataset The primary focus of the proposed OSOVOC algorithm
is to eradicate the false alarms, which significantly increases the true positive
count and true negative count. The proposed OSOVOC algorithm produces
negotiable false alarms, with performance reaching a F1-score of 100%
during training phase and 99.87% during testing phase.
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1. INTRODUCTION

Intrusion is an unauthorized activity taken place in a computer network. It can access, modify, and
delete data and it also leads to destabilizing network functioning and installs malicious software. Network
based intrusion detection system (NIDS) are developed to identify these unauthorized activities. Network
unauthorized activities can take several forms. Malware attacks involve in the installation of the malicious
software on the system with the intention to steal data, take over control or disrupt the normal operations.
Phishing attacks aims to collect sensitive information from users through suspicious links. Distributed and
denial of service attacks deny the service to legitimate user by overloading the network or server with heavy
traffic. An unauthorized access attacks occur when a network is accessed without legitimate authorization
resulted due to very weak passwords and misconfigured systems. Structured query language (SQL) injection
attacks manipulate the database queries by exploiting web applications and gaining unauthorized access.

Due to the increase in online threats, an effective NIDS is necessary to safeguard network or system
from malicious activities. The following factors should be considered, while evolving a NIDS. Detecting all
attacks accurately and efficiently is complex because of the changing nature of cyber-attack. Everyday huge
amount of network traffic is generated and identifying these abnormal patterns could be time consuming.
Eradicating, false alarm completely, requires a suitable algorithm that significantly increases the true alarm
rates. False positive leads to unnecessary protection and waste of time, where else false negative crashes the
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system which leads to potential loss. Even though, various networks-based intrusion detection methods have
been developed, optimal detection is still not achieved.

Talukder et al. [1] introduced a machine learning (ML) based NIDS that address the skewed dataset
using the random oversampling method, the dimension reduction using principal component analysis (PCA)
method and clustering result using stacking feature embedding method. Thanh [2] used resampling and feature
selection techniques for training the skewed dataset. Nassreddine et al. [3] deployed synthetic minority
over-sampling technique (SMOTE) TOMEK technique for an imbalanced data set. Neto and Gomes [4] applied
mean decrease in impurity (MDI) technique and reduced the features to 51 from 78. Birahim et al. [5]
selected the relevant features for intrusion detection. This was done by means of correlation, mutual
information (MI), and PCA. Mokbal et al. [6] used extreme gradient boost (XGBoost) and an embedded
feature selection. Mhawi et al. [7] proposed an ensemble learning based algorithm for NIDS. Hybrid way of
feature selection was done using the combined approach of correlation and forest panelized attributes.
Taher et al. [8] indicates that artificial neural network (ANN)-based ML along with wrapper feature selection
out performs the support vector machine (SVM).

Hossain and Islam [9] proposed a random forest (RF) ensemble method, which out performs the
other ensemble methods bagging and simple stacking. Bibers et al. [10] framework was tested using the
various ensemble methods known as bagging, stacking, blending, and boosting on the base classifiers.
Alalwany and Mahgoub [11] proposed intrusion detection system (IDS), to classify the real time bus attacks
using controller area network, combining ensemble and kappa architecture. Sathya [12] proposed an
ensemble ML method. It can detect and prevent various attacks of network. Ahsan et al. [13] proposed a
voting classifier that combines the decisions from nine ML algorithms. Uppal et al. [14] employed the max
voting technique for Gaussian naive Bayes (NB), decision tree (DT), and XGBoost classifiers to obtain desired
result. Wani et al. [15] proposed a model that uses three base classifiers and an ensemble method named
voting is used for classification on the original and an optimized dataset. Jabbar [16] comparative analysis of
individual ML models like K-nearest neighbors (KNN), DT, and gradient boosting were employed using
voting classifiers. Yoheswari [17] proposed an optimized support vector machine (OSVM) algorithm for
intrusion detection.

Chua and Salam [18] evaluated the performance of six popular ML algorithms and they state that ANN
and SVM algorithms were unaffected by overfitting. Banu and Sangeetha [19] used integration of whale
optimization algorithm and RF algorithm. Latif et al. [20] investigated the following ML algorithms: DT,
SVM, RF, NB, neural network (NN), and adaptive boosting (AdaBoost) using network security laboratory -
knowledge discovery and data mining (NSL-KDD) dataset. Almutairi et al. [21] was done evaluation of
NIDS using the ML algorithms SVM, J48, and RF. Bachar et al. [22] proposed artificial intelligence
technique for intrusion detection using ML. Polynomial kernel and Gaussian kernel were used for SVM
classification model. Mills et al. [23] was designed hybrid type of IDS that combined supervised and
unsupervised learning models through an ensemble stacking model. Tiwari et al. [24] proposed tree-based
model that analyzed the traffic behavior in vehicular ad-hoc networks. Ali et al. [25] developed a dataset
CIPMAIDS2023-1. A stacking-based ensemble approach was applied and tested on the topology of network
called GNS-3. Aeraj and Cherkaoui [26] was used SVM in conjunction with the Snort IDS.

Bearing these factors, a suitable NIDS using ML has been constructed to identify the possible
attacks with maximum accuracy and thus reducing false alarm rates. Hybridization is done for combining the
optimized algorithms: SVM and DT. Optimization was done through hyper parameter tuning. The proposed
optimized soft voting classifier (OSOVOC) algorithm can strengthen the safety of computer networks. The
experimental observations, proves the potency of the proposed system with the accuracy reaching 100%
during training and 99.91% during testing.

2. PROPOSED FRAMEWORK

The hybridization of OSVM and optimized decision tree (ODT) models using the proposed
OSOVOC algorithm is illustrated in Figure 1. The required network attack data is obtained from KDDCup99
dataset. It contained missed and duplicate values. So, the dataset ought to be prepped to remove missed and
duplicate values [2]. Then, the preprocessed dataset is separated into a training set (75%) and a testing set
(25%). Hyperparameter tuning is done to the two models chosen: SVM, DT. Then, hybridization technique
has been applied to integrate the two models and again optimized with hyperparameter tuning for detecting
the possible network attacks [7], [23]. The results obtained from each model were compared for accuracy.

2.1. Proposed optimized soft voting classifier algorithm

The OSOVOC algorithm was introduced to detect the various threats existing in a network and to
improve the performance metrics. This algorithm focuses on eradicating the false alarm rate and thereby
improving the model’s accuracy. Since this model is optimized, the computational overhead is significantly
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reduced. Moreover, multiple individual models were integrated to enhance the robustness of the model. The
following steps describes the development of OSOVOC algorithm:

Step 1: import the necessary libraries for data preprocessing, ML, and visualization.

Step 2: employ KDDCup99 data set for both training and testing.

Step 3: do all the necessary preprocessing to obtain the final pre-processed dataset.

Step 4: partition the dataset into two parts: 75% for the training dataset and 25% for the testing dataset.

Step 5: construct a model that uses OSVM and ODT as classifier.

Step 6: apply hyper parameter tuning to individual models for better performance.

Step 7: construct the OSOVOC algorithm that does the hybridization by combining both the OSVM and
ODT models.

Step 8: apply hyper parameter tuning to the OSOVOC algorithm for optimized performance

Step 9: execute the model, by training using the training dataset and evaluating it on the testing dataset.

Step 10: calculate the F1-score, false positive rate (FPR), and false negative rate (FNR).

Step 11: tabulate the classifier performance based on precision, F1-score, recall, FPR, FNR, and accuracy.
Step 12: visualize confusion matrices for each classifier.
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Figure 1. Proposed tripartite optimized framework

2.2. Implementation

The software required to execute the tripartite optimized framework is python. It is one of the
programming languages to implement the code. It is a suitable choice for implementing NIDS because of its
simplicity, extensive libraries, and data visualization. Automating repetitive tasks like scanning networks,
analyzing traffic, and detecting abnormalities in the network can be seamlessly implemented by using the
python programming language.

2.2.1. Importing the necessary python libraries
The experiment was conducted using the python programming environment. The following python
libraries were imported for the execution of various tasks involved in the proposed methodology. These
libraries support feature extraction, data preprocessing, hyperparameter optimization, model training, and
performance evaluation [2], [3]. They also provide optimized implementations of core algorithms, enabling
efficient experimentation and reliable outputs. Standard classification metrics such as precision, recall,
F1-score, false alarm rate and accuracy were also employed for performance evaluation. This section outlines
the Python libraries used for implementation and explains their specific roles.
— NumPy: this package is used for performing mathematical computations. Operations such as
multi-dimensional arrays and matrices can also be done.
—  Pandas: this package is used for importing and managing datasets with data manipulation capabilities. It
is used mainly used for data analysis.
—  Matplotlib: this package is used for visual presentation of various 2D plots. It is mainly used for the
creation of different types of charts, figures for easy visualization of the data.
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—  Seaborn: this package is used for data exploration and visualization of informative statistical graphics.

—  Train_test_split: this method separates the data set into training and testing part.

—  CountVectorizer: it is used to convert a given text document into a vector, based on the frequency of
each word.

—  StandardScaler: a technique that transforms the data, that ranges from 0 to 1.

—  Hstack: it stacks arrays column wise. Also, performs concatenation along the second axis.

—  Datetime: it is used for manipulating dates and times.

— accuracy_score: it compares the original and output label and returns an accuracy score between 0 and 1.

—  Confusion_matrix: a tabular representation of original and output values. Also, used for evaluating the
performance of individual classifier.

—  precision_score: it identifies predicted positive instances. The score ranges from 0 to 1, where 0
represents the worst score and 1 represents the best score.

—  recall_score: it finds out all the positive samples. The score ranges from 0 to 1, where 0 represents the
worst score and 1 represents the best score.

—  F1_score: combines precision and recall by weighted average. The score ranges from 0 to 1, where 0
represents the worst score and 1 represents the best score.

—  DecisionTreeClassifier: it measures the quality of a split by choosing different depths of the tree [20].

—  Support vector classifier: hyperplane separating data points into various classes accurately. It is used for
classification, regression, and, outliers’ detection [22].

2.2.2. Dataset description

First create a folder and make it a working directory. Import the KDDcup99 dataset and store it in
the working directory. Save the python file also in the same directory. Perform the execution to obtain the
results. The tripartite optimized framework uses the KDDcup99 dataset. It is a simulated network
containing 41 features that represents the various aspects of a network connection [20]. There are 22
different attack classes. Identifying these predefined attack types accurately is done by two ML classifiers:
SVM and DT.

2.3. Data preprocessing

Null data values in the dataset may produce a biased output. To prevent this the dataset should be
checked for any null values and should be removed. Also, removing duplicate values from a dataset improves
the data quality and accuracy of ML models [2]. The pre-processed dataset is separated into two parts:
the first part, nearly 75%, is used for training, and the second part, nearly 25%, is used for testing. The
41 features have been selected for network-based IDS. Out of the 41 features, three features namely protocol,
service and flag have been identified as categorical features. So, one hot encoding has been performed on
these features. Then, standard scaling is done for the remaining 38 features for normalization. Finally, all
these features have been merged again for analysis.

2.4. Dataset exploration

Exploratory data analysis is a technique for analyzing the dataset. It is the visual exploration of the
data. Python libraries like matplotlib, pandas, and seaborn were used for performing exploratory data
analysis. The diagrams projected from the exploratory data analysis are useful for spotting errors, outliers,
and inconsistencies in the data. It is also used to examine feature distributions, class imbalance, and any
anomalies [1], [13]. Snapshot of normal instances and various attack classes found in the network-based IDS
is shown in Figure 2.

The graph clearly indicates an unbalanced dataset with a class called “Normal” has a higher count
than the remaining classes. The next class named “Neptune” has a count of 51,820 and “Back”, “Tear drop”,
“Satan” has a count of 968, 918, 906 respectively, which indicates a heavy drop-down count. Classes
“Warezclient”, “Ipsweep”, “Smurf”, “Portsweep”, “Pod”, and “Nmap” has a count of 893, 651, 641, 416,
206, and 158 respectively, which indicates a major decline while compared to the “Normal” class, the
remaining classes “Quess passwd”, “Land”, “Imap”, “Buffer overflow”, “Warezmaster”, “Rootkit”,
“Loadmodule”, “Phf”, “Perl”, “Spy” “Ftp_write”, and “Multihop” has a negotiable count of less than 100.

Since the dataset is unbalanced, F1-score is used to evaluate the performance of the model [13]. It
maintains balance among precision and recall in such a way that if false positive increases, precision
decreases. On the other hand, if the false negative increases, recall decreases. Thus, F1-score is improved
only if the classification is balanced. So, we need to construct an algorithm that works efficiently in
classifying the different classes accurately. OSOVOC algorithm is proposed for detecting possible attack on
the networks.
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Figure 2. Class distribution of normal instances and different network attack types in the dataset

3. CONSTRUCTING THE TRIPARTITE OPTIMIZED HYBRIDIZATION FRAMEWORK

Hybridization methods combine the predictions from two models, making it working robustly and
effectively in an unbalanced dataset [7], [23]. The results from the individual classifiers namely OSVM, ODT
were combined through the OSOVOC algorithm to obtain a final classifier which will be used to test the real
data. Hyper parameters increase the performance of model. They are selected, on testing the model with
various parameter values. The values or parameters that produces the most favorable outcome will be chosen.
Thus, optimization is done to obtain more accurate results. Then, k fold cross validation is also done by
selecting one partition (k) for testing and remaining partition (k-1) for training. The validation procedure is
replicated with various k and k-1 partition for training and testing.

The proposed model is limited for two cross validation sets. This enables the model to consume less
time for training and testing. A comparative analysis is done to choose the best classifier. The two classifiers
namely DT and SVM were not as accurate as standalone alone algorithms. So, hybridization strategy is
employed to combine the both models using OSOVOC algorithm to produce an effective network-based IDS.
The final proposed model produces a more accurate results with FPR and FNR reducing notably.

3.1. Optimized decision tree classifier

DT performs classification and regression task. It breaks the complex decisions into smaller steps
for easy understanding and implementation. The DT classifier works by splitting the data in the best selected
feature. The process starts from the entire dataset that is root node. A split at a node happens for each
possible value of the selected feature. Repeat the process until a maximum depth is reached or end nodes or
leaf nodes has been reached [20]. Hyper parameter is tuned to a minimum sample split of 200 and a
maximum depth of 20 to get an optimized result. The output obtained from the recall, precision, and
F1-measure of ODT classifier is compared with OSOVOC algorithm output.

3.2. Optimized support vector machine classifier

SVM is a supervised ML algorithm primarily used for regression and classification purpose. It
classifies a new incoming data pattern into the correct side, by creating a decision boundary named hyper
plane [22]. The SVM works from the pre-processed dataset. Then, an appropriate gamma value is chosen for
classifier. Finally, a suitable decision boundary is chosen based on the hyper parameter of 0.01 to get an
optimized result. The output obtained from the recall, precision, and F1-measure of OSVM classifier is
compared with OSOVOC algorithm output.

3.3. Optimized soft voting classifier algorithm
The OSOVOC algorithm combines the predictions obtained from the ODT classifier and OSVM
classifier. It works on the principle of weighted average prediction from each class [15], [16]. This algorithm
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is hyper tuned to the weight parameter of (1, 3), which means, the SVM classifier takes the lowest weightage
of one. While, DT classifier takes the highest weightage of three. Thus, it helps to prioritize each model
based on their strengths for improving the overall accuracy.

4. RESULTS AND DISCUSSION

The experimental results obtained from the proposed model and a detailed discussion of its
performance is presented in this section. The results obtained from the various classifiers are evaluated using
the standard evaluation metrics. By examining the output, we can identify the areas for improvement, to
obtain the maximum benefit from the model. The performance of the proposed system is evaluated using
various metrics such as recall, precision, F1-score, and accuracy. The proposed system was found to be very
effective in detecting intrusions based upon the performance.

4.1. Outcome of optimized decision tree classifier

Figure 3 illustrates the multi class classification results of the ODT classifier. The model’s
performance is evaluated from the test dataset by comparing the predicted and actual output generated. The
results shows that the training accuracy reaching 98.04% and the testing accuracy reaching 97.94%.
Observations from the prior network-based intrusion detection studies indicate that the outcome of the ODT
classifier showed improved baseline performance when compared to non-ODT classifier [13]. Thus, ODT is
necessary for improving the efficiency of the proposed model.
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Figure 3. ODT Multi classification result

4.2. Outcome of optimized support vector machine classifier

Figure 4 illustrates the multi class classification results of the OSVM classifier. The model’s
performance is evaluated from the test dataset by comparing the predicted and actual output generated. The
results shows that the training and testing accuracy reaching 97.85% and 97.82% respectively. The previous
network-based intrusion detection studies indicate that the outcome of the optimized support vector classifier
showed an improved baseline performance when compared to non-optimized support vector classifier [13].
Since, the classifier can construct effective decision boundaries even in high dimensional feature space,
optimization improves the detection rate across all attack categories. So, OSVM is used as base classifier in
the proposed model.

4.3. Outcome of optimized soft voting classifier algorithm

As shown in Figure 5, the proposed OSOVOC algorithm illustrates the effective multi class
classification results across all attack categories. The model’s performance is evaluated from the test dataset
by comparing the predicted and actual output generated. Averaging the class wise predictions by applying the
weightage to each base classifier makes the OSOVOC algorithm to produce a highly reliable discrimination
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across all the attack categories. As a result, the OSOVOC algorithm reduced the FPR and the FNR when
compared to individual base classifiers.
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Figure 4. OSVM multi classification result
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Figure 5. OSOVOC multi classification result

The binary classification result obtained from the OSOVOC algorithm during the training and
testing phase is shown in Tables 1 and 2 respectively. Experimental results indicate that, the proposed
OSOVOC algorithm achieved a training accuracy of 100% and a testing accuracy of 99.91%. In an
unbalanced dataset, combining heterogeneous base classifiers significantly reduces the false alarm rate, as
reported in prior intrusion detection studies [15]. While existing literature comparing hard and soft voting
strategies reported a higher accuracy for hard voting (100%) than for soft voting (99.967%) on a balanced
dataset [16], the proposed OSOVOC algorithm provides a superior false alarm control with improved
accuracy on an unbalanced dataset. These findings confirm that incorporating weighted average prediction
for each class in a soft voting classifier significantly reduces the false alarm rate.

Table 1. Training phase result Table 2. Testing phase result
Confusion matrix (training phase) Actual class Confusion matrix (training phase) Actual class
Positive  Negative Positive  Negative
Predicted class True 65,873 43,315 Predicted class True 21,940 14,424
False 0 1 False 15 18
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4.4. Evaluation report

As illustrated in Table 3, the proposed model outperforms the baseline algorithms across multiple
evaluation metrics. From the performance evaluation report, it is found that the OSOVOC algorithm
produces a highest F1-score of 100% during training phase and a F1-score of 99.86% during testing phase.
Next, ODT algorithm produces a F1-score of 98.23 during training phase and 98.16 during testing phase.
Finally, OSVM algorithm produces a Fl-score of 96.97% in training and testing phases. The visual
representation of performance evaluation of the three algorithms is illustrated in Figure 6.

Table 3. The performance evaluation of various algorithms
Algorithm  Precision (%)  Recall (%) Training F1-score (%) Testing F1-score (%)

OoDT 99.11 97.49 98.23 98.16
OSVM 96.67 97.72 96.97 96.97
OosovocC 99.87 99.86 100 99.86

101.00% W Precision MRecall ®Training F1score @ Testing F1 score
o 0

100.00%
99.00%
98.00%

97.00%
96.00%
95.00%

oDT OSVM 0SovoC
Algorithm

Score

Figure 6. Performance evaluation chart

Since the primary focus of the proposed OSOVOC algorithm is the reduction of false alarms,
generating a false alarm report is essential. Lowering the false alarm count leads to an increase in both true
positive and true negative counts. The proposed model achieves a significantly reduced false alarm rate,
indicating improved discrimination between normal and attack traffic. Table 4 demonstrates the false alarm
rate generated by the algorithms ODT, OSVM, and OSOVOC.

The findings specify that, OSOVOC algorithm succeeds in reducing the false alarm and
exponentially increases the true positive rate of 100% during training phase and 99.92% during testing phase.
These results were obtained in a controlled experimental setup using the KDDCup99 dataset. Future work
will be focused on validating the proposed model using the real-world network traffic. The visual
representation of FPR and FNR generated from the three algorithms is shown in Figure 7.

Table 4. Evaluation of false alarm report
Algorithm  FPR (%) FNR (%) FPR(%) FNR (%)

Training Testing
oDT 0 3 0 3
OSVM 5 0 5 0
0OsSovoC 0 0 0 0

Chart Depicting the False Positive Rate (FPR) and False Negative Rate (FNR)
during testing

= ODT el OSVM 0SovoC

Figure 7. False alarm chart
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5. CONCLUSION

This paper focus on the hybridization of ODT and OSVM algorithms using OSOVOC algorithm.
From performance evaluation of the two classifiers, ODT is performing better when compared to OSVM. So,
ODT has been given higher weightage than the OSVM during hybridization. Hyper parameter tuning
promoted the model to achieve the desired results. Even though the two optimized classifiers DT and SVM
performing individually well, OSOVOC hybridization algorithm enhanced the framework to achieve the
maximum accuracy by eradicating the false alarm rate notably. Thus, an effective network-based IDS has
been proposed for detecting the possible threats in the network. Though the OSOVOC algorithm consumes
more time compared to the other two classifiers execution time, the security it provides to the network
through its highest threat detection rate makes it a suitable choice. Another concern is the detection of new
attacks. Further research will be focused on with the latest dataset available in network-based IDS, for
detection of any new attacks.
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