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1. INTRODUCTION

Cloud computing (CC) has emerged as a dominant archetype for efficient data storage and
processing, offering end-users on-demand services supported by virtualized resources [1]. Through
virtualization, multiple virtual machines (VMs) can be created and assigned to a physical machine (PM),
significantly reducing the cost of acquiring additional server infrastructure [2]. VMs provide benefits
including mobility, agility, scalability, and elasticity [3] by virtualizing PM resources like storage, CPU, and
RAM, and implementing user tasks [4]. This model has transformed the delivery of technological services,
enabling service providers to offer users a wide range of facilities [5]. These systems basically
contain diverse types: infrastructure as a service (IaaS), platform as a service (PaaS), and software as a
service (SaaS) [6]. In IaaS, providers deliver virtualized computing resources like servers, networks, and
storage, allowing customers to run applications on existing infrastructure without purchasing hardware. PaaS
enables developers to organize and maintain applications without the need to install or oversee the underlying
infrastructure [7], [8]. SaaS provides software across the internet, enabling users for performing the devices
using a web browser lack of maintenance or deployment requirements [9], [10]. In cloud environments,
service requests from users are highly dynamic, making resource allocation an ongoing challenge for cloud
service providers (CSPs) [11]. Because of limited resources, CSPs must manage allocation while considering
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multiple factors such as service quality, pricing, fairness, profitability, and load balancing [12], [13]. As both
CSPs and consumers seek to maximize their benefits, this process becomes complex [14], [15]. Poor resource
management can lead to substantial resource wastage, making efficient allocation crucial for enhancing
utilization rates and improving power efficiency [16]. Energy-aware VM allocation and migration play vital
roles in balancing energy consumption and maintaining service quality [17]. However, achieving both
security and energy efficiency in CC remains a significant challenge [18]. Reducing energy consumption
supports sustainable computing and lowers the operational expenses of organizational data centers [19], [20].
Sharma et al. [21] developed a multidimensional virtual machine model (MDVMM) and a branch-and-price-
assisted energy-efficient VM approach at the data center. This branch-based VM approach minimizes energy
consumption and resource wastage through selecting the ideal PM counts at the cloud datacenter. However,
MDVMM struggled to adapt to dynamic or unpredictable workloads in cloud environments, leading to
suboptimal migration, enhanced overhead, and service level agreement (SLA) violations. Yao et al. [22]
implemented a load-balancing mechanism-driven virtual machine consolidation (LBVMC), targeted to
minimize SLA violations and energy utilization through balanced multidimensional resource utilization
across PMs. However, LBVMC requires frequent VM migrations to maintain balanced resource utilization
across PM, which leads to temporary service distribution.

Cao et al [23] introduced a secure and energy-efficient VM allocation mechanism to prevent
co-residence attacks and quantified three key factors: security risks due to co-residence of VMs from
different users, comprehensive energy consumption, and workload inequality among PMs. Although these
objectives were minimized simultaneously, a random number of VM from various users reached a cloud that
required an optimization solution to dynamically relate to previous allocation and unknown allocation
requests. However, defending against co-residence attacks led to underutilization of physical resources,
thereby reducing energy consumption due to the trade-off between higher security and resource utilization.
Madireddy and Ravindranath [24] introduced dynamic virtual machine relocation (DVMR) for confidential
data centers to understand virtualization and minimize energy consumption in CC. DVMR system generated
an approach for PM load conditions by identifying overloaded and underloaded PMs to manage virtualization
and minimize energy consumption efficiently. However, frequent VM relocations introduce significant
migration overhead, which reduces application performance and causes service distributions, especially
under high-load conditions.

Ajmera and Tewari [25] proposed the green particle swarm optimization (GPSO) approach for VM
allocation on energy-efficient green systems. These systems, referred to as green particles, are designed to
consume less power while performing a global search to determine an optimal VM scheduling plan that
minimizes the number of active servers. This approach effectively reduces overall power consumption in data
centers while maintaining SLA. Singh et al. [26] presented the metaheuristic VM placement framework for
power efficiency in a sustainable cloud environment (MV-PESC). This method employed an extended flower
pollination optimization approach incorporating the principles of the random fit approach along with the
standard flower pollination optimization technique. An efficiency of the framework was validated using
workload traces from the Google cluster dataset, demonstrating optimization capability in real-world cloud
environments. Swain et al. [27] implemented a resource-prediction-assisted VM allocation strategy aimed at
reducing the energy consumption whereas improving system consistency.

The key contribution presented in enhancing a feed-forward neural network (FFNN) through a
self-adaptive differential evolution approach that combines multidimensional learning and global search
capabilities. By accurately forecasting future resource demands, this approach enables proactive and fault-
tolerant VM management, minimizes failure impact, and enhances performance. Mahmoodabadi and Baygi [28]
introduced an energy-effective virtual machine placement (VMP) technique utilized the vector bin packing
approach to reduce energy usage in datacenters. Their work focused on a bin packing with linear usage cost
(BPLUC) model, which described for both fixed and variable operational costs, thereby achieving optimized
resource allocation with reduced power consumption. Although CC enables dynamic resource sharing, it also
exposes systems to co-residence attacks, where malicious VMs exploit shared hardware with target VMs.
Existing solutions, such as hypervisor controls and side-channel defenses, are often resource-intensive or
inflexible. Prior VM allocation methods lacked real-time adaptability, workload balancing, and energy
efficiency. Figure 1 illustrates the taxonomy of existing VM allocation strategies, providing a clearer
synthesis of the related works.

The crucial notes of this research are: an innovative energy-efficient and consistent VM allocation
approach named directional movement and boundary-aware strategy-based bobcat optimization algorithm
(DMBABOA) is proposed for cloud environments, ensuring optimal placement on energy-efficient and
consistent PMs. To ensure load balance of destination PMs later to VM allocation, this study designs a VM
allocation approach in terms of resource fitness and VM load relationship. The performance of the approach
is validated through simulation using the CloudSim toolkit by considering different performance metrics.
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This paper is formatted as trails: section 2 specifies the proposed methodology. Section 3 signifies
the VM allocation using the bobcat optimization algorithm (BOA). Section 4 shows the results and
discussion. Section 5 gives the conclusion.
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Figure 1. Taxonomy of existing VM allocation strategies

2. PROPOSED METHOD

This section outlines the proposed secure VM allocation strategy in detail. It begins with an
overview of the system model, describing the core components and interactions within the CC environment.
Next, the concept of energy efficiency is formulated as an optimization problem, defining the objectives and
constraints governing the allocation process. Finally, the application of the DMBABOA is presented to
efficiently solve the formulated problem while ensuring both security and optimal resource utilization.
Figure 2 outlines an overall system architecture of the proposed method, representing the key components for
energy-efficient VM allocation.
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Figure 2. Overall system architecture of the proposed method

2.1. System model

The proposed system model is designed for an laaS environment, where a data center typically
comprises application controllers, cloud administrators, and local administrators. In this architecture, an
application controller manages incoming user requests using built-in software. A cloud administrator
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oversees cloud services at the application programming interface (API) level, ensuring that user requests are
directed to the appropriate application. At the physical infrastructure level, a local administrator handles the
internal resources of PMs, assigns VMs to end users, and executes their tasks. As a program supervisor, the
local administrator determines whether a new VM request can be fulfilled while adhering to quality of
service (QoS) requirements.

The cloud manager utilizes information from the local manager to coordinate and manage VM
migration between physical hosts. This includes deciding whether to relocate a VM, enable virtualization
features, or use storage drives for VM operations. The local manager is responsible for continuous
maintenance of each VM on every host and manages the allocation of physical resources among them. Here,
the BOA is introduced for achieving the energy-efficient and secure VM allocation. The model represents a
virtual data center containing multiple cloud clients consisting of N physical nodes and an associated list of
PMs, expressed as: P = {PM,, PM,, ..., PM, }. Each PM is homogeneous and consists of V VMs, represented
as: V={VM,,VM,,...,VM,}. VMs are dynamically allocated to minimize energy consumption, and their
resource demands fluctuate, particularly in terms of CPU utilization. Each VM can be assigned a maximum
CPU capability, denoted as C,,. Given that each PM has CPU capacity C,, VM counts, which are hosted on a
single PM is determined by the ratio C,/C,. As these VMs can execute a wide range of applications with
distinct behaviors, they may vary significantly in function and often run concurrently.

Based on real-time workload demands, VMs can be dynamically activated or deactivated on a PM,
enabling efficient utilization of the physical system’s resources. Each VM can operate different operating
systems and applications simultaneously on the same PM, ensuring flexibility and efficient resource usage
for cloud users. Services are provided through applications distributed across several VMs within the
underlying cloud infrastructure. Given the highly variable nature of workloads, the resource requirements of
each VM can differ significantly; therefore, VMs may migrate across PMs to optimize resource utilization,
reduce redundancy, and release unused capacity. Consequently, PMs can be turned off or moved to an idle
state to reduce power consumption.

2.2. Energy efficiency model

Most contemporary mainframes are processed through dynamic voltage and frequency scaling
(DVES) advancement, which enables real-time adjustment of operating frequency to reduce energy
consumption. Since CPU utilization typically reflects workload intensity, the power usage of a PM is largely
affected by its CPU load. DVFS is broadly adopted as an effective mechanism to balance system
performance and energy consumption. By adjusting the processor’s operating frequency and voltage, DVFS
influences overall energy consumption, as lower frequencies may extend execution time despite reducing
power. An efficient DVFS-based scheduling strategy aims to minimize total energy consumption while
satisfying QoS requirements such as execution deadlines. DVFS allows the processor to operate at different
voltage-frequency combinations during active and idle communication periods, contributing to optimized
power usage.

Processor allocation strategies generally assign clusters to individual processing units (PUs). A sum
of power utilized through PM depends on several components, including network, CPU, storage, and
memory (RAM) utilization. Prior studies have shown a strong linear relationship between CPU usage and
total energy consumption in servers. For instance, the processor is the dominant contributor to host power
consumption, indicating that CPU utilization is directly linked to the power draw. Accordingly, the power
model of a server can be expressed as a function of CPU usage, represented mathematically in (1).

P]’ — (%busy _ Pjidle) X U]P + Pjidle (1)

Here P]-idle means average power in an indolent state, f}busy denotes the average power at full utilization, and
UjP represents the resource consumption of the host j in the current power state. The total energy usage for
hosts is estimated as (2).

Min Z;'l=1pj — ?:1 [Y] % ((f}busy _ Pjidle) x Z?i1(Xij % R}/M) + Pjidle)] (2)

Where R is the set of VM processors, Y; specifies the operation update of the PM with respect to 0 and 1,
X;; denotes the task of VM to PM. Even when a PM is idle (i.e., 0% utilization), it still consumes a
significant amount of its power. Let a represent the proportion of power consumed by PM in the idle state
relative to when it is fully utilized and  represent the power utilization at the current operating level. The
total power consumption of PM; is defined as (3). Where P"** denotes the power consumption of PM;.

PM; =a X P"™ + (1 —a) X B x P 3)
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2.3. Security quantification

In particular, assume a comparable distribution of malicious users. The security quantification
considers the likelihood of malicious VMs being co-located with legitimate users, which directly influences
system vulnerability. This study models the probability of malicious VMs being co-located with legitimate
users, thereby capturing potential security risks, as formulated in (4).

Z?j1("io—loc_1)

ng*(ny—1)

Rsec = Pmat (4)
Where P,,,; represents the evaluated malicious user percentage, and ng and n, denote the number of PMs
and users, respectively. n,_;o. is a count of co-located users at PM;. This study assumes that a PM with only
one user is secure. Notably, a PM hosting a single user is considered secure, as no co-location exists to enable
malicious interactions.

3. VIRTUAL MACHINE ALLOCATION USING BOBCAT OPTIMIZATION ALGORITHM

In the design of the BOA, the population update mechanism within the solution space is encouraged
through natural hunting strategies of wild bobcats. In this mechanism, a bobcat initially trails a location of
prey and travels towards it. Subsequently, it traps and attacks a prey at an opportune moment and eventually
catches the prey later to hurtling procedure. The updated stages of the BOA are described.

3.1. Initialization

BOA is a population-driven optimization approach which iteratively explores the solution space,
leveraging the collective search capability of its agents to effectively solve optimization problems. Based on
the design inspiration of the BOA, the solution space is analogous to the natural habitat of bobcats, and the
position of each bobcat within this habitat represents a location of a BOA member in the solution space.
Thus, in the BOA, each bobcat in the population represents a potential solution within the problem-solving
space, where its position corresponds to specific values assigned to the decision variables. Mathematically,
the bobcat position can be expressed as a vector, in that, every constituent denotes the target component.
Collectively, all bobcats constitute an algorithm’s population, denoted as a matrix, as represented in (5). The
initial position of each bobcat is arbitrarily generated in the solution space using (6).

X, X114 e Xia o Xim

X = Xi = xijm xi‘,d. :xi.,m %)
Xy Nxm N1 o Xna o XNmdyoon

Xiq = lbg + 1. (ubg — lby) (6)

Where X denotes the population matrix of the BOA, X; denotes the i an individual solution, and x; ; denotes
the dth dimension in the solution area. N denotes bobcat counts, m specifies the count of target components,
and r is an arbitrary count in the range [0, 1]. ub, and lb,; correspond to the upper and lower boundaries of
the dth dimension, individually. As discussed earlier, a location of every bobcat denotes an individual
problem-solving, according to that an aim value is evaluated. The values of this function corresponding to
these solutions are expressed as a vector, as shown in (7).

(R [FO0)
: [ & |
il e 0
|‘F:N Nxm F(XN) Nxm

Where F denotes a vector of the estimated aim value, and F; denotes aim value corresponding to ith bobcat.
X represents the group of all candidate solutions. An aim value F(X;) evaluates every solution. Collectively,
these evaluations form the matrix F, which holds fitness values of all N candidate solutions across objectives.

3.2. Exploration: tracking and moving towards prey

In an initial stage of the BOA, a location of population members in a solution space is updated
according to bobcat’s tracking and movement toward prey at the time of hunting. Capturing the bobcat’s
movement toward its prey results in greater modification in locations of population members in a solution
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space and enhances the exploration capability of the BOA with respect to maintaining a global search. In the
BOA deployment, for every bobcat, the other population member’s locations with superior aim value are
identified as prey positions. An individual prey group for every bobcat is identified through (8).

CP, = {X}:F, < F,and k # 1},wherei =1,2,..,Nand k € {1,2, ..., N} ®)

Where CP; represents the group of individual prey positions for the ith bobcat, X, denotes a population
member through the optimal aim value in accordance with ith bobcat, and F;, denotes the aim value. In the
BOA, every bobcat arbitrarily chooses the identified prey items and initiates an attack. According to the
modeled movement of the bobcat toward the prey, a new position is estimated for every BOA individual
through (9). If an unknown location attains an enhanced aim value, it exchanges a prior location of the
respective member, as defined in (10).

xfjl = xi,j + (1 - ZTL'J'). (SPL,] - Ii,j.xl-’j) (9)
P1 1
Xi _ xi,]',Fl',]' < Fi (10)
X;, else

Where SP; ; denotes the prey selected by ith bobcat in jth dimension, and xf }-1 denotes the new location
estimated for the ith bobcat in j th dimension of the exploration stage of the proposed BOA. 1; ; represents a
random number in a range between 0 and 1, and I; ; refers to a number randomly chosen as either one or two.

3.3. Exploitation: chasing to catch prey

In this stage, positions of population members in a solution space are reorganized with respect to
simulated chase among bobcat and its prey at the time of hunting. This chase occurs near the prey’s location
and eventually results in the capture of the prey. The modeled movement of bobcats during this phase
introduces small, localized changes to the positions of individuals in the population, thus enhancing the
exploitation capability of the BOA and improving its local search performance. An unknown location for
each BOA member is estimated close to the prey’s location using (11), based on the modeled positional
adjustments during the chase. If this updated position attains an optimal function value, it replaces the
previous respective individual, as defined in (12).

1-27;;
P2 = P L’] ..
Xij =Xij ¥ X Xij (11)

P2 pP2 < I
X; ={xw' L =1 (12)

X;, else

Where x/ ]2 denotes an unknown location estimated for the i th bobcat with respect to the exploitation stage of
BOA. The conventional BOA uses stochastic search mechanisms to simulate the hunting behavior of bobcats;
however, such randomness can lead to inefficient exploration of high-dimensional or constrained problems. To
address this limitation, two different strategies are applied in the BOA, discussed in detail as follows.

3.4. Directional movement and boundary aware strategy

To enhance precision, convergence speed, and boundary handling, this research integrates a
directional movement strategy guided by the location of the prey and applies boundary-aware adjustments to
ensure feasible solutions. This approach draws inspiration from the prey-predator interaction operator in the
zoological search optimization (ZSO) [29] model while maintaining the solitary nature of the bobcat.

The enhanced BOA combines a directional movement mechanism with a boundary-aware adjustment

strategy inspired by ZSO. The functions of the introduced strategy are explained as follows:

i)  Directional vector-based movement: each bobcat (solution) intelligently moves toward promising
regions using adaptive directional vectors calculated relative to better-performing solutions (prey).
Assume the following mathematical modeling: location of bobcat i x; € R?; location of chosen prey
x* € R%; consistently dispersed random number r~U(0,1); current iteration t; maximum number of
iterations T; directional vector from bobcat to prey Bi; and exploration control parameter «. The
directional vector and position update of the bobcat are defined as (13) and (14).

Bl' =x"— X (13)
Xt = xf + a.r. Dy (14)
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iii)

t . . . . . .
Where a = (1 - ;). This ensures broader exploration in earlier iterations and more focused movement

in later ones. The strategy emphasizes movement toward promising solutions, resulting in optimal
outcomes. This dynamic approach helps the algorithm avoid premature convergence and increases the
likelihood of identifying global optima.

Boundary-aware adjustment: solutions are dynamically adjusted to stay within the legal bounds of
server capacities (CPU and memory), ensuring feasibility and preventing random resets or clipping. The
boundary-aware adjustment mechanism corrects solutions that violate problem constraints such as CPU

or memory capacity in cloud environments. The boundary-aware adjustment is calculated using (15).

LB; +r.(UB; — LB;), if x{1* < LB;
x{Tt =< UB; +r.(UB; — LB;),if x{* > UB; (15)

ij
t+1

Xij otherwise

This ensures that no solution exceeds the problem’s feasible space.

Adaptive exploration coefficient (a): the coefficient dynamically decreases over iterations, enabling
broad early exploration and refined exploitation in later stages. Algorithm 1 presents the pseudocode for
the DMBABOA approach for better reproducibility. Because engineering problems involve constraints,
the actual metaheuristic approach BOA does not handle the optimization issues. Therefore, this study
prepares all metaheuristic approaches using a static penalty function. The fitness function considers
energy consumption and is defined in (16).

FR) = f(R) +w. X, (max(0,0:(R))) (16)

Where F(.) denotes fitness function, f(.) and g;(.) denote objective and restriction functions,
individually, and w is a constant set. This dynamic adjustment prevents premature convergence while
maintaining the balance between global and local search. By integrating this strategy, the algorithm
naturally adapts to the optimization process and ensures robust performance across different problem
scales and complexities.

Algorithm 1. Pseudocode of the DMBABOA approach
BEGIN

1.

Initialize system parameters:
- Population size (N)
- Maximum iterations (Max,,)
- Lower and upper bounds (LB, UB) for server resources (CPU, Memory)
- Adaptive exploration coefficient a € [1,0]
- VM and host configuration data (CPU, Memory, Security Level)

. Initialize population of bobcats:

For each bobcat i = 1toN
Randomly initialize position X i within bounds [LB,UB]
Evaluate fitness (FX;) using:
F(X;) = wy * (1/Energy(X;)) + w, * (Utilization(X;)) + ws * (Security(X;))

. Identify best solution:

X* = argmax(F(X;)) over all i

. Iteration loop (for t = 1 to {Max} {Iter}):

Update a = ay * (1 — t/ Maxy,,) // Gradually reduce exploration
For each bobcat i in population:
- Select prey (X*\ast) from better individuals (elitism-based selection)
- Compute directional vector:
D= X" - X;

Update position with directional movement:

Xipow = Xi + a x rand() = D;
- Apply boundary-aware adjustment:
For each dimension j:
Xinew U1 < LB
XinewJ] = LB[j] + rand() = (UB[j] — LB[j])

Else X, [il > UBJ[j]

XinewUl = UB[j] — rand() * (UB[j] — LB[j]
- Evaluate new fitness:

F(Xipe,)

- Update X; F(X; ) > F(X))

Inew

= wy x (1/Energy(X;,,,)) + w,* (Utilization(X;,,,)) + ws * (Security(X;,,))

lnew lnew

- Update global best:
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If any F(X;) > F(X,),setX, = X;

5. END LOOP X

6. Output X* as the optimal VM allocation.
7. Evaluate results:

Energy Consumption (kWh), Makespan (s), Execution Time (s), SLA Violation Rate (%), Latency
(ms), and Fitness Convergence over iterations
END

Where the parameter a controls the exploration-to-exploitation balance; r is a uniform random factor that
promotes diversification, and the fitness function integrates both energy consumption from the DVFS-based
modeling and co-residence security metrics. Solutions violating CPU or memory limits are corrected before
evaluation to ensure feasibility. Figure 3 illustrates the flowchart of the proposed DMBABOA approach for
energy-efficient VM allocation, which involves both exploration and exploitation phases.
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Figure 3. Flowchart of proposed DMBABOA approach for energy-efficient VM allocation

4. RESULTS AND DISCUSSION
A sequence of implementation was performed for validating the performance and effectiveness of
the proposed container scheduling framework. The model implementation was performed using Python 3.3
on a system configured using Intel Core i5 CPU and 6 GB RAM under Windows 10 OS. In this study, a
synthetic workload was generated using the CloudSim simulation toolkit to evaluate the performance of the
proposed energy-efficient, security-aware VM-allocation algorithm. The workload was designed to mimic
real-world cloud environments with the following characteristics.
—  Task size: each task was assigned a random instruction length uniformly distributed from 1,000 to 10,000
million instructions (MI), representing diverse computational complexities.
—  Data size: input and output data sizes for the tasks varied between 10 MB and 500 MB, reflecting a range
of cloud-service demands.
—  Task arrival pattern: a Poisson distribution was used to simulate task-arrival times, capturing the
stochastic and bursty nature of real-world user requests.

Energy-efficient virtual machine allocation using directional and boundary-aware ... (Nida Kousar Gouse)
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—  Simulation scale: experiments were conducted with workloads ranging from 10 to 1,000 tasks scheduled
across a simulated infrastructure comprising 10 data centers and 15 VMs.

—  Synthetic nature: although real-world datasets were used, the synthetic workload accurately captured
realistic variability in task arrival, size, and resource demands.

This simulation setup ensured a controlled yet realistic environment for evaluating the energy
efficiency of the proposed optimization algorithm, security-aware placement capability, and constraint-handling
performance. Table 1 lists the key configurations of VM used in simulations such as experimental constraints,
size, and resource limits. The processing VM dynamically adjusts according to application-request demands.
Clouds vary randomly from lowest to highest based on demand and are arranged as consistently distributed
variables that simulate independent changes in various program applications. Moreover, VM changes during the
experiment occur intermittently at a fixed 60 s time interval.

Table 1. Key configuration of VMs used in simulations, including experimental constraints, size, and
resource limits

Parameters Default value
MIPS 2000
Bandwidth 1GB
Size of VM 2.5GB
Processing element 2
Utilization of CPU 0% to 100%

4.1. Performance analysis

This section signifies an analysis of the simulation findings for estimating the performance of the
proposed DMBABOA. A comparative analysis of four scheduling algorithms was conducted to determine the
significance of the proposed approach. The DMBABOA approach was compared with the coyote
optimization algorithm (COA), fox optimization algorithm (FOA), grey wolf optimization algorithm (GOA),
and conventional BOA.

Table 2 presents the performance analysis of energy consumption for 100-1,000 tasks across the five
scheduling algorithms. The proposed DMBABOA exhibits the lowest energy consumption in each scenario,
outperforming COA, FOA, GOA, and conventional BOA. This improvement results from its directional
movement and boundary-aware mechanisms, which reduce the number of active PMs by effectively
consolidating VMs. As the task count increases, energy consumption naturally increases; however,
DMBABOA manages this increase more efficiently. For example, for 1,000 tasks, DMBABOA consumes
2,732.99 KWh, whereas COA consumes 3,621.35 KWh. The significant energy savings highlight the
effectiveness of this method for power-aware VM placement, contributing to both cost reduction and
environmental sustainability in datacenters.

Table 2. Performance analysis of energy consumption (Kwh) across number of tasks comparing the proposed
method with existing methods
Number of tasks COA FOA GOA BOA Proposed DMBABOA

100 588.76 543.27 516.43 487.32 441.88
300 1387.41 1292.15 1216.52  1140.79 1056.72
500 2183.92  2024.18 1912.63 1796.54 1648.38
700 2926.17 272455 257892 2412.17 2216.47
1,000 3621.35 336591 3184.47 2973.93 2732.99

Figure 4 shows the performance analysis of the makespan for task loads ranging from 100 to 1,000.
The makespan refers to the total time required to complete all scheduled tasks. The graph demonstrates that
DMBABOA consistently achieved the lowest makespan values across all task sizes. This reduction indicates
efficient utilization of computing resources and minimized scheduling delays. The steep increase in
makespan for traditional methods (such as COA and FOA) highlights their limitations in handling large
workloads. Meanwhile, DMBABOA maintains low overhead even under pressure, reflecting superior
dynamic scheduling and load-balancing capabilities. This performance enhancement ensures faster response
and improved QoS in real-time cloud environments.

Table 3 presents the performance analysis of the average execution time across different tasks using
the five algorithms. Execution time is critical for determining cloud system responsiveness. The DMBABOA
consistently outperforms others, achieving the lowest execution times across all task sizes from 23.02 s at
100 tasks to 142.67 s at 1,000 tasks. This efficiency is attributed to its intelligent scheduling mechanism that
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prioritizes faster VM allocation and resource availability. The table also shows that as the count tasks
enhances, a gap between DMBABOA and the other algorithms becomes more pronounced. This highlights
the scalability and ability to maintain performance under heavy loads. The reduced execution time also
contributed to the enhanced user satisfaction and overall system throughput.

Figure 5 presents a graphical representation of the SLA violation rate versus the number of tasks,
emphasizing the improved reliability achieved using DMBABOA. The figure illustrates the SLA violation
rate under increasing task loads, where an SLA violation occurs when tasks are not completed within a
stipulated response or execution time. DMBABOA maintained the lowest SLA violation rate among all
algorithms tested, reflecting its efficient and adaptive resource-management strategy. With traditional
algorithms, violations increase significantly as workload increases, indicating poor scalability and
unpredictable task handling. The proposed method ensures balanced load distribution and strategic VM
placement, reducing latency and missed deadlines. This consistency in SLA adherence makes DMBABOA
highly suitable for service-critical and time-sensitive cloud applications.

Table 4 presents the performance analysis of the latency across different task counts, comparing the
proposed method with existing methods. The results show that DMBABOA achieves the lowest latency in all
workloads, ranging from 29.17 ms at 100 tasks to 105.28 ms at 1,000 tasks. Latency represents the time delay
between a user’s request and the system’s response. Lower latency values indicate faster and more reliable
service provision. The other algorithms exhibit a sharper increase in latency as task count rises, demonstrating
poor adaptability and bottlenecks in communication and computation. In contrast, the proposed method
effectively reduces queue time and ensures better task-to-resource mapping. Directional- and boundary-aware
strategies contribute significantly to reducing processing delays and improving response efficiency, which are
crucial for interactive and real-time cloud services.
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Figure 4. Makespan (s) across the number of Figure 5. SLA violation rate versus number of
tasks, comparing the proposed method with the tasks, emphasizing improved reliability achieved
existing methods using DMBABOA

Table 3. Performance analysis of average execution time(s) across different tasks for comparison of the

proposed method with existing methods
Number of tasks ~ COA FOA GOA BOA  Proposed DMBABOA

100 30.21 28.47 26.89 25.14 23.02
300 73.65 69.84 64.15 58.93 54.26
500 11836  110.27 102.86  95.41 87.65
700 160.48 149.16 137.94 126.03 115.42
1000 198.92 183.57 17042 156.78 142.67

Table 4. Performance analysis of latency (ms) across different tasks for proposed method with existing methods
Number of tasks ~ COA FOA GOA BOA  Proposed DMBABOA

100 38.54 36.17 34.26 3245 29.17
300 64.28 60.92 56.14 52.47 48.36
500 91.43 85.16 78.72 73.28 67.49
700 115.89 10836 100.27  94.38 86.45
1,000 14236  133.29 123.16 115.34 105.28

Table 5 presents the convergence behavior of the optimization approaches by tracking their fitness
values over 50 iterations. DMBABOA exhibited rapid and most reliable convergence, accomplishing a
fitness value of 0.97, whereas the others converged more slowly and to lower values. This indicates that
DMBABOA quickly identifies near-optimal solutions with fewer iterations, thereby improving
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computational efficiency. Faster convergence is essential in real-time applications where decisions must be
made rapidly. The table also validates the strength of the proposed method in escaping local optima and
achieving global optimization through hybrid strategies. The steady improvement in fitness values across
iterations shows that the model adapts dynamically to workload fluctuations.

Table 6 summarizes the statistical results, including execution time, energy consumption, SLA
violations, and the mean and standard deviation of the proposed DMBABOA approach compared with
existing approaches. The low variance values indicate that the performance of the proposed method remains
stable across multiple simulation runs. Narrow confidence intervals confirm the reliability and repeatability
of the results. For example, the mean energy consumption was 2,462.73 KWh with a tight confidence interval
of +5.83, demonstrating that the outcomes consistently align with expected values. This robustness under
varying workload scenarios makes DMBABOA a dependable choice for energy-efficient and SLA-compliant
VM allocation in real-world cloud infrastructure.

Figure 6 illustrates the graphical representation of fitness versus number of iterations, demonstrating
DMBABOA’s superior convergence stability and consistently improved performance. Although COA
achieves the highest fitness, it exhibits noticeable fluctuation, indicating possible instability. FOA and
GWOA maintained higher fitness values but showed moderate variation. Notably, DMBABOA demonstrates
the most stable and smooth convergence, gradually improving without abrupt jumps. Despite achieving a
comparatively lower fitness value, its consistent progression highlights robustness and reliability. This
stability makes DMBABOA well-suited for energy-aware and constraint-sensitive environments, such as
secure VM allocation in CC.

Table 5. Performance analysis of fitness-value convergence across different iteration numbers, comparing the
proposed method with existing methods
Iteration COA FOA GOA BOA Proposed DMBABOA

10 072 076 0.78  0.82 0.87
20 0.79 0381 084 087 091
30 083 085 0.87 0.89 0.94
40 085 087 0.89 091 0.96
50 086 088 090 0.92 0.97

Table 6. Statistical results including execution time, energy consumption, SLA violations, and mean and
standard deivation of the proposed DMBABOA method compared with existing methods

Method Execution time (s)  Energy consumption (kWh)  SLA violations (%) Mean + Std. dev (Fitness)
MV-PESC 148.62 61,520 3.41 0.87 +0.02
GPSO 142.17 59,870 2.96 0.89 £ 0.02
FFNN 139.48 58,630 275 0.91+0.01
BOA 134.92 57,220 2.41 0.94 +£0.01
Proposed DMBABOA 128.36 53,200 1.87 0.97£0.01
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Figure 6. Graphical representation of fitness versus number of iterations, demonstrating DMBABOA’s
superior convergence stability and consistently improved performance

4.2. Comparative analysis
Table 7 specifies the comparative analysis of the proposed with existing approaches using power in
Watts ((P) (W)), active physical machines (APM), and execution time (s), based on the number of VMs and
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users. The existing methods, such as MV-PESC [26] and energy efficiency ratio (EER)-VMP [27], were
evaluated and compared with the proposed method. The comparative analysis was validated using various
performance metrics, including power (W), APM, and execution time, based on the number of VMs and users.

Table 7. Comparative analysis of proposed with existing approaches using P (W), APM, and execution time (s)
based on the number of VMs and users

Method VM Users P (W) APM  Execution time (s)

MV-PESC [26] 100 20 7.62E+3 25 2.09
400 80 2.42E+4 45 6.44
800 160  4.12E+4 74 12.40
1,200 200 5.78E+4 104 19.24

EER-VMP [27] 100 20 7.77E+3 31 3.12
200 40 1.41E+4 41 17.69
400 80 2.83E+4 80 20.28
600 120 3.57E+4 100 107.59
800 160 426E+4 109 123.17
1,000 200 5.58E+4 219 145.74

Proposed DMBABOA 100 20 7.57E+4 25 2.04
200 40 1.32E+4 36 13.49
400 80 2.64E+4 73 16.38
600 120  3.42E+4 92 101.38
800 160  4.12E+4 101 112.38
1,200 200 5.32E+4 210 134.48

4.3. Discussion

Conventional approaches to VM allocation in cloud environments are often constrained by
excessive energy usage, poor load distribution, and frequent violations of SLA, particularly under fluctuating
workloads. A key limitation of these methods is their inability to adapt to changing demands or respect
boundary conditions related to server capacity. The proposed DMBABOA addresses these challenges by
integrating directional movement and boundary-aware mechanisms, enabling intelligent, constraint-aware
scheduling decisions. This leads to more balanced resource utilization and a notable reduction in unnecessary
VM migrations. In contrast to methods that rely solely on CPU metrics, DMBABOA enables flexible
adjustments while maintaining resource usage within permissible limits. Experimental analysis shows that
DMBABOA consistently delivers improved performance across all evaluation metrics, including reduced
energy consumption, faster execution times, lower latency, and shorter makespan, when compared with
optimization techniques such as COA, FOA, GOA, and conventional BOA. The algorithm also demonstrated
strong convergence behavior and minimal performance variation across multiple trials, confirming its
suitability for real-time, scalable cloud infrastructures. Overall, the DMBABOA offers an effective and
dependable solution for energy-aware and secure VM scheduling in modern data centers. From an electrical
engineering standpoint, the inclusion of DVFS-based power modeling directly supports hardware-level
energy optimization. By correlating CPU utilization with power draw, DMBABOA facilitates adaptive
scheduling aligned with processor frequency scaling. This has practical implications for edge-computing
systems, smart grids, and embedded platforms, where real-time energy awareness and thermal stability are
essential. The proposed framework can also be extended to heterogeneous edge devices to enable
energy-regulated workload distribution.

5. CONCLUSION

VM allocation in an IaaS cloud environment is classified as a non-deterministic polynomial
(NP)-hard problem, requiring advanced optimization strategies for efficient resource allocation. To address
this, DMBABOA is proposed in this research to explore the global solution space and identify an optimal
VM scheduling that minimizes energy consumption and reduces SLA violations. The fitness function in
DMBABOA make sures that VMs are allocated to energy-efficient PMs capable of managing higher
workloads with minimal power usage. By incorporating directional-movement and boundary-aware
strategies, the algorithm enhances convergence precision while maintaining feasibility within constrained
environments. Simulation results demonstrate that DMBABOA significantly lowers average energy
consumption and SLA violations compared with existing optimization algorithms. The current
implementation primarily considers workload variance based on CPU million instructions per second (MIPS)
utilization. The proposed approach contributes to broader green-computing and energy-aware scheduling
initiatives. By optimizing VM placement through directional search and boundary-aware mechanisms,
DMBABOA aligns with sustainable computing objectives applicable to edge Al, distributed cloud, and
environmentally conscious data-center operations. Future extensions of this research will incorporate
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additional resource metrics, such as memory and bandwidth, while also evaluating the communication
overhead introduced by VM migration and inter-data center coordination.
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