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 The recent advances in deepfake technologies have increased the risk of 

adversarial attacks on clinical content. The existing schemes towards image 

repositories are mostly designed considering a centralized system to store 

and verify medical images. However, they are susceptible to tampering and 

data breaches. This paper presents a blockchain-integrated deep learning 

(DL) framework for a secure and verifiable medical image authentication 

process. The first stage presents Efficient-vision-transformer (ViT), a hybrid 

learning model designed based on the joint approach of a convolutional 

EfficientNet model and vision transformers for detecting deepfake images. 

The second stage adopts a blockchain approach where the verified real 

images are subjected to hash computation and then stored on decentralized 

storage nodes using the interplanetary file system (IPFS). The experimental 

results showed an impressive detection accuracy of 99% by Efficient-ViT, 

and it is robust against various adversarial attacks. The blockchain module 

further ensures tamper-proofing, transparency, and long-term data integrity. 
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1. INTRODUCTION 

Recent years have witnessed the potential of deep learning (DL) in many real-world applications, 

and in the context of the medical sector, it has improved the ability to analyze and interpret medical images, 

but it has also introduced new security challenges [1]. The recent developments in generative adversarial 

networks (GANs) and various image generation technologies enabled the generation of very realistic 

deepfake images that can mislead clinicians and medical experts, which can lead to compromised patient 

safety and erode confidence in the healthcare system [2], [3]. Meanwhile, the majority of modern solutions 

for managing medical images use centralized storage, thus exposing sensitive data to any manipulations, 

attacks, and security vulnerabilities [4]. Even though DL has become a widespread technology for detecting 

deepfakes, it does not ensure complete cybersecurity [5]. Hence, recent research works in the literature focus 

on combining DL with the technology of blockchain and decentralized storage [6], [7]. The adoption of 

decentralized data storage systems such as interplanetary file system (IPFS) that use multiple nodes to store 

data and make it free from any centralized control, thereby minimizing the chances of single-point failure [8]. 

However, creating a robust deepfake detection solution is difficult because most of them are vulnerable to 

adversarial attacks that may be created by the use of image processing attacks or using DL models [9]. 

https://creativecommons.org/licenses/by-sa/4.0/
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Another challenge that emerges from the integration of deepfake detection systems with decentralization is 

the higher latency and operational costs. In addition, handling of large medical data or high-dimensional 

medical images in a decentralized manner is another challenge as it requires efficient protocols and data 

accessibility mechanisms [10]. 

From the perspective of related work, several research studies have been suggested to offer a robust 

countermeasure to deepfakes, but limited work has been done in the context of medical deepfakes. The work 

carried out by Karaköse et al. [11] applied a DL on knee X-ray and lung computed tomography (CT) datasets 

after preprocessing and augmentation, although results on CT scans were inconsistent due to the  

modality-specific limitations of the approach. Hsu et al. [12] developed a transformer-based predictive model 

incorporating adaptive prompt adjustment to address manipulation in the images. Waqas et al. [13] employed 

synthetic image generation using attention-enhanced generative models, which is effective but requires high 

computational resources. Ding et al. [14] suggested a dual-channel framework to mitigate adversarial 

perturbations in facial image-based biometric authentication applications. Mitra et al. [15] presented a  

proof-of-concept identity authentication system for smart cities by integrating encrypted cloud storage with a 

local verification scheme. Duan et al. [16] tried to address the detector generalization problem and presented 

a self-forgery adversarial training strategy to improve robustness against unseen manipulations. The deepfake 

detection approach using a multimodal approach is suggested by Shang et al. [17] for healthcare videos 

circulated on social media platforms. The research carried out by Xu et al. [18] utilized frequency and 

boundary enhancement blocks in the segmentation networks in order to enhance the detection of the 

tampered image region. A GAN based predictive model is developed by Zhang et al. [19] for facial edits 

generation. The study towards adopting a blockchain-based solution is seen in Lamas and Carames [20], 

where authors have combined SHA-256 hashing with blockchain immutability. Similarly, authors [21], [22] 

emphasized provenance tracing using ethereum and hyperledger fabric, respectively, towards offering  

proof-of-authenticity. Anitha et al. [23] used the Byzantine agreement protocol from Algorand to detect 

fraudulent users. Another work towards investigating regulatory policies associated with deepfakes in 

political and pornographic contexts is considered by Okolie [24], where the authors have identified and 

highlighted critical shortcomings of existing regulation policies. The use of blockchain to ensure security of 

medical records is seen in the study of Omar et al. [25], where integration of ethereum smart contracts with 

IPFS is carried out for clinical trials, while Madine et al. [26] suggested a blockchain-based framework for 

personal health records to enhance traceability and optimize user control. In a similar way, Mastoi et al. [27] 

used blockchain and watermarking for provenance and Heidari et al. [28] used blockchain and federated 

learning for deepfake detection and to ensure privacy in heterogeneous data.  

The identified research gap is that existing studies mainly focus on either deepfake detection or 

secure storage, whereas an end-to-end framework integrating detection, storage, verification, and retrieval 

within a single system is still lacking. Another issue identified is that many DL based approaches either lack 

scalability due to computational overhead or show limited generalization in adversarial scenarios. On the 

other hand, existing blockchain-based frameworks are often found to be mostly theoretical, as much focus is 

given on domains outside clinical imaging, and very few works have integrated these two paradigms into a 

unified system for medical image authentication.  

The proposed system aims to present a blockchain-integrated DL framework for deepfake detection 

and decentralized medical imaging authentication. The proposed study presents a hybrid DL approach for 

modelling a defensive deepfake detector based on a joint approach of EfficientNet and vision-transformer 

(ViT). Another contribution made is the incorporation of blockchain technology as a supporting 

infrastructure that ensures all activities related to deepfake detection are traceable, tamper-evident, and 

verifiable. The core and novel contribution of the proposed research work is highlighted as follows viz.  

i) development of a hybrid DL model by integrating EfficientNet for feature extraction with ViT for 

contextual learning to improve deepfake pattern extraction from input medical images; ii) incorporation of an 

advanced adversarial training strategy to make the model robustness against evolving forgery techniques and 

unseen deepfake manipulations; and iii) adoption of blockchain and smart contracts towards achieving 

secure, decentralized, and tamper-proof framework.  

 

 

2. METHOD 

The prime aim of the proposed research work is to develop an efficient framework using advanced 

predictive model with blockchain technology to combat deepfake attacks in medical imaging. The proposed 

methodology involves secure storage, metadata logging with tamper-proof, and decentralized image 

classification using ethereum and IPFS. Unlike conventional approaches, the proposed model facilitates both 

maximized detection accuracy as well as data integrity with end-to-end security in authenticating medical 

images. Figure 1 illustrates a schematic architecture of the proposed model, which consists of four main 
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modules viz. i) image preprocessing and deepfake detection, ii) adversarial training, iii) decentralized storage 

through IPFS, and iv) blockchain-based verification. The modelling and implementation of the proposed 

system are carried out in an integrated manner and are highly synchronous to operate together to preserve the 

authenticity and integrity of medical images. 

 

 

 
 

Figure 1. The workflow of the proposed system 

 

 

The input to the proposed system is the medical images uploaded by a user, such as a doctor, 

radiologist, or medical researcher. The proposed hybrid model, Efficient-ViT deepfake detector, then verifies 

it to ensure the medical image is real or tampered with. The Efficient-ViT model extracts spatial and 

contextual features to classify the image as either authentic or deepfake. Afterwards, a hash function using 

the SHA-256 algorithm is calculated for those images that have been classified as authentic. The generated 

hash value serves as the digital signature of the image for later verification. The next process involves 

uploading authentic medical images to the IPFS network, where the images are divided into many chunks 

and stored on different computing nodes which further provides a content identifier (CID) for every file. As 

the CID depends on the content of the file, any change in the image will give rise to a different CID. To 

reduce the storage burden of the blockchain while ensuring that the image is verifiable, CID, hash of the 

image, detection outcome, timestamp, and uploader identity are saved onto the ethereum blockchain through 

the use of Solidity smart contracts. Once the metadata is uploaded on the blockchain, it becomes immutable 

and cannot be altered or removed. In order to retrieve the image, the CID saved in the blockchain is used to 

access the image from IPFS nodes. In case of matching hashes, it shows that the image is authentic, and in 

case if it mismatches then it is flagged as potential tampering of images. This authentication process will 

ensure that the end-to-end image integrity is maintained and transparency is achieved, which helps clinicians 

and other stakeholders authenticate medical images. 

 

2.1.  Hybrid Efficient-ViT detection 

This module of the proposed system utilizes a hybrid learning model based on the integration of 

Efficient and VIT to detect whether the input medical images are authentic or deepfake. Firstly, the input 

images are resized to 224 × 224 pixels and then processed using a Gaussian filter to eliminate image noise, 

followed by intensity normalization to scale the pixel values within a standard range. After preprocessing, the 

images are subjected to the proposed Efficient-ViT hybrid model, which combines EfficientNet for  

multi-scale spatial feature extraction and the ViT model for capturing global contextual relationships through 

self-attention mechanisms [29]. Once classification is complete, each image is assigned an authenticity label 

along with a SHA-256 cryptographic hash, which serves as a unique digital fingerprint for later verification. 

To ensure robustness of the proposed deepfake detection model, an adversarial training strategy is integrated 

into the hybrid model, as deepfake generation methods continue to evolve and often bypass conventional 

detectors. In this process, manipulated images with latent or unnoticeable perturbations are generated and 

included during training. This process makes the model learn from a wider range of forgeries to further 

strengthen its ability to generalize across unseen manipulations. As a result, the detection model becomes less 
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vulnerable to adversarial attacks and performs reliably under dynamic conditions. Algorithm 1 illustrates the 

procedure adopted in deepfake detection in medical images. 

 

Algorithm 1. Image preprocessing and deepfake detection 
Input: Medical image dataset 𝐷 =  {𝐼1, 𝐼2, . . . , 𝐼𝑛} 
Output: Authenticity labels 𝐿 =  {𝑙1, 𝑙2, . . . , 𝑙𝑛}, Image hashes 𝐻 =  {ℎ1, ℎ2, . . . , ℎ𝑛} 
1. For each image 𝐼𝑖 ∈ D: 
# Preprocessing Phase 

3.      Resize I_i to fixed resolution 𝑅 ×  𝑅 
4.      Apply Gaussian filtering to reduce noise 

5.      Normalize pixel values of 𝐼𝑖  to range [0, 1] 
# Deepfake Detection Phase 

9.      Divide 𝐼𝑖into patches 𝑃𝑖={𝑝1, 𝑝2, . . . , 𝑝𝑘} 
10.     Embed each patch into feature vectors Ei using the Efficient-ViT embedding layer 

11.     Apply multi-head self-attention to extract contextual features F_i 

12.     Fed to F_i through transformer layers for representation learning 

13.     Predict authenticity label 𝑙𝑖= classify (𝐹𝑖) 

# Hash Generation 

16.     Compute the SHA-256 hash ℎ𝑖 for 𝐼𝑖 

17.     Store (𝐼𝑖 , 𝑙𝑖 , ℎ𝑖) for further blockchain logging 
18. Return L, H 

 

2.2.  Decentralized storage with interplanetary file system  

The storage of the medical data on centralized storage often vulnerable to security risks like 

unauthorized access, alterations, and single points of failure. In order to mitigate such issues, the proposed 

framework incorporates the IPFS, which is a peer-to-peer distributed storage system that ensures a 

decentralized storage mechanism which is immutable, and scalable [30]. The complete implementation 

procedure is discussed in Algorithm 2. The implementation of IPFS preserves the immutability of medical 

images and allows verifying information while meeting privacy requirements for medical applications. Once 

an image is verified by the detection module, it is stored securely in the IPFS network. During this process, 

the image is divided into smaller data chunks and distributed across multiple peer nodes. 

 

Algorithm 2. Decentralized storage using IPFS and blockchain 
Input: 𝐷′ (Verified image), 𝐿 (Authenticity Label) and 𝐻 (Image hash) 
Output: CID and T (Transaction Id) 

Steps 

1. For each verified Image 𝐼𝑖 ∈ 𝐷′ 

# IPFS Upload Phase  

2. Upload 𝐼𝑖 to the IPFS network  

3. Generate CID  

         𝑐𝑖𝑑𝑖 = 𝐻(𝐼𝑖), where H=SHA-256 hashing 

4. Store 𝑐𝑖𝑑𝑖 locally for blockchain logging 

# Blockchain Logging Phase  

5. Prepare metadata packet 𝑀𝑖 containing:  

        𝑀𝑖 = {𝑐𝑖𝑑𝑖 , ℎ𝑖 , 𝑙𝑖 , 𝑡𝑠𝑖}, where 𝑡𝑠𝑖 is the current timestamp. 

6. Call the Ethereum smart contract. 

        𝑡𝑖 = 𝑆𝐶. 𝑠𝑡𝑜𝑟𝑒(𝑐𝑖𝑑𝑖 , ℎ𝑖 , 𝑙𝑖 , 𝑡𝑠𝑖)  
7. Save 𝑡𝑖 for future verification 

8. Return the sets CID and T 

End 

 

A unique CID is generated using SHA-256 hashing, which serves as a reference for retrieval and 

verification, and any change in the original image leads to a different CID, thereby allowing instant detection 

of tampering. To ensure better scalability features, the system does not store full image data on the 

blockchain. Instead, only the CID and related metadata, such as the hash, authenticity label, timestamp, and 

uploader identity, are recorded using ethereum smart contracts. This record storage approach reduces  

on-chain storage requirements, thereby preserving traceability and auditability. 

 

2.3.  Blockchain-based verification 

This module of the proposed system is developed using ethereum blockchain [31] which is 

responsible for securely recording the metadata associated with each input medical image. This module also 

contains a smart contract developed in Solidity to store essential information, such as SHA-256 hash, CID, 

classification result, timestamp, and uploader identity. Once all this information is recorded on ethereum 

blockchain, it is impossible to delete or change it. Here, the smart contract acts as a secure and transparent 

ledger for validating the authenticity of medical images. After an image is successfully classified and stored 
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in IPFS, the corresponding metadata is submitted as a blockchain transaction. The smart contract stores the 

received data permanently on the blockchain and triggers an event after successfully storing the data. In the 

verification process, an authorized user retrieves the metadata stored in the blockchain and the stored hash 

value is then compared with the new hash value generated for the image. If both hash values are the same, the 

image will be considered legitimate; otherwise, it will be considered tampered. The process adopted for 

integrating blockchain and smart contracts is discussed in Algorithm 3.  
 

Algorithm 3. Blockchain and smart contract integration 
Input: CID from IPFS, SHA-256 hash, deepfake detection result, uploader address 

Output: Immutable blockchain record for medical image authenticity 

1. Initiate the verification process after successful deepfake detection and IPFS 

upload. 

2. Collect metadata: {CID, image-hash, detection-result, uploader-address, and 

timestamp}. 

3. Initiate a transaction to the deployed Ethereum smart contract. 

4. Execute the adding record: 

Pass metadata as arguments. 

Store data immutably on the blockchain ledger. 

5. Generate an event RecordAdded to confirm successful logging. 

6. Verify authenticity: 

Retrieve stored metadata. 

Compare the stored image-hash with a newly computed hash. 

If hashes match → Image is authentic; otherwise → Tampering detected. 

End of process 

 

2.4.  Use case scenario 

To demonstrate the real-world applicability of the proposed system, this section presents a use case 

scenario from a healthcare environment where medical images must be securely stored, verified, and 

retrieved with guaranteed authenticity. The scenario involves interactions between medical professionals, 

such as doctors and radiologists, and the system through a web or desktop interface. The process starts with a 

user uploader or downloader, such as a doctor, radiologist, or patient, who accesses the web or desktop 

interface to upload a medical image. This interface acts as the primary entry point for interacting with the 

system and initiates the verification workflow. The image is uploaded; the system generates a cryptographic 

hash as a unique digital fingerprint for the image, ensuring that even the slightest alteration in the file would 

result in a completely different hash value. The hashed image is then analyzed using the Efficient-ViT 

deepfake detection model. The model processes the medical image to determine its authenticity. If the  

image is uploaded successfully, it is stored on IPFS and generates a CID, which acts as a secure and 

permanent reference to the image’s location within the decentralized storage network. Instead of storing the 

entire image on the blockchain, the system stores essential metadata using a smart contract deployed on the 

local ethereum blockchain and the stored metadata is linked with a local database for quick retrieval and 

indexing. Using this CID, the original image is fetched from IPFS, and the hash is recomputed to ensure its 

integrity. If the recomputed hash matches the one stored on the blockchain, the image is verified as authentic. 

Figure 2 highlights the taxonomy diagram summarizing the proposed system, which is based on the adopted 

use-case scenario. 

 

 

 
 

Figure 2. Taxonomy diagram of proposed study 

 

 

3. RESULTS AND DISCUSSION 

All experiments were conducted in Python using the Anaconda environment on a Windows 11 

system equipped with 16 GB RAM and an NVIDIA GPU with 6 GB VRAM. The DL model used 

EfficientNetB0, pretrained on ImageNet, as the backbone for feature extraction. The network architecture 

included a patch conversion layer using Conv2D with 256 filters, followed by two transformer blocks with 

four attention heads and a feed-forward network (FFN) of size 128. The classifier head consisted of a dense 
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layer with 512 rectified linear unit (ReLU) units, a dropout layer with a rate of 0.2, and a final softmax layer 

for classification. The model was trained using categorical cross-entropy loss and the Adam optimizer. The 

batch size considered was 32; regularization was applied using dropout along with batch normalization to 

avoid overfitting and improve generalization. The training of the predictive model was carried out for  

30 epochs. The implementation of the blockchain module was done via Ganache framework, where 

simulation of the local Ethereum network was carried out and wallet management was achieved using 

MetaMask. Smart contracts were written in Solidity and compiled using an open-source. The connection 

between the DL model, IPFS, and blockchain was made using Web3 technology. The input medical images 

which are confirmed as genuine, were stored in IPFS, while associated metadata were permanently recorded 

on the blockchain. The validation of the proposed framework is done on the deepfake CT dataset [32],  

which consist of both genuine and manipulated CT images created using the CT-GAN model through 

addition and removal of lung nodules. The experimental process is done on total of 4,800 images, out of 

which 3,600 images were used for training, 400 images for validation, and 800 images for testing. The 

performance of the proposed framework is analyzed considering various performance parameters such as 

accuracy, F1-score, latency, and gas price evaluated under both normal and adversarial conditions. 

 

3.1.  Performance analysis of the Efficient-ViT model for deepfake detection  

Figure 3 presents a visual comparison of the original medical image and its adversarially modified 

versions to evaluate the robustness of the proposed Efficient-ViT framework. Figure 3(a) shows the original 

medical image without any form of perturbation and represents the baseline input to the system. Figure 3(b) 

shows the same image after the application of the fast gradient sign method (FGSM) adversarial attack, 

which introduces targeted noise patterns to influence the classification outcome. Figure 3(c) shows the image 

influenced by the projected gradient descent (PGD) attack [33], where stronger and iterative perturbations are 

applied to further challenge the model prediction process. 

 

 

   

(a) (b) (c) 

 

Figure 3. Visual outcomes of the model showing (a) original image, (b) image influenced with FGSM attack, 

and (c) image influenced with PGD attack 

 

 

From the visual analysis, it can be observed that perturbations introduced in Figures 3(b) and 3(c) 

create noticeable distortions that allow the modified images to be identified as different from the original 

through the human visual system. Such perturbations create a challenge for systems that are trained only for 

disease recognition without adversarial awareness. However, the experimental outcomes show that the 

proposed Efficient-ViT model maintains correct class labels with higher confidence scores even under 

adversarial conditions. This behaviour confirms that the model remains reliable for clinical image 

authentication and resists manipulation attempts effectively. In addition, the performance evaluation against 

the PGD attack highlights the ability of the proposed model to handle stronger and iterative noise patterns. 

The results show that accurate predictions are retained for all four classes, which further confirms the 

resilience of the Efficient-ViT framework against advanced adversarial manipulation strategies. Table 1 

presents quantified numerical outcomes for assessing the overall classification performance of the proposed 

model for different evaluation scenarios. It can be seen that, on the original test set, the model achieved 99% 

accuracy, with macro-averaged precision, recall, and F1-scores also reaching 99%. Under the synthetic test 

set generated by the stable diffusion model, the performance dropped slightly to 98% accuracy, with  

macro precision, recall, and F1-score of 97%. However, this performance degradation is considerable, as the 

proposed method still maintains an acceptable range of accuracy and F1-score. Similar analysis can also be 

made of the other test cases, which suggests that the Efficient-ViT hybrid model maintains high detection 

reliability for dynamic conditions and highlights its suitability for secure medical image authentication in 

real-world scenarios. 
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Table 1. Performance of the proposed Efficient-ViT model under dynamic adversarial test scenarios 
Test scenario Accuracy Macro precision Macro recall Macro F1-score 

Original test set 0.99 0.99 0.99 0.99 
Synthetic test set (stable diffusion) 0.98 0.97 0.97 0.97 

PGD adversarial test set 0.98 0.98 0.98 0.98 

FGSM adversarial test set 0.99 0.99 0.99 0.99 

 

 

3.2.  Performance analysis of blockchain model 

The logging latency of the suggested blockchain-based system was compared against a traditional 

centralized database to determine the performance in terms of system execution time. The obtained outcome 

reported in Table 2 shows that the centralized database takes approximately 0.03 seconds to execute every 

transaction. However, the proposed blockchain-based system takes about 1.7 - 2.3 seconds to execute every 

transaction owing to consensus validation, transaction confirmation, and execution of smart contracts. 

Despite extra execution time taken by blockchain, it offers immutable and tamper-resistant data recording. 
 

 

Table 2. Latency comparison between centralized database and the blockchain framework 
Number of logs Centralized DB latency (s) Blockchain latency (s) 

100 0.0298 1.6722 

300 0.0270 1.6999 
500 0.0283 2.2868 

700 0.0461 2.1453 

900 0.0389 1.8514 

 

 

The performance analysis in terms of gas usage is conducted to estimate the execution costs of 

blockchain transactions in the ethereum virtual machine (EVM). The obtained average gas usage is presented 

in Table 3 for various volumes of transactions. It can be seen from the results that smaller amounts of 

transactions (100 logs) had higher gas usage per transaction compared to larger amounts (200 logs) due to 

batch processing benefits. However, gas usage variability grew with the growth of transaction amount due to 

smart contracts' execution complexity. 
 

 

Table 3. Average gas usage for blockchain transactions 
Transactions Average gas used 

100 33,281 

200 30,762 

300 40,013 
400 46,625 

500 40,821 

 

 

The performance of the proposed methodology is also assessed in terms of retrieval time for images 

based on the size of files. As illustrated in Figure 4, the initial retrieval time for bigger images (5 - 10 MB) 

was higher as the information needed to be accessed from the distributed IPFS nodes. However, the 

subsequent retrieval was faster since the data was stored locally. The outcome findings suggest that, even 

though the process of decentralization leads to additional time in the first access, later access will be more 

efficient, and such a tendency is positive in the medical context. 

 

3.3.  Comparison with other deepfake detection models 

The theoretical comparison of the proposed framework has been done with respect to the existing 

deepfake detection algorithms to provide a contextual assessment of its applicability and performance.  

Table 4 highlights the comparison that emphasizes multiple attributes necessary to gauge the performance of 

all models. The overall outcome of the observation in this table shows that Efficient-ViT offers prominent 

advantages in contrast to transformer-only models, ResNet, and CT-GAN on the same medical image dataset. 

The outcome shown in the above tabulated data shows the extent of potential associated with 

transformer architectures balances with that of convolution networks for accomplishing better deepfake 

detection in medical images. Different from CT-GAN [34], which essentially emphasizes synthesis of an 

image rather than identification, the proposed transformer model is developed towards classification, while it 

exhibits improved resiliency against adversarial intruders via adversarial training and hybrid design. A 

moderate range of robustness with a potential baseline of CNN is provided by ResNet, where the capability 

to encapsulate long-range dependencies. A potential attention mechanism is facilitated by transformer-only 
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models; however, it is usually associated with reduced optimization and maximized computational cost. It is 

also seen that the proposed model distinctly combines blockchain technology towards tamper-proof and 

secure logging towards metadata detection. Therefore, the adopted structure of the proposed model offers 

more suitability towards real-world and secure authentication of medical images. 
 

 

 
 

Figure 4. Analysis of download time versus image size 
 

 

Table 4. Theoretical benchmarking of Efficient-ViT against prior deepfake detection models 
Attribute Efficient-ViT CT-GAN ResNet Transformer-only 

Architecture type Hybrid CNN with 

transformer 

Image synthesis using GAN Deep network using 

CNN 

Pure transformer 

model 
Feature extraction EfficientNetB0 backbone 

with transformer blocks 

Fake images for augmentation 

generated by GAN 

Deep residual CNN 

layers 

Multi-head self-

attention 

Robustness to 
adversarial attacks 

High Low to moderate Moderate  Moderate to high 

Computational 

complexity 

Moderate High Moderate  High  

Interpretability Moderate  Low Moderate  Moderate  

Integration with 

blockchain 

Fully integrated Not typically integrated Rarely integrated Rarely integrated 

Suitability for 

medical imaging 

High Moderate High Moderate 

 

 

4. CONCLUSION 

This research study presented an integrated framework based on the joint approach of DL based 

predictive model and a blockchain technique to tackle deepfakes in medical images. A hybrid Efficient-ViT 

model is developed using an adversarial training approach, which improved its robustness against unseen or 

adversarially generated deepfakes. Blockchain technology is used to store the image metadata in an 

immutable ledger so that records cannot be modified, and it also supports verification and auditability. In 

addition, IPFS is utilized to store the actual medical images in a decentralized manner. The experimental 

results showed that the framework can detect deepfake medical images as well as authenticate them using 

blockchain. Nevertheless, the integration of blockchain added an extra layer of computational complexity and 

transaction latency to the framework. In the future, the proposed framework will be extended to enhance 

computational efficiency and reduce the cost of blockchain transactions and storage. Also, it will be 

optimized to support multiple medical imaging modalities and deploy federated learning into the framework. 
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