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1. INTRODUCTION

The growth of digital communication and the spread of internet-connected devices have led to an
increase in the prevalence of cyberattacks on computing systems [1]. Network intrusion detection systems
(NIDS) are used to monitor network traffic for malicious activity and to ensure data security, including
availability, confidentiality, and integrity [2]. In modern high-dimensional data such as CIC-IDS2017, there
exists relevant data and irrelevant information [3]. The redundant features in the dataset also contribute to the
computing time, complexity, and overfitting risk of the model, which decreases detection performance [4].
Real-time intrusion detection is very difficult because of high-dimensional network traffic data [5].
Many traditional feature selection methods do not sufficiently resolve the trade-off between classification
accuracy and the computing economy [6]. This makes it either have low detection accuracy or a high
computing cost [7]. An efficient feature selection method that guarantees high accuracy as well as reduced
complexity is therefore necessary to offer efficient real-time NIDS functionality [8].

In the case of intrusion detection, researchers have used most feature selection methods over the
years [9], [10]. Because of their low computational cost, filter-based methods such as information gain (IG),
chi-square test, and mutual information are often used as intrusion detection methods. They have also been
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used because of the ability of wrapper techniques such as sequential forward selection (SFS) and sequential
backward selection (SBS) to directly optimize feature subsets, depending on classifier performance, which
has also led to their utilization. In order to strike a balance between precision and effectiveness, some hybrid
systems that combine both filter and wrapper techniques have also been developed. Moreover, NIDS feature
selection has also made use of meta-heuristic optimization methods such as particle swarm optimization
(PSO), ant colony optimization (ACO), and genetic algorithm (GA).

These existing works have the following disadvantages: filter methods ignore feature dependencies
and generally select irrelevant features along with relevant ones. Wrapper methods are computationally
expensive and therefore not suitable for large-scale or real-time detection. The hybrid approaches used in
previous works generally combine basic filter methods and computationally expensive wrappers, so the
methods developed are not scalable. Many studies do not systematically combine the strengths of
multiple advanced filter methods before applying the wrapper-based optimization method. Optimization
algorithms are applied without first performing feature ranking, which needlessly searches over poor-quality
features. It is suggested in this research that a novel technique called hybrid feature selection for network
intrusion detection systems (HybFS-NIDS) is introduced to address the aforementioned drawbacks. The most
pertinent characteristics are optimized through the integration of multiple advanced filter techniques with a
meta-heuristic wrapper. By this approach, high detection accuracy is maintained, and computational
complexity is reduced.

To produce feature ranking and redundancy information, three advanced filter techniques, ReliefF,
fast correlation-based filter (FCBF), and minimum redundancy maximum relevance (mRMR), are first
applied in the proposed method. The obtained rankings are then combined through the Borda count voting
method to generate a top-ranked feature set as well. This reduced set is subjected to a wrapper based on GA.
Feature subsets within this reduced collection are evaluated using a multi-layer perceptron (MLP) classifier
with cross-validation. The wrapper-selected and filter-ranked features are combined by an MLP model to get
a classifier-aware and statistically important feature set. This study present HybFS-NIDS, a hybrid
filter-wrapper method that uses different filter methods, the Borda count ranking method, and GA-based
improvement in this paper, to select smaller feature subsets, improve the intrusion detection accuracy, reduce
the processing cost and training time, and to help real-time NIDS applications. HybFS-NIDS differs from
traditional methods by combining mRMR, FCBF, and ReliefF with rank aggregation and set intersection
before GA optimization, thus improving the detection performance and reducing the computational
complexity. Therefore, the proposed framework is applicable to enterprise and government networks, cloud
security, internet of things (IoT) and industrial systems, and real-time intrusion detection.

Different filter, wrapper, ensemble, and optimization-based techniques have been used to improve
feature selection in NIDS, leading to better detection accuracy and reduced dimensionality [9]-[13].
Promising results have been reported for extreme gradient boosting (XGBoost) with feature selection [11],
improved grey wolf optimization (IGWO)-based feature selection [12], neural network-assisted feature
selection [13], and dataset standardization methods [14]. The ensemble classification with feature selection in
cloud environments [15], majority voting [16], chi-square with generative adversarial network (GAN)
balancing [17], chaotic crow search [18], and bio-inspired algorithms such as PSO, grey wolf optimization
(GWO), firefly algorithm (FFA), and GA [19] were used to obtain optimal feature subsets. Other studies
focused on bio-inspired IoT intrusion detection [20], hybrid kernel support vector machine (SVM) with
ensemble feature selection [21], IG on CIC-IDS2017 [22], weighted feature selection [23], optimal neural
networks [24], and meerkat clan algorithm [25]. However, existing methods still have some limitations, such
as dependency on single feature selection techniques, lack of consideration of feature dependencies, high
computational cost in wrapper-based approaches, lack of systematic hybridization, and inconsistency in the
reproducibility of feature subsets across different runs.

To solve these problems, the proposed HybFS-NIDS uses the optimal subsets from the filter and
wrapper stages to obtain the final feature subset. Since the final feature subset is intersected with the optimal
subsets of two stages, the proposed method can guarantee that the final feature subset is robust and
considered as important as possible by different strategies. In comparison with existing approaches, the
proposed HybFS-NIDS demonstrates improved detection accuracy, greater stability of the selected feature
subset, and reduced computational complexity. The method is appropriate for high-dimensional datasets such
as CIC-IDS2017 and can be adapted for deployment in real-time intrusion detection environments. The
weaknesses of traditional feature selection methods in NIDS pointed out by many earlier studies. For
example, few wrapper-based techniques tested on the CIC-IDS2017 dataset reported high accuracy. But they
took a long time to run. Because the model had to be trained again and again while checking different feature
subsets. On the other hand, filter-based methods depend only on statistical measures and often kept extra
features. As a result, the improvement in accuracy was small. Also, the number of features was not eliminated
effectively. Therefore, it is not always the case that only filter methods or only wrapper methods provide a good
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trade-off between detection performance and computational cost. This is the reason why the HybFS-NIDS
framework is required.

The rest of this paper is organized as follows: section 2 explains the dataset and the proposed
HybFS-NIDS framework. Section 3 presents the research method in detail. Section 4 presents the
experimental setup and discusses the results and comparisons with existing methods. Section 6 is the
summary of the conclusions and proposals for future work.

2. PROPOSED METHOD

This section outlines the methodology, namely HybFS-NIDS. This method is used to combine
different filter-based ranking methods and a wrapper-based meta-heuristic optimization to find out the most
relevant and non-redundant features to be used in intrusion detection. The last optimized subset is tested by a
MLP classifier. The performance is then assessed based on various measures to ensure its robustness and utility.

2.1. Dataset description

The CIC-IDS2017 dataset is used as the experimental framework, consisting of a vast intrusion
detection dataset that covers a large variety of normal traffic and numerous types of attacks, including denial
of service (DoS), distributed denial of service (DDoS), intrusion, brute force, online, and botnets. The dataset
consists of actual traffic conditions and contains over 80 network parameters like flow time, packet size
metrics, header contents, and inter-arrival time (IAT). Before feature selection was done, data preprocessing
was done in order to have high data quality:

—  Missing value imputation—missing (records) of some flow-based features were imputed based on the
mean (numerical) and mode (categorical) attributes.

—  Duplicate removal—-duplicates were removed so as to prevent bias in the feature selection process.

—  Outlier handling—the interquartile range (IQR) was used to detect extreme values, which were capped to
decrease skewness.

—  Normalization—all of the numeric features were normalized with min-max normalization to bring all
values within the range [0, 1], so that each feature contributes the same distance-based computation.

In order to measure the effects of preprocessing, Table 1 provides percentages of records affected at
every step. This guarantees transparency in terms of data quality improvement before feature selection. After
the dataset was preprocessed, the resulting dataset was prepared to run the hybrid feature selection pipeline to
produce a subset of features optimized for intrusion detection.

Table 1. Impact of data preprocessing on the CIC-IDS2017 dataset

Preprocessing step Affected records Percentage (%) Description of action
Missing value imputation 12,845 1.73% Numerical features imputed using mean;
categorical using mode
Duplicate removal 8,214 1.10% Exact duplicate flow records removed
Outlier handling (IQR capping) 24,506 3.29% Extreme values capped to IQR bounds
Normalization 100% of numerical features — Min-—max scaling to range [0,1]

3.  HYBFS-NIDS ALGORITHM AND IMPLEMENTATION

The HybFS-NIDS algorithm integrates both filter-based and wrapper-based selection strategies,
thereby combining the advantages of the two approaches. Filter methods are fast and effective since they
rapidly screen the features in accordance with their statistical significance. In contrast, wrapper methods
consider subsets of characteristics in the environment of a particular classifier in order to enhance the
predicted accuracy. The HybFS-NIDS algorithm is illustrated in Algorithm 1.

Algorithm 1. HybFS-NIDS
Input: preprocessed CIC-IDS2017 dataset (cleaned, normalized, and outlier-handled).
Output: optimized feature subset for improved NIDS accuracy and efficiency.
Steps:
1: Dataset loading
Load the preprocessed dataset into the feature selection environment.
2: Filter-based selection
ReliefF: weigh features by their ability to separate close but differently labeled
samples.
FCBF: use symmetrical uncertainty (SU) to retain relevant, non-redundant features.
mRMR: select features maximizing relevance to the target while minimizing redundancy.
3: Filter results aggregation
Apply Borda count to merge rankings from all filter methods, selecting the top-N
features with highest aggregate scores.
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4: Wrapper-based selection (meta-heuristic)
Use a GA:
Encode feature subsets as chromosomes. Evolve via selection, crossover, and mutation.
Fitness: MLP classifier performance via cross-validation.

5: Hybrid selection
Intersect top filter-selected features with GA-optimized wrapper results to retain only
consistently.

3.1. Step 1: filter-based selection

The process of filter selection that involves the use of filters begins by applying three different
algorithms, which are ReliefF, FCBF, and mRMR, to assess and rank the significance of individual features.
These different rankings are then combined by the use of the Borda count technique. This strategy sums up
the scores to determine the attributes that have a high score across all approaches. The N features with the
highest cumulative scores are chosen, thus ending the filter-based selection stage.

Between HybFS-NIDS, ReliefF, FCBF, and mRMR, the latter is selected because of the necessity to
process high-dimensional cybersecurity data more efficiently. Most standard filter techniques, such as I1G and
chi-square, typically examine the relationship of each feature to the target class. However, they do not
address the interrelationships of features in the right way. Comparatively, mRMR picks features by retaining
those having strong relatedness to the target as well as eliminating those that have similar information. It
prevents repetition. Moreover, FCBF assists in this process by removing irrelevant features with help of SU.

This SU works well for large datasets such as CIC-IDS2017. ReliefF adds one more benefit by
evaluating features using individual data instances and capturing local patterns in the data. This makes it
useful for identifying small differences between normal and attack traffic. By combining these three methods,
the HybFS-NIDS framework creates a more balanced and reliable feature ranking process than only relying
on basic statistical filters.

3.1.1. ReliefF algorithm

ReliefF assesses the significance of a feature by repeatedly selecting samples and comparing the
differences between the closest neighbors belonging to the same class, called the nearest hit, and those
belonging to other classes, called the nearest miss. Greater weight is assigned to features that more
effectively distinguish between classes. The corresponding weight update equation is given as (1), where
W [A] represents the weight assigned to feature A, m denotes the total number of samples, and dif f(.)
indicates the normalized difference calculated between the corresponding feature values.

W[A] — W[A] _ diff(An::rest hit) + dif f (Anearest iss) (1)

m

3.1.2. Fast correlation-based filter

In FCBF, SU is employed to identify features that are strongly related to the target variable while
remaining non-redundant with respect to each other. The SU metric is defined as (2). Where IG (X|Y) denotes
the IG and H(.) represents the entropy function.

216(X|Y)
HX)+H(Y)

SU(X,Y) = 2

3.1.3. Minimum redundancy maximum relevance

The mRMR approach chooses features by maximizing their relevance to the target variable while
simultaneously minimizing redundancy among the selected features. The scoring function is defined as (3),
where [ (.;.) denotes the mutual information, S indicates the feature subset, and c refers to the class label. The
filter-based feature selection process is illustrated in Figure 1.

max [E1|2f651(f; ) - #Zfi'fjesl(fi;fj)] ¥

3.2. Step 2: rank aggregation via Borda count

The rankings produced by the three filter techniques are combined by using the Borda count method
as shown in (4). Here N denotes the total number of features, M represents the number of ranking
approaches, and Ranky(f) is the ranking position assigned to feature f by method k. The features that have
obtained the highest combined scores are selected for the wrapper stage.

Score(f) = Y4 ,(N — Rank,(f)) 4)
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3.3. Step 3: wrapper-based selection with genetic algorithm

The wrapper-based feature selection process is initiated by encoding prospective feature subsets as
chromosomes, which are then evolved by the GA operations, which include selection, crossover, and
mutation. The efficacy of each subset is evaluated by the performance of an MLP classifier. The procedure is
repeated until convergence is achieved or a stopping criterion is met. This results in the identification of the
optimal feature subset that maximally enhances classification performance. Within the GA framework, a
chromosome is encoded as a binary string in which a value of 1 denotes that a feature is selected, whereas 0
indicates that it is not included. The fitness function is defined as (5). Where a and f§ represent weights (here,
each weight is 0.5 to be equally important). The GA is used to evolve the population by making use of
selection, crossover, and mutation to maximize classification. This wrapper-based selection of features is
illustrated in Figure 2.

Fitness = a - Accuracy + f§ - F1 — score 6)

Filter-Based \ N [ \ ‘ Wrapper-Based \ ) Encode Feature Subsets as

‘ Selection ," il i | Selection / Chromosomes

\ / \ /

A4 \l' AN _// '
T Apply FCBF Algorithm T Genetic Algorithm Operations
Selection
l Crossover

Mutation

Apply mRMR Algorithm

! |

Evaluate Fitness (MLP Classifier
Rank Features by Each Method Performance)

! |

| Aggregate Rankings (Borda Count) ‘ ‘ Check Convergence / Termination ‘
| Select Top-N Features ‘ [ Select Optimal Feature Subset ‘
Figure 1. Filter-based feature selection Figure 2. Wrapper-based feature selection

3.4. Step 4: hybrid selection (intersection)

The hybrid intersection process begins with the feature subsets that were selected in the filter-based
and the GA-based processes. Then, it runs a set intersection to retain only features that appear important to
both methods. This results in the optimized feature set, which terminates the hybrid selection process. This
guarantees that only features that are important in all stages are retained, and a balance between statistical
significance and prediction is achieved.

The definitions of the feature sets are provided to explain the hybrid intersection step clearly. First,
the top-N features that had been chosen by the three filter methods with the application of the Borda rank
aggregation are FRelief, FFCBF, FFCBF, and FmRMR. As a whole, individual filters provide their lists of
rankings, and these rankings are merged to create a common ranking.

Next, fuzzy genetic algorithm (FGA) is the optimized feature subset used by the GA during the
wrapper step. The phase is used to determine a good combination of features through testing different
subsets. Now comes the main idea. In order to be included in the final subset, a feature must meet two
conditions. It should be included in the composite filter set, and it should also be chosen by the GA. So, both
stages must agree. This means that the feature is statistically significant and also useful to the classifier.

The aggregated filter set is defined as FFilter = {f|f appears in at least two of the three filter
rankings}. In practice, this means a feature should be supported by at least two filters before moving forward.
One reason for this rule may be to avoid depending too much on a single method. Sometimes one filter may
favor a feature that others do not. The process seems more stable by having to agree. Meanwhile, the final
decision is determined by the GA, which verifies the result of the features operating together in the model.
The final optimized feature subset is thus computed as in (6).

FFinal = FFilter N FGA (6)
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This majority-based consensus (at least two filters) ensures robustness by reducing the influence of any
single ranking method, while the subsequent intersection with the GA-selected subset guarantees predictive
effectiveness through classifier-based validation. The hybrid intersection is indicated in Figure 3.

Hybrid
Intersection

Input Filter-Selected Features

!

Input GA-Selected Features

|

Perform Set Intersection

!

Obtain Final Feature Subset

Figure 3. Hybrid intersection

3.5. Step 5: model evaluation metrics

The final subset is validated with the help of an MLP classifier and assessed with the help of

various metrics:

)

iii)

iv)

Accuracy: indicates the overall classification correctness by calculating the proportion of correctly
predicted instances among all samples (7). Where true positives (TP), true negatives (TN), false
positives (FP), and false negatives (FN). This metric was used to measure the percentage of accurate
predictions of all the classes.

TP+TN

Accuracy = ———
y TP+TN+FP+FN

(7

Precision: evaluates the accuracy of positive predictions by determining the proportion of correctly
predicted positive instances among all predicted positives in (8).

TP
TP+FP

Precision = (3)
Precision is considered important for evaluating how effectively false alarms are minimized by the
NIDS. Recall measures the proportion of actual positive instances that are correctly identified by the
model in (9).

TP
TP + FN

Recall = 9
High recall is ensured so that most attack instances are correctly detected.

F1-score: represents the harmonic average of precision and recall, offering a combined evaluation of
both measures as defined in (10).

2-Precision-Recall
Fl-score = —— (10)

Precision+Recall

By this balanced assessment, the detection performance and the false alarms are maintained.
Matthew’s correlation coefficient (MCC): serves as a balanced performance metric for binary
classification tasks by taking into account all prediction outcomes as described in (11).

MCC = TP.TN—FP.FN (11)

J(TP+FP)(TP+FN)(TN+FP)(TN+FN)
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MCC is selected as it accounts for all four confusion matrix categories and remains dependable even
when the dataset is imbalanced. Table 2 presents the parameter configuration for HybFS-NIDS.

Table 2. Experimental parameter settings for HybFS-NIDS

Component Parameter Value

Filter stage Initial number of features 78
Top-N features selected after Borda aggregation 30

GA (wrapper stage)  Population size 50
Number of generations 100
Selection method Tournament selection (k = 3)
Crossover rate 0.8
Mutation rate 0.02
Chromosome representation Binary encoding
Fitness function weights (a, B) 0.5,0.5

MLP classifier Input layer size Depends on selected features
Hidden layers 2
Neurons (hidden layer 1) 64
Neurons (hidden layer 2) 32
Activation function ReLU (hidden), softmax (output)
Optimizer Adam
Learning rate 0.001
Batch size 128
Epochs 50
Loss function Categorical cross-entropy

Evaluation Cross-validation 10-fold

The HybFS-NIDS method consists of statistical feature ranking and evolutionary search to
determine the most appropriate set of features of the CIC-IDS2017 dataset. The method ensures that
computational and prediction power are high through ReliefF, FCBF, and mRMR, as well as Borda count
aggregation and GA-based wrapper selection. Not only will the final model be capable of determining the
intrusions with great accuracy, but it will also be capable of addressing real-world intrusion detection
situations quite well, as the various evaluation measures are used, including accuracy, precision, recall,
Fl-score, and MCC. The optimized feature subset developed using this process is anticipated to decrease
computational overhead while improving the detection capabilities of NIDS systems.

—  Computational complexity analysis: let, n is number of samples, m is number of features, G is number
of GA generations, P is GA population size, and TMLP is time complexity of MLP training.

—  Filter stage: ReliefF is requires nearest neighbor search for each sample — complexity: O(n?m). FCBF
is computes symmetrical uncertainty between features — complexity: 0(m?n). mRMR is mutual
information pairwise computation — complexity: O(m?n). Borda aggregation is sorting and summation
— complexity: O(m log m). Overall filter stage complexity: 0(n?m + m?n).

—  Wrapper stage (GA): for each generation is fitness evaluation: P chromosomes x MLP training —
O(P X Typ)- For G generations: O(G X P X Typ).

—  Hybrid intersection: set intersection operation is O(m). Overall complexity, the total computational
complexity of HybFS-NIDS is O (n?*m + m?n + G X P X Typ).

The computational complexity analysis shows that HybFS-NIDS is computationally costly
during the training and feature-selection stage, especially when the number of samples and features is
high. The major computational burden is from the quadratic operations in the filter step, especially the
nearest-neighbor computation of ReliefF, and the GA-based wrapper step that requires training the MLP
classifier for a number of chromosomes over many generations. This leads to relatively high
computational costs in the development of the offline model for the proposed method. However, the
computational cost is mainly in the feature selection and training stage, but not in the final intrusion
detection process. After optimization, HybFS-NIDS reduces the original feature space to a compact
subset of 18 features. It reduces the amount of data processed in subsequent intrusion detection. Thus, the
proposed method offers a trade-off between higher offline computational cost and reduced feature
processing requirements during deployment.

Since wrapper evaluation dominates runtime, the GA stage is the primary computational bottleneck,
and the filter stage greatly reduces dimensionality prior to wrapper optimization, thus decreasing the overall
cost of processing. The complete experimental flow of the HybFS-NIDS framework is illustrated in Figure 4.
The procedures were performed in an identifiable sequence to ensure that other individuals can perform the
same procedure without confusion.
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First, raw data of the traffic flow provided in the CIC-IDS2017 dataset were collected and
pre-processed. Mean imputation was used to remove duplicate records and missing values. Practically, this
stage of cleaning the data is aimed at preventing unexpected errors in the future.

Next, the encoding of categorical features into numerical ones was done. Min-max scaling was used
to normalize the numerical attributes. This step maintains all values at a similar range, which typically
facilitates easier learning by the classifier.

The features were ranked by three distinct filter methods after preprocessing: ReliefF, FCBF, and
mRMR. Both approaches resulted in their ranking lists. The results of these rankings were then combined
with the Borda count to select the N candidate features. This suggests that features supported by multiple
filters are given more importance.

The next step was the GA wrapper. It was run under fixed parameters, such as population size,
mutation rate, crossover rate, and number of generations. An MLP classifier was used to evaluate each
feature combination during the search process. In simple terms, the GA experimented with various subsets
and kept the better ones based on classifier performance.

Finally, 10-fold cross-validation was used to validate the selected feature subset. This repetition of
testing helps to enhance the statistical stability and reduces the effect of random data splits. All the
experiments were performed in a controlled computational environment. So, the results should be consistent
and reasonably easy to replicate under similar conditions.

Load Preprocessed
CICIDS 2017
Dataset
\-H_"‘—\—____
) 4
Filter-Based ! Hybrid Feature
Feature Selection Intersection
ReliefF Ranking
FCBF Ranking v
mRMR Rankin
—\L_L Final Feature Subset
Aggregate
Rankings via h 4
Borda Count MLP Model Training
& Evaluation
Wrapper-Based Accuracy
Selection (GA) Precision
Recall
Chromosome Fl.score
Encoding
Selection, e
Crossover, —
Mutation A 4
Fitness Evaluation Optimized Feature Set
(MLP Classifier) for NIDS

Figure 4. Flow diagram of HybFS-NIDS methodology

4. RESULTS AND DISCUSSION
4.1. Experimental setup

This study was carried out in the Java programming language and in the Apache NetBeans IDE 15,
operating on Windows 11. Java (JDK 1.8) and NetBeans were advantageous selections due to their large
libraries and debugging tools that helped to create and test the offered hybrid feature selection algorithm.
Weka is an open-source software that was used to perform machine learning classification and evaluation.
Weka's comprehensive selection of classifiers, which includes the MLP, allowed Weka to effectively train
models, validate them, and evaluate their performance. Here, Weka 3.9.5 is used. This configuration helped
to make sure that the HybFS-NIDS algorithm was rigorously evaluated in a stable and reproducible setting.

4.2. Comparison results
Table 3 compares the proposed algorithm of HybFS-NIDS with other sophisticated methods that
were presented in the literature. They are evaluated on accuracy, precision, recall, Fl1-score, and MCC.

Hybrid feature selection strategies for strong network intrusion detection (Josephine Rathinam)
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These metrics together provide a broad picture of the classification efficiency of the system and point out
its key strengths.

Table 3. Performance metrics comparison of NIDS models

Model Accuracy (%)  Precision (%)  Recall (%) Fl-score (%) MCC (%)
Bulavas et al. [26] 81.00 77.00 83.00 76.00 61.06
Ramzan et al. [27] 73.00 72.00 79.00 68.00 49.22
Oliveira et al. [28] 76.22 78.68 73.75 75.79 54.13
Al Farsi et al. [29] 82.00 84.00 80.00 80.00 64.87
HybFS-NIDS 90.68 91.74 90.64 91.19 91.48

From Table 3, the HybFS-NIDS algorithm performs better than all the other existing models in
terms of all performance results. The model is performing better in the overall prediction with a high
accuracy of 90.68%. The accuracy (91.74%) and recall (90.64%) scores show that it is useful to correctly
identify attacks with low false positives. It has a high F1-score (91.19%), which gives a good balance of
precision and recall, which are essential to intrusion detection as both false positives and false negatives
can have serious repercussions. The MCC of 91.48% suggests that the classifier is reliable and works well
in dealing with intrusion datasets containing uneven numbers of attack types. The advantages arise due to a
hybrid feature selection strategy, which eliminates redundant features and optimizes the subset to
enhance the classifier. This minimizes noise and increases the generalizability of the model. The MLP
classifier was selected because several recent intrusion detection studies, including [26]-[29], used
MLP-based models for evaluation. Using the same classifier ensures a fair comparison under similar
conditions. Moreover, MLP is effective in handling complex nonlinear relationships in high-dimensional
cybersecurity data. The main objective of this study is to evaluate the effectiveness of the proposed hybrid
feature selection method rather than compare multiple classifiers. Therefore, maintaining a consistent MLP
architecture helps ensure that performance improvements are mainly due to the proposed HybFS-NIDS
framework. The achieved results, including 90.68% accuracy, 91.19% F1-score, and 91.48% MCC,
confirm the effectiveness of the proposed feature selection approach.

4.3. Discussions

The experimental results in Figures 5 to 9 show the effectiveness of HybFS-NIDS over the current
approaches. As shown in Figure 5, the proposed model yields better accuracy. This is attributed to the
integration of statistical and wrapper-based feature selection methods, which select the most significant
features and improve the classification performance. Figure 6 indicates the accuracy, and HybFS-NIDS has
shown a considerable improvement. This is directly due to the removal of extraneous and unnecessary
characteristics, and thus minimizes the amount of false positives, and reported incursions are highly reliable.
Figure 7 represents the recall comparison. The high recall of HybFS-NIDS depicts that it has a high ability to
identify real intrusions with a low false negative rate. This has a significant role in network security, in which
false detections can cause serious vulnerabilities.

Accuracy (%)
S
.
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1] ™
() )
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Figure 5. Accuracy comparison
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The Fl-scores are shown in Figure 8, and this result indicates that HybFS-NIDS is the leading
performer, which affirms that the model maintains a fair and strong trade-off between precision and recall
and enhances the overall effectiveness of the detection system. The comparison of MCC is given in
Figure 9. The HybFS-NIDS received the best score. The high MCC value indicates that the classification
performance is effective even when the dataset is class-imbalanced. This reflects the robustness and
dependability of the algorithm.

The experimental results and analysis show that the HybFS-NIDS algorithm can be used for
improving the performance of intrusion detection. It combines several filtering methods with a wrapper
approach based on GA. It successfully identifies the most relevant information, improves classification
accuracy, and obtains better precision, recall, F1-score, and MCC metrics than previous models. The results
indicate that HybFS-NIDS can be utilized to offer a feasible solution for effective and sound network
intrusion detection for real-world applications. In order to further test the effectiveness of HybFS-NIDS, it
was compared with other popular techniques of feature selection like IG, SFS, and PSO. All the methods
were tested in the same setup. They were trained on the same MLP model and the same CIC-IDS2017
dataset; therefore, the comparison would be fair.

In practice, IG reduces features quickly. That is helpful. But it does not always drop features that
store similar information. This can lead to minor variations in performance when the model is trained again.
One potential cause is that IG will examine individual features separately and not comprehensively
examine the interaction of features. Instead, SFS constructs the feature set in stages. This tends to increase
the quality of the chosen subset. However, the process is more time-consuming. It makes numerous
combinations; hence the training is carried out repeatedly. In a real-life case, if a security team needs to
update a model quickly after a new type of attack appears, this extra time may become a problem. PSO also
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gave good accuracy. It is a smarter way of searching as compared to basic greedy methods. However, it
seems to require careful parameter tuning. In some cases, the results vary with the way in which it is
initialized. So, the processing load may increase.

HybFS-NIDS is more balanced. It minimizes features, and performance is still maintained. In most
cases, the training time was also less. This implies that an integration of the techniques could be useful in
the management of accuracy and cost. It might not work flawlessly in all cases; however, in general, it
appears to be more stable and practical compared to using only one traditional or evolutionary method.

To make the evaluation more reliable, the HybFS-NIDS framework was tested in a 10-fold
cross-validation with the CIC-IDS2017 dataset. Simply, the data was split into ten parts. Testing was done
on each part, and training was done on the rest of the parts. This was done until all the parts were tested.
Final results are not obtained as the outcome of a single run. Rather, the average performance of the ten
consecutive runs was reported. The standard deviation was also calculated to show the level of stability of
the results. A small variation indicates that the model performs consistently across different runs.
Practically, this repeated testing is performed to reduce the effects of random data partitioning. A single
split could possibly provide a little more or a little less result by chance. The repetition of the process
makes the performance estimate look more dependable and closer to how the model might behave with
unseen data.
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Table 4 presents the performance of the proposed HybFS-NIDS framework using 10-fold
cross-validation. This cross-validation approach is utilized to evaluate both the stability and generalization
capability of the model. The obtained mean accuracy of 90.68% and MCC of 0.9148 indicate that the
proposed framework maintains consistent intrusion detection performance across different data partitions
with low variation.
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Table 4. Performance with 10-fold cross-validation
Metric Value
Accuracy (%)  90.68
Precision (%)  91.74

Recall (%) 90.64
F1-score (%) 91.19
MCC 0.9148

The ablation study helps to understand the role of each part of the framework. Since the elements
were tested separately, it was clarified that every stage introduces some improvement. The difference between
these changes will not seem to be very dramatic, yet when combined, they create a noticeable difference.

As an example, to illustrate, the stability of feature ranking can be improved by the Borda
aggregation step. It is not based on a single filter but a combination of their opinions. This seems to reduce
the chance of random differences in ranking. The refined list is then used by the GA wrapper to find a
combination of features that gives a better view of the classifier’s true performance. In other words, the
model dictates the final choice.

The overall results of the full hybrid setup are the best in the case that all the parts are applied. It is
more accurate and MCC, as well as uses fewer features. This acts as a pointer that the multi-stage design is
effective. This may be because every step addresses a different problem; ranking stability is to be resolved
first, then subset optimization, which leads to a more balanced and efficient final model.

Table 5 provides an ablation study to analyze the contribution of each component in the proposed
HybFS-NIDS framework. The results show that using only filter-based feature selection achieved 86.21%
accuracy with 35 selected features. Incorporating the Borda ranking strategy improved the performance to
88.73% while reducing the feature count to 30. Further integration of the GA increased the accuracy to
89.42% with 22 features. The complete HybFS-NIDS framework achieved the best performance with 90.68%
accuracy, 91.19% F1-score, and MCC of 0.9148 using only 18 features. The results demonstrate that each
component is helpful for the improvement of both feature optimization and classification performance.

Table 5. Ablation study of HybFS-NIDS components
Configuration Accuracy (%) Fl-score (%) MCC  #Features

Filters only 86.21 86.88 0.842 35
Filters + Borda 88.73 89.15 0.879 30
Filters + GA 89.42 89.90 0.895 22
Full HybFS-NIDS 90.68 91.19 0.9148 18

This study analyzes the run-time to demonstrate the efficiency of the proposed framework. The
reduction of the feature set from 78 features to 18 features reduced the training time from 142.5 s to 83.4 s
(41.5%). This reduction reduces computational cost, while still maintaining high intrusion detection
performance, thus making HybFS-NIDS suitable for real-time and resource-constrained security applications.
Table 6 shows the comparison of the training time of the full-feature MLP model and the proposed
HybFS-NIDS framework.

Table 6. Training time comparison

Model #Features  Training time (sec)  Reduction (%)
Full-feature MLP (78) 78 142.5 —
HybFS-NIDS (18) 18 83.4 41.5%

The real-world performance of HybFS-NIDS was measured in terms of inference latency,
throughput, and memory usage besides the training time (Table 7). The framework only used 18 selected
features with an inference latency of 3.8 ms, a throughput of 2,630 flows/s, and reduced the memory
utilization from 512 MB to 298 MB (41.8% reduction). The results show that HybFS-NIDS can be
efficiently deployed with strong intrusion detection performance, and therefore, it is suitable for real-time and
resource-constrained cybersecurity environments.

To assess the robustness and generalization performance of HybFS-NIDS, this study performed
further experiments on UNSW-NBI15 and NSL-KDD datasets using the same preprocessing, feature
selection, GA optimization, and MLP settings. The framework achieved an accuracy of 89.12% and 92.03%
with 20 and 16 selected features, respectively. The consistent results show that HybFS-NIDS can
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significantly reduce redundant features while maintaining the robust performance of intrusion detection on
different cybersecurity datasets.

To improve the interpretability of the proposed HybFS-NIDS framework, explainability analysis
was conducted to examine the semantic importance of the selected optimal features. Since the final hybrid
selection process retained only 18 highly discriminative features, additional analysis was performed using
Shapley additive explanations (SHAP) to evaluate the contribution of each feature toward intrusion
classification decisions. Table 8 shows explainability analysis of important features using SHAP.

Table 7. Real-time deployment performance analysis

Model #Features  Inference latency (ms)  Throughput (flows/sec) Memory usage (MB)
Full-feature MLP (78) 78 6.7 1,540 512
HybFS-NIDS (18) 18 3.8 2,630 298

Table 8. Explainability analysis of important features using SHAP

Feature Network significance SHAP importance

Flow duration Captures abnormal session duration patterns High

Total forward packets  Indicates unusual packet transmission behavior High

Flow bytes/s Detects high-volume traffic anomalies High
Packet length mean Represents malicious payload variations High
Destination port Identifies suspicious communication targets Medium-high
Flow IAT mean Measures irregular packet arrival timing Medium-high
Fwd packet length Std  Detects packet size inconsistency Medium
Active mean Captures abnormal active traffic periods Medium

The explainability results indicated that traffic flow statistics, packet length characteristics, IAT
attributes, and destination port-related features contributed significantly to distinguishing malicious traffic
from normal network behavior. Features such as flow duration, total forward packets, flow bytes/s, packet
length mean, destination port, and flow IAT mean consistently produced higher SHAP importance scores,
indicating strong influence on attack prediction outcomes. In particular, abnormal packet transmission rates
and irregular timing behavior were observed to contribute strongly to the detection of DDoS, brute-force, and
botnet-related attacks.

Similarly, destination port details were useful for finding unusual traffic patterns that could indicate
unauthorized login attempts. The explainability analysis confirms the statistical relevance and semantic
meaningfulness of the picked features, boosting the trustworthiness and ease of understanding of
HybFS-NIDS. For the adversarial evasion and poisoning attacks, HybFS-NIDS still achieved a high
robustness with the accuracy of 87.42% and 85.97%, respectively. However, more research is needed on
issues like class imbalance, scalability, and unseen attacks. These recent works have obtained promising
results using hybrid learning and feature selection techniques [30]-[34]; however, most of the works mainly
focus on improving the classification performance. On the other hand, the proposed HybFS-NIDS framework
combines several advanced filter techniques with a wrapper based on a GA and Borda rank aggregation to
produce a concise and informative feature subset, resulting in better detection performance and lower
computational complexity.

5.  CONCLUSION

This paper proposes the HybFS-NIDS framework to improve feature selection and intrusion
detection on the CIC-IDS2017 dataset. The framework combines filter and wrapper-based feature selection
methods to select 18 key features from an initial set of 78. Consequently, it achieved 90.68% accuracy,
91.74% precision, 90.64% recall, 91.19% F1-score, and an MCC of 0.9148 while reducing training time by
41.5%. The results indicate that HybFS-NIDS can be applied in real-time cybersecurity applications, even in
computing resource-constrained environments. However, the framework was evaluated only on the dataset of
CIC-IDS2017. In future work, this study plan to validate the framework on more recent datasets, test the
framework in real-time environments, integrate explainable artificial intelligence, and devise more efficient
feature reduction techniques to combat evolving cyber threats.
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