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 In vehicular ad-hoc networks (VANETs), ensuring secure and reliable 

communication is essential due to the growing threat of cyber-attacks. As 

attacks can disrupt data transmission and compromise user privacy and 

network integrity, it is vital to develop robust security solutions. Hence, this 

work introduces a trust-based vehicular security (TVS) model, which 

leverages trust metrics to enhance VANET security. The main objective was 

to establish secure connections between vehicles and infrastructure nodes, 

effectively mitigating attacks while maintaining higher throughput. The 

methodology integrated a dynamic trust evaluation model to prevent 

malicious activities and ensure secure data transmission. The TVS model’s 

performance was compared to an existing VANET model, showing 

improved results in terms of detection rate, misclassification rate, and 

throughput. The findings demonstrate an average misclassification rate of 

22.75%, a detection rate of 14.77%, and a throughput of 11.45%, 

highlighting the superior effectiveness of the TVS model in attack-prone 

environments when compared with existing VANET models. The TVS 

model provides a promising security solution for VANETs, offering 

enhanced protection against denial-of-service (DoS) attacks and spoofing 

(cyber-attacks) with better accuracy and network performance. The novelty 

lies in the dynamic, multi-trust-based approach for secure communication in 

vehicular networks. 
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1. INTRODUCTION 

Vehicular ad-hoc networks (VANETs) are specialized wireless networks designed for vehicles to 

communicate with each other and with roadside infrastructure, vehicle-to-vehicle (V2V), vehicle-to-

infrastructure (V2I), and vehicle-to-everything (V2X) and other communication paradigms as presented in 

Figure 1 [1]. By utilizing dynamic topologies and short-range wireless technologies such as dedicated  

short-range communication (DSRC) and 5G, VANETs enable real-time communication for applications 

ranging from traffic management to safety alerts. These networks play a pivotal role in enhancing road 

safety, reducing traffic congestion, and improving overall transportation efficiency [1]. VANETs are 

characterized by high mobility, frequent topology changes, and the need for low-latency communication, 

making them a critical component of modern transportation systems [2]. Moreover, VANETs are intrinsically 

linked to the intelligent transportation system (ITS), a framework that leverages advanced technologies to 

create safer, more efficient, and sustainable transportation systems [3].  

https://creativecommons.org/licenses/by-sa/4.0/
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ITS integrates communication technologies, sensors, and data analytics to optimize traffic flow, 

improve safety, and reduce environmental impact [4]. VANETs form the backbone of ITS by providing  

real-time communication between vehicles and infrastructure, enabling applications like adaptive traffic 

lights, emergency vehicle prioritization, and collision avoidance systems. The synergy between VANETs and 

ITS facilitates smarter urban mobility and contributes to the development of connected and automated 

vehicle ecosystems [5]. Nevertheless, VANETs are integral to the broader internet of vehicles (IoV) 

framework, which connects vehicles to the internet and other devices, enabling a seamless flow of data and 

services [6]. IoV encompasses V2V, V2I, and V2X communication paradigms. V2V communication allows 

vehicles to exchange information about speed, location, and traffic conditions, enhancing safety, and traffic 

efficiency. V2I communication facilitates interaction with roadside units (RSUs) for traffic management and 

real-time updates. V2X extends this connectivity to pedestrians, cyclists, and other road users, creating a 

holistic ecosystem for connected mobility. These connectivity paradigms position VANETs as a cornerstone 

of modern transportation systems, enabling smarter, and more responsive traffic environments. 
 
 

 
 

Figure 1. Advanced VANET environment (IoV) [1] 
 
 

Despite their benefits, VANETs possess unique features that make them vulnerable to a wide range 

of attacks [7], [8]. High mobility and frequent topology changes increase the risk of unauthorized access and 

data breaches. The decentralized nature of VANETs can lead to challenges in maintaining secure 

communication. Additionally, open wireless communication channels are susceptible to eavesdropping, 

jamming, spoofing, and denial-of-service (DoS) attacks [9], [10]. The reliance on trust between nodes further 

complicates security, as malicious nodes can exploit trust-based interactions to disrupt the network or 

disseminate false information. Earlier approaches to securing VANETs relied heavily on traditional 

cryptographic methods [11], [12], including certificates [13], public key infrastructures (PKI) [14], and 

digital signatures [15]. These methods provided authentication and encryption to protect data from 

unauthorized access. However, they faced challenges in scalability, latency, and resource consumption, 

particularly in dynamic and high-mobility environments like VANETs. The need for frequent key exchanges 

and certificate revocations often introduced delays and computational overhead, which compromised  

the network’s efficiency and responsiveness. Additionally, these methods struggled to detect and mitigate 

insider threats or compromised nodes, leaving networks vulnerable to attacks such as Sybil attacks and 

routing disruptions. To address these limitations, recent research has focused on trust-based security 

mechanisms for VANETs [16], [17]. 

Trust-based approaches evaluate the reliability and behavior of nodes to establish secure 

communication. These methods incorporate metrics such as direct trust, indirect trust, and historical trust to 

assess node authenticity. Trust-based models provide dynamic and adaptive security, enabling  

real-time identification of malicious nodes and fostering secure data exchange. They offer a more robust and 

flexible solution compared to traditional cryptographic approaches, as they adapt to the dynamic and 

distributed nature of VANETs. While trust-based approaches have significantly improved VANET security, 

existing models often lack comprehensive trust evaluation mechanisms that integrate multiple dimensions of 

trust. Furthermore, many models struggle to balance security with computational efficiency and scalability. 

Hence, this work proposes a trust-based vehicular security (TVS) model that addresses these challenges by 

integrating direct trust, indirect trust, recent trust, past trust, and anticipated future trust into a unified 

framework. The TVS model dynamically evaluates and updates trust values using weighted methods, 

ensuring robust security without compromising efficiency. By incorporating real-time position evaluation and 
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dynamic state-changing mechanisms, the TVS model effectively identifies and mitigates malicious activities, 

providing a holistic solution to VANET security challenges. The contributions of the TVS model are 

presented as follows. 

The TVS model integrates multiple dimensions of trust, including direct, indirect, recent, past, and 

future trust, for a robust and dynamic assessment of vehicle (node) reliability. Introduced a novel 

probabilistic state-changing mechanism to detect and mitigate attacks in real-time by analyzing changes in 

vehicle behavior, ensuring secure and efficient communication. Designed the TVS model to operate 

efficiently in large-scale, high-mobility VANET environments by optimizing resource utilization and 

reducing communication delays. 

Demonstrated improved attack detection accuracy and reduced misclassification rates compared to 

existing approaches, ensuring robust protection against malicious activities. Evaluated the TVS model using 

real-world parameters and scenarios, highlighting its superior performance in throughput, latency, and attack 

prevention. By addressing the gaps in existing security frameworks, the TVS model establishes a new 

benchmark for securing VANETs, paving the way for safer and more efficient ITSs.  

Further, the manuscript is organized in the following way: section 2 discusses the state-of-the-art 

advancements in trust management for VANETs, focusing on dynamic trust evaluation, cryptographic 

techniques, and blockchain-based solutions. Section 3 presents the TVS model. Section 4 discusses the 

results of the TVS model compared with existing approaches. Finally, section 5 presents the conclusion and 

future work. 

 

 

2. LITERATURE SURVEY 

VANETs have emerged as a critical component of ITS, enabling efficient communication and 

enhanced safety. However, the dynamic and decentralized nature of VANETs introduces significant security 

challenges, such as malicious node behavior, trust management, and attack prevention. Over the years, 

various trust-based and blockchain-integrated security mechanisms have been proposed to address these 

issues. This literature survey explores the state-of-the-art advancements in trust management for VANETs, 

focusing on dynamic trust evaluation, cryptographic techniques, and blockchain-based solutions.  

Rehman et al. [18] presented a trust-based approach for IoV in VANET for the identification of 

malicious events and nodes. Their work was different from other works as they considered dynamic 

parameters and scenarios for building their model. Also, their framework was built based on a context-aware 

cognitive model with artificial intelligence for constantly learning the changes in the VANET environment. 

They evaluated their model in MATLAB, and the findings showed that their approach provided better IoV 

security in VANET in terms of trust levels and malicious node detection. Amari et al. [19] conducted a 

review on various trust approaches presented in recent years for VANET in various paradigms. Their review 

discussed different trust mechanisms, existing approaches presented in recent years, challenges faced by 

existing approaches and finally classified the existing approaches into different schemes, i.e., entity-based, 

data-based, hybrid, and technology-based. Finally concluded their work with future perspectives.  

Din et al. [20] presented contextual-aware cognitive-memory trust-management-system (CACMTM) for ITS. 

The CACMTM approach utilized game theory for modelling a trust-based approach, evaluating trust, 

updating trust and taking decisions on trust. Moreover, a cognitive-memory-based trust management 

approach was integrated into the model for learning past experiences and evolving the model’s behavior for 

providing trust-based security. Their work employed a multi-dimensional trust approach for reducing failure 

of false-trust and a blockchain-security-based logging approach for providing transparency and security. The 

CACMTM had four stages, i.e., trust-evaluation, trust-decision, trust-update and trust-knowledge. Evaluation 

of CACMTM was done on the OMNet++ simulator, where real-world simulation parameters and evaluated 

in terms of detection accuracy, time, false-negative, and false-positive rate, where findings showed that 

CACMTM achieved 96.3% accuracy for identifying attacks.  

Malik et al. [21] presented an approach for preventing grey-hole attacks (GHA) and ad-hoc  

on-demand distance-vector attacks (AODV) called as detection-prevention of grey-hole attacks (DPGHA) in 

VANETs. The DPGHA used dynamically changing threshold values for controlling and transmitting packets 

in VANET. The DPGHA was implemented using simulation of urban mobility (SUMO) and network 

simulator version 2 (NS-2) simulator, where DPGHA achieved 10.85, 3.85, 4.67, 2.3, and 6.58% better 

results for routing overhead, average end-to-end delay, packet-delivery rate, detection rate and throughput, 

respectively, when compared with the existing approach. Xie et al. [22] extended their previous work, which 

was based on IoV, where they provided security for RSUs using blockchain. They identified from their work 

that their previous work was vulnerable to attacks, hence proposed a blockchain-based elliptic-curve 

cryptography-based cross-trust approach for IoV. They used different physical-unclonable function (PUF) 

and biometric-based keys for resisting RSUs intrusion attacks. Findings showed that the presented approach 

provided better security. Ma et al. [23] provided an authentication blockchain trust-based approach for IoV. 
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Initially, in their work, data was pre-processed and stored in edge for reducing response time and 

communication delay.  

Further, smart contracts were utilized for authenticating data, and an optimal practical-byzantine 

fault-tolerant-consensus (PBFT) approach was presented for adding the authenticated data to the blockchain 

ledger. The security was verified using the automated validation of internet security protocols and 

applications (AVISPA) tool and the real-or-random oracle approach on the SUMO simulator. Findings 

showed that the approach reduced communication cost and reduced communication overhead. Han et al. [24] 

presented a novel trust incentive-based approach for VANET to provide security. Their approach evaluated 

the trust-based message using reputation evaluations and feedback functions. A penalty and reward were 

allocated to vehicles on the basis of game theory, which reduced the transference of false data and attacks. 

Moreover, a blockchain-based approach was presented for ensuring consistency in storage and the consensus 

approach. Evaluations were conducted on MATLAB considering real-time scenario parameters, where the 

presented approach reduced transference of false data, attacks, and improved the VANET environment.  

Bibi et al. [25] presented a trust-aware VANET architecture that was integrated with blockchain and 

information-centric networking for providing content-based security. Their approach utilized vehicle 

authentic data to ensure content integrity in VANET, thereby providing security. Evaluations of the approach 

were conducted in Jupyter, where the results were evaluated in terms of throughput, bandwidth usage, 

content delivery and network content usage. The approach showed better results when compared with 

existing approaches.  

Existing approaches to enhancing security in VANETs face notable limitations as seen from the 

above study. Trust-based models like those proposed in [18], [20] often rely on predefined parameters or 

static frameworks, making them less adaptable to dynamic VANET environments. Contextual models and 

cognitive approaches, while innovative, may suffer from computational overhead and scalability issues in 

large-scale networks. Blockchain-integrated solutions, such as [22], [23], provide improved transparency and 

tamper-proofing but often incur high communication delays and resource consumption. Similarly,  

soft-computing approaches like [24]–[28] require extensive computational resources and may struggle to 

adapt to real-time changes. The TVS model overcomes these limitations by utilizing a comprehensive and 

adaptive trust evaluation mechanism that integrates multiple trust dimensions, including direct, indirect, 

recent, past, and anticipated future trust. By employing dynamic weight allocation, state-changing 

mechanisms, the TVS model ensures low computational overhead, high scalability, and robust attack 

detection [29], [30]. Its ability to dynamically converge transmitted information and identify malicious nodes 

in real-time addresses the gaps in previous models, providing a holistic and efficient solution for VANET 

security. In the next section, the TVS model is discussed in detail. 

 

 

3. TRUST-BASED VEHICULAR SECURITY MODEL 

This work introduces a TVS model aimed at enhancing security in VANETs. The TVS model 

leverages the concept of trust to establish secure connections between vehicles and nearby infrastructure.  

By utilizing trust as the basis for connection, the model ensures robust security measures and effectively 

mitigates potential attacks in VANETs. This novel approach integrates trust-based mechanisms with attack 

prevention to provide a comprehensive security solution. Consider a scenario where a moving vehicle, 

represented as a node, seeks to establish a connection with another vehicle or an infrastructure node in the 

VANET to exchange information, as presented in Figure 2. In such cases, it is crucial to achieve the highest 

possible level of security to ensure that unauthorized nodes cannot access the information or launch attacks. 

The TVS model addresses this need by prioritizing trust-based secure communication, thereby safeguarding 

data exchanges and preventing malicious activities within the network. In the TVS model, the process of 

establishing a connection begins with evaluating the trust level of the connecting node in relation to other 

nodes. The trust level in the TVS model is determined by considering multiple trust levels, including indirect 

trust, direct trust, past trust, recent trust, and anticipated future trust. This comprehensive evaluation ensures a 

robust and reliable trust assessment, enabling secure and trustworthy connections within the network. In the 

next section, the indirect trust and direct trust evaluation are discussed in detail. 

Consider 𝑥 as a vehicle (node) present in VANET, 𝑦 as another vehicle node, 𝑢 as the duration of 

the connecting node 𝑥 connected with other nodes 𝑦 and 𝑜. As the overall duration for exchanging 

information. From this, the security-based trust parameter can be established as 𝑆𝑒𝑐𝑜
𝑢(𝑥, 𝑦), where 𝑆𝑒𝑐𝑜

𝑢(𝑥, 𝑦) 

evaluates the overall trust level of 𝑥 with 𝑦, which is evaluated using (1). In (1), 𝛾 denotes the difference 

between different trust levels to optimise the model dynamically and 𝑆𝑒𝑐𝑟𝑒𝑐  denotes trust level for a recently 

established connection. The main aim of 𝑆𝑒𝑐𝑟𝑒𝑐 provides validation-based security for connecting with a 

computing node, hence 𝑆𝑒𝑐𝑟𝑒𝑐  is denoted as (2). 
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𝑆𝑒𝑐𝑜
𝑢(𝑥, 𝑦) = 𝛾 ∗ 𝑆𝑒𝑐𝑟𝑒𝑐(𝑥, 𝑦) + (1 − 𝛾) ∗ 𝑆𝑒𝑐𝑜−1

𝑢 (𝑥, 𝑦) (1) 
 

𝑆𝑒𝑐𝑟𝑒𝑐 = {

0, 𝑖𝑓 𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑖𝑜𝑛 𝑖𝑠 𝑐𝑜𝑚𝑝𝑙𝑒𝑡𝑙𝑦 𝑢𝑛𝑡𝑟𝑢𝑠𝑡𝑎𝑏𝑙𝑒
1,            𝑖𝑓 𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑖𝑜𝑛 𝑖𝑠 𝑐𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑙𝑦 𝑡𝑟𝑢𝑠𝑡𝑎𝑏𝑙𝑒

∈ (0,1),     𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
 (2) 

 

 

 
 

Figure 2. TVS model architecture 
 

 

This means that when 𝑆𝑒𝑐𝑟𝑒𝑐 = 0, established connection among different vehicle and infrastructure 

pairs cannot be trusted and when 𝑆𝑒𝑐𝑟𝑒𝑐 = 1, established connection can be trusted. Moreover, in VANETs, 

a vehicle can connect to multiple nodes, i.e., V2I, V2V, and V2X, present in a smart city; hence, this work 

considers representing these nodes as 𝑝. In the TVS model, first direct-trust is determined among (𝑥, 𝑦), (𝑦, 

𝑝), and (𝑥, 𝑝). In the TVS model, the direct trust is represented as 𝔻𝑜
𝑢(𝑥, 𝑦), which is determined using (3).  

 

𝔻𝑜
𝑢(𝑥, 𝑦) = 𝑆𝑒𝑐𝑜

𝑢(𝑥, 𝑦) (3) 
 

Using (3), the direct trust is determined for (𝑥, 𝑦). Similarly, the direct-trust for (𝑦, 𝑝) and (𝑥, 𝑝) is 

established using (3). Further, similar to direct-trust, indirect trust is also determined among (𝑥, 𝑦), (𝑦, 𝑝), 

and (𝑥, 𝑝), based on a previously established direct-trust. For determining previously established direct-trust, 

𝑥 initially connects with 𝑦 and 𝑦 connects with 𝑝, from which all nodes collect all the direct-trust values. For 

sending the collected values directly from (𝑦, 𝑝) to 𝑥 with security, 𝑦 aggregates overall direct-trust 

information from 𝑝 using (4). 
 

𝔾𝑜
𝑢(𝑥, 𝑦) = {

∑ 𝔽𝑜
𝑢(𝑥,𝑝)∗𝔻𝑜

𝑢(𝑥,𝑦)𝑝∈𝑍−{𝑥}

∑ 𝔽𝑜
𝑢(𝑥,𝑝)𝑝∈𝑍−{𝑥}

, 𝑖𝑓 |𝑍 − {𝑥}| > 0

 0, 𝑖𝑓 |𝑍 − {𝑥}| = 0
   (4) 

 

In (4), 𝔾𝑜
𝑢(𝑥, 𝑦) represents overall direct-trust information gathered from 𝑝, 𝔽𝑜

𝑢(𝑥, 𝑝) represents 

authenticated security-based direct-trust among (𝑥, 𝑝) nodes, and 𝑍 = 𝕊(𝑦) represents that 𝑝 was connected 

with 𝑦. Moreover, the TVS model uses weight-based method for dynamically allocating values, i.e., nodes 

having higher trust will have higher weights and nodes having lesser trust will have lesser weights.  

The 𝔽𝑜
𝑢(𝑥, 𝑦) in (4) is evaluated using (5). In (5), log 𝜃 represents least-acceptable similarity parameter and 

ℝ𝑜
𝑢(𝑥, 𝑦) represents a connection among (𝑥,𝑦). Using (5), 𝔽𝑜

𝑢(𝑥, 𝑝) is also evaluated.  
 

𝔽𝑜
𝑢(𝑥, 𝑦) = {

1 −
log(𝑆𝑒𝑐𝑜

𝑢(𝑥,𝑦))

log 𝜃
, 𝑖𝑓 ℝ𝑜

𝑢(𝑥, 𝑦) > 𝜃

0, 𝑒𝑙𝑠𝑒
 (5) 

 

Further, the TVS model determines recent-trust using (3) and (4). In TVS model, the recent-trust is 

represented as ℂ𝑜
𝑢(𝑥, 𝑦), which is determined using (6). In (6), 𝛿 it is a direct-trust weight variable, which is 

dynamically optimized based on 𝑥 and 𝑦 connection/interaction for 𝑢 duration as defined in (7).  

 

ℂ𝑜
𝑢(𝑥, 𝑦) = 𝛿 ∗ 𝔻𝑜

𝑢(𝑥, 𝑦) + (1 − 𝛿) ∗ 𝔾𝑜
𝑢(𝑥, 𝑦) (6) 

 

𝛿 =
𝕋𝑢(𝑥,𝑦)

𝕋𝑢(𝑥,𝑦)+𝕋⃗⃗ 𝑢(𝑥,𝑦)
 (7) 
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In (7), 𝕋𝑢(𝑥, 𝑦) denotes total interactions vehicle 𝑥 has established with vehicle 𝑦 for 𝑢 time and 

𝕋⃗⃗ 𝑢(𝑥, 𝑦) denotes average interaction-time that vehicular infrastructure 𝑝 had interacted with vehicle 𝑦.  

The 𝕋⃗⃗ 𝑢(𝑥, 𝑦) is evaluated mathematically using (8). As duration 𝑢 changes, the recent-trust determined 

changes to past-trust, which is represented as ℚ𝑜
𝑢(𝑥, 𝑦). The ℚ𝑜

𝑢(𝑥, 𝑦) is determined using (3) and (6) as 

presented in (9). 
 

𝕋⃗⃗ 𝑢(𝑥, 𝑦) =
∑ 𝔽𝑜

𝑢(𝑥,𝑝)∗𝕋𝑢(𝑝,𝑦)𝑝∈𝑍−{𝑥}

|𝑍−{𝑥}|
 (8) 

 

ℚ𝑜
𝑢(𝑥, 𝑦) =

𝜑∗𝔻𝑜−1
𝑢 (𝑥,𝑦)+ℂ𝑜−1

𝑢 (𝑥,𝑦)

2
 (9) 

 

In (9), 𝜑(0 ≤ 𝜑 ≤ 1) it is an incentive variable that automatically changes to 0, if direct-trust is 

𝔻0
0(𝑥, 𝑦). From past-trust, no attacks can be induced to any of the nodes, i.e., 𝑥, 𝑦, and 𝑝. This is because, 

based on past trust, only the 𝑥 can connect/interact with 𝑦 or 𝑝. Moreover, the recent-trust changes to the 

past-trust only when 𝑦 or 𝑝 has connected/interacted with 𝑥 in the TVS model, the model uses an anticipated 

future trust to provide better security. In the TVS model, the anticipated future trust is represented as 

𝐹𝑜
𝑢(𝑥, 𝑦), which is determined using (10). In (10), 𝛼 it is a dynamically changing variable that can be 

changed according to the deviating variable. 𝜔, i.e., the network size, but in the TVS model 𝛼 has been set  

to 0. The 𝜔 has multiple possibilities, which are represented using (11). 
 

𝐹𝑜
𝑢(𝑥, 𝑦) = {

0, 𝑖𝑓 𝑛𝑒𝑖𝑡ℎ𝑒𝑟 ℚ 𝑜𝑟 ℂ 𝑖𝑠 𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑙𝑒 

𝛼ℂ𝑜
𝑢(𝑥, 𝑦) + (1 − 𝛼)𝔻𝑜

𝑢(𝑥, 𝑦) 𝑖𝑓 𝑒𝑖𝑡ℎ𝑒𝑟 ℚ 𝑜𝑟 ℂ 𝑖𝑠 𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑙𝑒 
 (10) 

 

𝛼 = {

𝛼 + 0.1, 𝑖𝑓 ℂ𝑜
𝑢(𝑥, 𝑦) − 𝕃𝑜

𝑢(𝑥, 𝑦) > 𝜔,

 𝛼 − 0.1, 𝑖𝑓 ℂ𝑜
𝑢(𝑥, 𝑦) − 𝕃𝑜

𝑢(𝑥, 𝑦) < −𝜔,

𝛼,          𝑖𝑓 −𝜔 < ℂ𝑜
𝑢(𝑥, 𝑦) − 𝕃𝑜

𝑢(𝑥, 𝑦) < 𝜔.

 (11) 

 

By using (11), the 𝛼 can be altered using 𝜔. Also, by making 𝜔 a vehicle can change its past 

established trust to the latest established trust. Moreover, it is important that. 𝜔 should not be set very less as 

malicious vehicles use this parameter for changing their behavior, i.e., they may change from malicious to 

non-malicious vehicle (i.e., can affect recent-trust and past-trust), hence leading to an attack on the vehicle 𝑥. 

Hence, in the TVS model 𝜔 has been set very less to reduce any kind of attacks. Further, if any attack 

happens in VANET, for identification and prevention, the TVS model presents a security parameter 

represented as ℱ𝑜
𝑢(𝑥, 𝑦). This security parameter uses (9) and (10) for providing security from attacks.  

The ℱ𝑜
𝑢(𝑥, 𝑦) it is evaluated using (12).  

 

ℱ𝑜
𝑢(𝑥, 𝑦) = ℚ𝑜

𝑢(𝑥, 𝑦) ∗ 𝐹𝑜
𝑢(𝑥, 𝑦) (12) 

 

By utilizing (12), there is less change in different trust values, which thereby reduces the risk of the 

attack. If any attack occurs, the attacking node will have very less values through which the TVS model 

identifies whether an attack has occurred. Using this security model, the TVS model provides better 

throughput for information transmission, better attack detection and lesser attack misclassification, which has 

been discussed in the results and discussion section in detail. The complete working process of the proposed 

TVS model is given in Algorithm 1. 
 

Algorithm 1. TVS method 

Step 1. Start. 

Step 2. Create an IOV network with a set of vehicles V and RSU R, gateway server E and malicious nodes M. 

Step 3. Deploy the IoV network and start the simulation. 

Step 4. The RSUs compute the different trust metrics of different vehicles. 

Step 5. The vehicle communicates to the vehicle/RSUs with best trust metrics using (12) /////. Note the trust 

metrics >0.5 to 1 are secured. 

Step 6. The communication is till all the vehicle completes their task execution. 

Step 7. Stop. 
 
 

4. RESULTS AND DISCUSSION 

The evaluation of the TVS model was conducted using a standard IoV attack dataset obtained from 

the Canadian Institute of Cybersecurity (CIC) [26]. For consistency, the simulation parameters used in the 

IoV-PBFT approach [23] were adopted in this study. Moreover, to compare the performance of the TVS 
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model with the IoV-PBFT approach, both models were implemented using the NS3-based SIMITS simulator 

implemented using C# [27], [28]. Various scenarios were tested by varying the attack percentages to 10, 20, 30, 

and 40%, providing a comprehensive analysis of the model’s effectiveness under different attack conditions. 

The evaluations were conducted in terms of throughput, misclassification and detection rate [29], [30].  

The misclassification rate results for the IoV-PBFT and TVS models under varying attack percentages (10, 

20, 30, and 40%) indicate the TVS model’s superior ability to minimize false classifications, as presented in 

Figure 3. At an attack rate of 10%, the IoV-PBFT model exhibited a 35% misclassification rate, whereas the 

TVS model achieved a lower rate of 28%, demonstrating its better accuracy in distinguishing between 

malicious and legitimate nodes. As the attack percentage increased to 20%, both models showed higher 

misclassification rates, with IoV-PBFT at 50% and TVS at 36%. At 30%, the IoV-PBFT model maintained 

its misclassification rate at 50%, while the TVS model rose slightly to 42%, yet still outperformed  

IoV-PBFT. At the highest attack rate of 40%, IoV-PBFT showed a 37% misclassification rate, while the TVS 

model achieved a significantly lower rate of 27%. The average misclassification rate analysis, i.e., 22.75% 

reveals that the TVS model consistently maintained lower misclassification rates across different attack 

intensities. This suggests that the TVS model not only provides more accurate attack detection but also 

minimizes false attacks, making it a more reliable approach for ensuring VANET security. The significant 

reduction of misclassification aids the model in significantly reducing communication overhead. 
 
 

 
 

Figure 3. Misclassification rate vs varied attack rate 
 

 

The detection rate results for the IoV-PBFT and TVS models across varying attack percentages  

(10, 20, 30, and 40%) highlight the superior performance of the TVS model in identifying malicious 

activities within VANETs, as presented in Figure 4. At 10% attack intensity, the IoV-PBFT model detected 

65% of attacks, while the TVS model achieved a higher detection rate of 72%. As the attack rate increased to 

20%, the detection rates for both models dropped, with IoV-PBFT detecting 50% of attacks and TVS 

detecting 64%. At 30%, the performance gap between the models began to widen, with IoV-PBFT 

maintaining a detection rate of 50%, whereas the TVS model dropped slightly to 58%. However, the TVS 

model still outperformed IoV-PBFT. At the highest attack intensity of 40%, the TVS model reached a 

detection rate of 73%, a notable improvement over the IoV-PBFT model’s 63%. The average detection rate 

across the attack percentages, i.e., 14.77% indicated that the TVS model consistently outperformed the  

IoV-PBFT approach, with the TVS model showing higher resilience in detecting attacks under varying 

conditions. This demonstrates the effectiveness of the TVS model in providing robust security by accurately 

identifying malicious nodes, even under increasing attack intensities. The significant improvement in 

detection rate aids the model in significantly reducing communication delay.  

The throughput results for the IoV-PBFT and TVS models across varying attack rates (10, 20, 30, 

and 40%) highlight the TVS model’s superior performance in maintaining communication efficiency, as 

presented in Figure 5. At the lowest attack rate of 10%, the TVS model achieved a throughput of 0.525, 

which is slightly higher than IoV-PBFT's throughput of 0.481. This continued as the attack rate increased to 

20%, with TVS showing a throughput of 0.3385, outperforming IoV-PBFT at 0.275. Even as the attack rate 

escalated to 30 and 40%, the TVS model consistently demonstrated better throughput. At 30%, TVS 

maintained a throughput of 0.2201, compared to 0.205 for IoV-PBFT, and at 40%, TVS achieved 0.1572, 

while IoV-PBFT dropped to 0.1386. The average throughput for the TVS model, i.e., 11.45% was 

consistently higher than the IoV-PBFT model across all attack rates, indicating that TVS effectively sustains 
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communication performance even under attack conditions. This performance advantage suggests that the 

TVS model not only improves security but also ensures better network efficiency, making it a more robust 

solution for VANETs, particularly in environments where network traffic and security are critical concerns. 
 

 

 
 

Figure 4. Detection rate vs varied attack rate 
 
 

 
 

Figure 5. Throughput vs varied attack rate 
 
 

5. CONCLUSION 

In this work, a TVS model was proposed to enhance the security and communication efficiency of 

VANETs, particularly in the presence of various attacks. The introduction provided an overview of VANETs 

and their critical need for secure, reliable communication due to increasing security threats, highlighting the 

importance of trust mechanisms for attack prevention and secure data transmission. The literature survey 

outlined various existing approaches, including the IoV-PBFT model, and identified the need for a more 

effective solution that could offer better attack detection and network throughput. The methodology detailed 

the TVS model, which integrates direct-trust, indirect-trust, recent-trust, past-trust, and anticipated  

future-trust to ensure secure connections between vehicles and infrastructure nodes. By leveraging these trust 

levels, the TVS model enhances communication reliability and reduces the impact of malicious attacks in 

VANETs. The model’s security approach involved advanced techniques like dynamic probability and  

state-changing methods to prevent attacks during information transmission. The results demonstrated that the 

TVS model outperformed the IoV-PBFT model in several metrics. The average misclassification rate was 

reduced to 22.75%, indicating better accuracy in identifying malicious nodes. The average detection rate 

across varying attack percentages was 14.77%, while the average throughput was 11.45%, showcasing the 

TVS model's ability to maintain network performance even under attack conditions. The findings showed 

better outcomes in comparison with the existing IoV-PBFT model. For future work, the TVS model can be 

expanded to consider more dynamic attack scenarios and evaluate its performance in real-world VANET 

environments. Additionally, enhancing the model with machine learning techniques for dynamic trust 

evaluation and considering the impact of mobility and large-scale networks could further improve its 

robustness and applicability. 
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