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The rapid rise of intelligent technology, particularly in government, is
igniting a new phase of the industrial revolution around the world. As
governmental entities, prisons oversee upholding social order and lowering
current crime. The concept of the smart prison has not received much
attention but is gaining traction. The goal of this research is to conduct a
literature review to identify current prison technologies and to analyse the
challenges associated with implementing smart prisons using the preferred
reporting items for systematic reviews and meta-analyses (PRISMA)
protocol. Nine credible publishers were looked up between October 2022
and December 2022. The initial search yielded 362 articles, of which 25
were included in the final phase. This research provides the current state of
prison according to technology-organization-environment (TOE). Some
challenges arise in the context of TOE, such as the high cost of smart
technology, inadequate technology design, poor management, ineffective
service, overcrowding, ageing facilities, increasing violence, disease spread,
and ethical problems. This study also classifies smart prison technology
based on the internet of things (1oT) architecture layer. By providing the first
comprehensive review on smart prison technology, this study makes an
essential contribution to the subject of prisons.
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1. INTRODUCTION

The implementation of smart technology, especially in government areas, is diverse. Innovation is
an essential component that describes intelligence in government [1]. Many government organizations have
attempted to improve people's lives by utilizing smart government services such as information and
communication technology (ICT) management, data, and policies [2], [3]. Extensive data integration
improves management system, data sharing, investment, smart office system development, talent team
development, and optimization measures [4] within government organizations. The concept of smarts in
government areas has been widely popular, and it is on the agenda for discussions about smart government in
general. The notion of intelligence in government areas has gained widespread popularity and has become a
prominent topic of discussion in relation to smart city for at least a decade.

Smart prison is a new prison concept that focuses on rehabilitation, education, and reintegration
using digital services. The smart prison concept is a cost-effective and rehabilitative way to use cutting-edge
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technology to reduce recidivism and support reintegration [5], [6]. The study of smart prisons is currently
scattered. Smart technology in prisons is rarely considered, despite the smart city debate drawing numerous
research initiatives. The concept of a ‘smart prison’ has not received much attention, but it has recently
gained ground [7]. The finding articles are dominated by the implementation of technology in prisons, but
limited research is collecting prison technology articles into general objectives of imprisonment. Then, this
study is interested in gathering all the smart prison technology in literature study. This research used the
technology-organization-environment (TOE) framework. The TOE framework has been used to explain the
adoption of inter-organizational systems, and a wide range of general information system (IS) applications. It
combines a scheme of technological characteristics, organizational factors, and elements of the macro
environment [8]. TOE framework is an analytical framework that is used to study the adoption and
assimilation of different types of innovation at the organizational level in the context of internal and external
organizations. This framework fits to the culture of prison organization which is heterogeneous and
represents different types of organizational level. As a result, the TOE framework is utilised as an analytical
framework to examine the culture of the prison environment and current diverse types of smart technology in
the prison.

A thorough literature review is required to better comprehend the idea of smart prisons. By
gathering, evaluating, and synthesizing all available empirical information that satisfies established criteria, a
systematic review of the literature enables thorough and fruitful answers to research issues [9]. This research
will shed light on the current state of prison technology and the challenges associated with implementing
smart prisons. This study attempts to conduct a systematic literature review (SLR) approach from the
databases Scopus, association for computing machinery (ACM) digital library, ScienceDirect,
multidisciplinary digital publishing institute (MDPI), Emerald, Sarah and George (SAGE) publishing, IEEE
Xplore, Taylor & Francis, and Google Scholar.

2. METHOD

A novel concept, referred to as ‘smart’, strives to enhance our everyday experiences by seamlessly
blending physical and digital components, utilizing embedded sensors to link us with intelligent devices. This
transformative shift involves a thorough examination of our actions through extensive data analysis, with the
goal of promoting productivity and elevating our quality of life. Smart prison represents an innovative
approach to penitentiaries, emphasizing digital services for rehabilitation, education, and societal
reintegration. The concept of a ‘smart prison’ encompasses a comprehensive management and analytics tool,
delivering real-time information [10]. Furthermore, these initiatives may employ digital technologies to
provide education and training for inmates, aiding their preparation for reintegration into society upon
release. This approach not only reduces costs but also bolsters public safety and security, curbing recidivism
rates, promoting reintegration, and transforming the culture surrounding repeat offenses. This research used
the preferred reporting items for systematic reviews and meta-analyses (PRISMA) Protocol. PRISMA is an
evidence-based minimum set of items for systematic review and meta-analysis reporting. PRISMA is
designed primarily for the reporting of reviews evaluating the effects of interventions, but it can also be used
to report systematic reviews that do not have the goal of evaluating interventions [11]. PRISMA may also be
useful for assessing previously published systematic reviews.

The first stage begins with formulating the main objectives of the research. The formulation of
research objectives aims to limit the problems discussed in the smart prison topic. It is important to develop a
review plan or protocol to determine the inclusion and exclusion criteria to use. It helps to relate the validity
and merit of a research process that reduces risk of bias and promotes a systematic rather than ad hoc
approach to the review process. Identify the criteria that will be used to determine which research studies will
be included. The inclusion and exclusion criteria are established prior to the evaluation and cover all
requirements for a study to be included. Exclusion criteria are the factors that would make a study ineligible
to be included. Having defined exclusion criteria from the beginning allows individuals conducting the
screening process to operate in an efficient manner. The protocol used in this research can be seen in Table 1.

The problem identification was also done by reviewing articles with annotated bibliography. This
annotation aims to determine the cited sources’ relevance, accuracy, and quality. This study uses annotated
bibliographic network visualization using VOSviewer. VOSviewer is a new software tool that can be used to
create, visualize, and analyze bibliometric networks [12]. Visualization of annotated bibliography can be seen
in Figure 1. Based on the results of the network visualization, it is known that the potential relationship of
keywords that have been determined in the searching key ("Smart Prison" OR "Intelligent Prison" OR
"Digital Prison" OR "Electronic Prison" AND "challenge" OR "problem" OR "trend" OR "issue ) will
produce other related keywords such as: prisons, monitoring, big data, intelligent systems, artificial
intelligence (Al), internet of things (loT), network security, video analysis, intelligent video surveillance,
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image processing, and decision making (see Figure 1). These keywords will be the topic of discussion in the
results of the literature study.

Table 1. Research protocol

Criteria Description
Keywords Prison issue, smart prison, TOE framework, prisons condition, prisons challenges, SLR
Databases ACM digital library, IEEE Xplore, Scopus, Springer, SAGE, Emerald, MDPI, Taylor &
Francis, Google Scholar
Searching key “Smart Prison” OR “Intelligent Prison” OR “Digital Prison” OR “Electronic Prison” AND
“challenge” OR “problem” OR “trend” OR “issue”
Inclusion Criteria 1. Ranging from 1995 (the initial of smart prison research) to December 2022
2. Collected from well-known publisher's electronic databases and reputed journals and
Conferences
3. Outlined a purposive smart technology in prison
4. Explain the issues or problem or challenges
Exclusion criteria 1. Not journal or proceeding
2. Not full-paper version)
3. Not written in English
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Figure 1. Network visualization of annotated bibliography using VOSviewer

Conducting a comprehensive literature study is a meticulous process that involves several crucial
steps, each contributing to the overarching goal of identifying and selecting the most pertinent articles for the
research endeavor. This methodical approach encompasses the definition of clear eligibility criteria,
meticulous identification of relevant information sources, a thorough and systematic selection of literature,
diligent data collection, and the discerning selection of essential data items. Through this rigorous effort, the
objective is to ensure that only the highest quality articles, rich in valuable insights and information, are
included in the study, thereby enhancing the overall robustness and credibility of the research findings. The
search was targeted to articles published between 1995 (since the initial article of smart prison technology)
and 2022. The articles should be published in peer-reviewed journals, and only English spoken-language was
included. All publications on smart prisons using information technology (IT), including 10T, big data, smart
technology, augmented or virtual reality, and digital technology. Any articles were not smart prison context,
and irrelevant issues were excluded. Informaion sources are defined through a thorough search of reputable
scientific databases, including Scopus, IEEE Xplore, ScienceDirect, ACM digital library, Taylor & Francis,
and Google Scholar. The search process involves the use of specific keywords, and the initial search is
performed on Scopus using a combination of keywords such as "Smart Prison," "Intelligent Prison," "Digital
Prison," or "Electronic Prison," along with terms like "challenge," "problem," “trend," or "issue". This
comprehensive search strategy ensures that a wide range of relevant sources are considered. By utilizing a
combination of keywords, the search process is refined to focus on the desired topic, ensuring that the
identified sources are highly relevant.

After the process of defining the source of information, the literature selection process is carried out
by checking for duplicates in the articles that have been collected. The title, abstract, and keywords in the
paper obtained from the search results are examined. Following that, read all or part of the articles that were
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not removed to evaluate whether they should be included in the review based on the eligibility criteria.
Finally, the selected papers were reviewed to find other related studies. Data collection is conducted
manually by creating a data extraction form. A google spreadsheet was used to tabulate the required
information from the included studies, such as title, authors, publication year, the country in which the study
was conducted, targeted group, participant demographics, and primary focus (i.e., smart technology,
intelligent system, 10T, and big data). At this stage, articles identified by the search strategy were imported
into Mendeley, a tool for reference managers. The PRISMA protocol comprises an item checklist addressing
the introduction, methods, results and discussion sections of a systematic review report. This study used the
item checklist for included articles. If item was described in the report, we rated it as “Yes’ with score 1, if
described partly, we scored it as 0.5, then 0 for ‘No’. The total score for PRISMA was calculated by
summing each score. After excluding the articles in the previous step, only a few articles will be included in
the selected step. These are the most qualified articles with the results in article demographics and smart
prison technology and challenges. Of the 362 papers included in the quality test, 25 articles will be included
in the research map, consisting of ACM digital library (4), MDPI (2), SAGE (1), Emerald (1), IEEE Xplore
(2), Springer (1), Scopus (3), Taylor & Francis (3) and Google Scholar (8). This research consists of a
multidisciplinary study so that the topic of discussion is not limited to the computer field. Figure 2 depicts the
steps of the PRISMA-based literature review.
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Figure 2. Literature study steps using PRISMA

The primary objective of this research is to undertake a comprehensive literature review with the
dual purpose of discerning the existing landscape of prison technologies and critically analyzing the obstacles
and complexities linked to the implementation of smart prison initiatives, employing the PRISMA protocol
as our methodological framework. This undertaking involved an exhaustive and meticulous search spanning
from October 2022 to December 2022, wherein we meticulously scrutinized nine reputable publishers. This
thorough examination yielded an initial pool of 362 articles, reflecting the breadth and depth of the subject
matter. Subsequently, employing rigorous inclusion criteria and a discerning selection process, we distilled
this extensive body of literature to a refined set of 62 articles included in studies, and 25 articles included in
review, see Figure 2. This is to ensure that our final phase encompasses only the most pertinent and
high-quality sources for our in-depth analysis.

The analysis and discussion section within the framework of a research paper holds a pivotal
position, representing one of the conclusive phases wherein the author not only synthesizes their research
findings but also engages in a rigorous process of evaluation and interpretation. Within this critical endeavor,
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the ramifications of these findings are meticulously explored, shedding light on their profound implications,
and illuminating the intricate web of connections they establish with the overarching study topic. This stage
serves as a fulcrum where the established evidence within the literature review is subjected to a thorough and
often critical examination. This critical lens may encompass the reevaluation of previously established facts
and assumptions from different perspectives or angles, or it may introduce a diverse array of events and
information that either challenge or provide alternative viewpoints. Consequently, the focus pivots towards
elucidating and dissecting the essence of what the author has unearthed, elucidating how it intimately
interlaces with the existing body of literature, and constructing a compelling argument that supports the
conclusion of the study. In essence, the analysis and discussion section are the intellectual arena where the
research's significance is brought to the forefront, offering a profound insight into the implications and
broader context of the study's findings. The conclusion serves as the destination in the review study, skillfully
summarizing the author's arguments, weaving together the paper's central themes, and delivering a concise
yet impactful encapsulation of the main findings, all while providing a definitive answer to the research
question. Beyond a mere reiteration of content, the conclusion's pivotal role lies in elucidating the research's
broader significance and real-world relevance. Striking a delicate balance between conciseness and
engagement, it ensures readers leave with a profound understanding of the study's contributions to the
existing body of knowledge, leaving an enduring mark on their perspective and emphasizing the lasting
importance of the research’s insights.

3. RESULTS AND DISCUSSION

In this section, we delve into an in-depth exploration and analysis of the research findings,
combining a comprehensive discussion with a presentation of the results through illustrative tables. This
multifaceted discussion will be thoughtfully organized into a series of carefully delineated sub-sections, each
addressing specific aspects, nuances, and implications of the findings. Through this systematic approach, we
aim to provide readers with a clear and structured understanding of the outcomes of our research, facilitating
a more nuanced comprehension of the broader context and significance of the results.

3.1. Results

The research landscape pertaining to the integration of smart technology within prisons is steadily
expanding in tandem with the broader proliferation of advanced technology within society at large. Over the
past decade, spanning from 2012 to 2022, there has been a notable surge in scholarly interest, culminating in
the publication of 55 distinct studies focused on various facets of prison technology. These investigations
have collectively contributed to the burgeoning body of knowledge in this domain. For a comprehensive
visual representation of the data derived from the reviewed studies, please refer to Figure 3, which
encapsulates the trends gleaned from the extensive research conducted on this subject according by year of
publication.

14 13
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10 9

Frequency
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Figure 3. Research on prison technology by year of publication
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The corpus of included articles has been meticulously categorized into two distinct clusters, with 25
articles adopting an IS approach and 36 articles adopting a ‘computer science' perspective. This classification
allows for a comprehensive exploration of the multifaceted facets of the subject matter, catering to diverse
research interests and methodologies. Within this extensive body of literature, the methodological diversity is
readily evident, comprising a spectrum of research approaches, including conceptual papers (9 articles) that
provide valuable theoretical foundations, empirical methods (5 articles) offering real-world insights, a
singular mixed methods study (1 article) combining qualitative and quantitative approaches, qualitative
research methods (7 articles) delving into in-depth explorations of phenomena, quantitative methods (3
articles) for rigorous numerical analyses, and experimental studies (with a cumulative count of 36 studies)
contributing valuable experimental data. For a more detailed and visual representation of this nuanced
research methodology, please refer to Figure 4.
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Figure 4. Research on prison technology by research type

This research mapped the distribution of articles by countries and publishers in Figure 5. The
exploration of prison technology as a research topic has predominantly emanated from China, with a notable
count of 12 articles, signifying the burgeoning interest and substantial contributions from this region.
Following closely, the United States has made a significant scholarly footprint with 6 articles, while England
has also made a noteworthy presence with 5 articles. Finland and India have equally demonstrated their
research prowess, each contributing 4 articles to the growing body of literature in this field. The research
landscape further unfolds across various European, Australian, and Asian countries, with a scattering of 1 to
3 articles, collectively showcasing the global interest and engagement with the multifaceted realm of smart
prison technology. For a comprehensive visual representation of these geographically diverse research efforts
which encapsulates the distribution of smart prison topics by country, refer to Figure 5(a).

In the realm of peer-reviewed articles, recent technology emerges as a resounding focal point, and
its prominence is vividly reflected in the citation patterns across esteemed academic platforms. Leading the
charge is IEEE Xplore, commanding a substantial 37.1% of citations, thus solidifying its status as the
primary repository for cutting-edge technological research. Following closely, ACM digital library and
Google Scholar jointly contribute significantly, with a cumulative citation share of 16.1%, attesting to their
pivotal roles in disseminating knowledge within the academic community. SpringerLink, with its 9.7%
citation rate, and Scopus, accounting for 8.1%, further underscore the breadth of resources available for
researcher’s seeking insights into recent technology. Meanwhile, various other publishers collectively
contribute less than 5% of citations, affirming the diverse range of sources scholars consult. For a more
comprehensive breakdown of these citation dynamics, refer to Figure 5(b) which provides detailed data
elucidating the distribution of citations across these influential publishers.

The author analyzes the current prison state using the TOE framework. This theoretical framework
explains how how the technological context, organizational context, and environmental context influence the
technological innovation process [13]. The TOE model has been used to explain the adoption of the
inter-organizational systems [14], e-business [15], electronic data interchange (EDI) [16], open systems [17],
enterprise systems [18], and a broad spectrum of general IS applications [19]. TOE framework is an
analytical framework that is used to study the adoption and assimilation of different types of innovation at the
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organizational level in the context of internal and external organizations. This framework fits to the culture of
prison organization which is heterogeneous and represents different types of organizational level. The
analysis of the prison situation using the TOE approach resulted in several factors that could be considered
based on the data obtained in the literature study. In terms of technology, the current prison situation raises
several concerns, including the high cost of smart technology, ineffective technology design, and the process
of implementing smart technology. The emerging factors in the organizational context are a lack of local
standards for smart technology, a lack of experts, poor facility management, a lack of staff training programs,
a lack of capacity for prisoner coaching, a lack of a systematic classification of prisoners, and ineffective
service. In the context of the environment, several conditions emerge in prisons, including overcrowding,
aging facilities, increased violence in prisons, disease spread, intervention by human-rights organizations,
ethical concerns, and a gap between reality and future vision. The current state of prison conditions according
to the TOE framework can be seen in Table 2.

China 37%

United States 19%
United Kingdom 16%
Finland 12%

India 13%

Others 3%

! ACM, 8.1%

Francis,
4,8%

SAGE,
Taylor & 3,2%

(b)

Figure 5. Research on prison technology by (a) group of countries (b) publisher

Table 2. The current state of prison
Context Factor Reference
Technology High cost of smart technology [6], [10], [20]-[23]
Ineffective design of technology
Process of smart technology
Organization Lack of systematic classification of prisoners [10], [20], [24], [25]
Lack of local standards for smart technology
Lack of training program for staff
Ineffective service
Lack of experts
Lack of capacity for prisoner’s coaching
Poor management of facilities
Gap of reality to future vision
Environment Ethical concerns [10], [20], [21], [26]-[28]
Increased violence
Intervention of human-rights agencies
Spread of diseases
Aging facilities
Overcapacity
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The 10T offers a good chance for prison control by integrating all prison sensors into a unified
monitoring system. To ensure a secure prison environment, various loT infrastructures must be built to
monitor prisoners' status and activity inside or outside prison. 10T provides monitoring systems in prisons
and integrate them into a global monitoring system based on wireless sensor networks and cloud computing
technology [29]-[31]. 10T functions according to the various applications for which it was
designed/developed. The functionality and implementation of 10T in prison determines its architecture. 10T
architecture-based smart prison technology can be seen in Table 3. The TOE approach was also used to
analyze the prison challenges. In terms of technology, the current prison challenges raise several concerns,
including the high cost of smart technology and aging outdated facilities. The emerging challenges in the
organizational context are the continuous addition of prisoners, the maintenance of the prison's
conduciveness, and the automated administration process. In terms of the environment, several challenges
include ethical concerns, the debate over smart technology, and preparing prisoners for release. Prison
challenges based on the TOE framework can be seen in Table 4.

Table 3. Smart prison technology based on IoT architecture
Layer Smart Technology
Physical/device Facial recognition [21]
Smart sensor [10]
Fire protection [20], [32]
Building automation system (BAS) [10], [32]
Heat, ventilation, and air-conditioning system (HVAC) [32]
Lighting [20], [32]
Vertical transportation system [32]
Energy and sustainability system [32]
Robot wardens [21]
Tracking wristbands [10], [21]
Personal communication devices [10], [21]
Virtual reality-technology [33]
Audio-video system [20], [33]

Network Networking [32]
Wiring infrastructure [10], [33]
Data/database Data sharing with public service institutions [10]

Analytics/visualization Phone calls analytics [10]
Video analytics [10], [21], [34]-[36]
Alert/recommender prison authorities [10], [37], [38]
Application/integration E-shopping [20], [33]
Advanced IS [10], [21], [33]
Healthcare system [10], [24]
Smartphone-based applications [6], [23], [27]
E-messaging [32]
Digital self-service [6], [10], [21]
Digital participation [28]
Funds transfer [20], [33]
Digital devices for rehabilitation [21], [38]-[40]
Al-based personal assistant [10]
Security and Building management system (BMS) [32]
management Video surveillance system [21], [32], [36], [41]

Table 4. Challenges in smart prison
Context Challenges

Technology High cost of smart technology [10], [20]
Aging outdated facilities and non-compatibility of existing buildings with smart technologies [20]
Lack of regulatory policy and local standards for smart technology [20], [28]
Implementation and integration of the prison system into smart technology [6], [7], [20], [21],
[23]-[26], [39], [40], [42], [43]

Organization Continuous addition of prisoners [20]
Maintain the conduciveness of the prison [23]-[28], [40], [42], [44]
Automated administration process [10]
Deficiency of accredited suppliers [20]
Lack of competent staff for maintenance [20]
Delay in budget approval [27]

Environment Ethical concerns [21], [36]
Ignorance of beneficiary’s requirements [6], [20]
Controversy of smart technology [10], [26], [28], [45], [46]
Changing behavior and preparing prisoners before release [6], [23], [24], [26], [36], [39], [42]
Communication within prisoner and family [21], [23], [25]
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3.2. Discussion

This part begins with a discussion of the findings from our research, shedding light on the most
important discoveries and insights. It delves into the several issues linked with the current situation of the
prison system, such as overcrowding, rehabilitation effectiveness, and security concerns. Furthermore, we
investigate the opportunities and challenges posed by the integration of smart technology into prison
facilities, including privacy, cost, and the possibility for misuse. This section includes a thorough
examination of the findings, revealing underlying patterns and consequences, followed by a concise review
of the important conclusions. Finally, it critically assess our research's broader significance in the context of
criminal justice reform and the growth of smart prison technologies.

3.2.1. The current state of the prison

In recent years, prisons have primarily come to be associated with separation from society rather
than punishment. The basic goals of prisons are correction of mishehavior, preparation of prisoners for
reintegration into society as responsible individuals, and prevention of recidivism [47]. Researchers look at
how collaborative, smart, and 10T technologies might improve individual support in a variety of settings,
including rehabilitation, security, learning, health, and other areas. Even though using digital technology has
become the ‘new normal’ in society, prison administrations are nonetheless having trouble utilizing digital
media to their advantage and engaging offenders in it. There is a push for the development of digital
technology to allow lawbreakers access to education, communication, leisure, and self-development
opportunities, including technology. It assists prisons in providing rehabilitation programs, improving access
to health care, and facilitating safe communication with family members outside of prison. Even though
many technological options are readily available, technology adoption in prisons is still very early and
premature. Most current implementations are far from what can be considered digital transformation. Despite
the critical role that prisons play in society, limited research is being conducted to determine how prison
officers can benefit from this technology.

Access to digital technologies and instruments for prisoners is a sensitive and contentious issue,
characterized by mistrust and prejudice toward prisoners. This small subset of research is currently focused
on understanding how ICT can be used to improve access to security, rehabilitation, information,
communication, and self-development. Jewkes and Johnston's [48] provides a historical overview of prison
and emphasizes the prevention of communication. They relate this to current strategies in European prisons,
where restricted access makes prisoners appear to be second-class citizens in the age of IT, or how prisoners
perceive themselves as cavemen in an era of light-speed technology [48]. The current approach in prison,
which provides no or very limited access to digital instruments and the internet, creates a new level of
disconnect between prison and society [49]. Many prisoners see the nearly complete lack of computers and
internet access as censorship, reducing them to second-class citizens in the information age [50]. Hadlington
and Knight's [51] also gives prisoners a voice about how technology withdrawal can affect their relationships
with others. Digital technologies have transformed modern societies, and for many, it is one of the primaries
means of contact with the outside world [52].

3.2.2. The smart technology in the prison

There is a growing interest in making prison environments more like modern society through digital
technology and the use of tablet computers. For several years, solutions based on sensor networks have been
used for monitoring and control purposes in prison monitoring and security. Sensors are built into the handcuffs,
allowing information about the prisoner's location and status to be collected [53]. Numerous technologies are
used in administration, security, and prisoner training. Some literature demonstrates the use of intelligent
technology in prison implementations, such as the use of 10T in monitoring systems, which integrate data into
global monitoring systems based on wireless sensor networks and cloud computing technology, as well as the
use of video surveillance and analytics systems, digital and self-service devices. This demonstrates that smart
prison technology is increasingly being used to improve existing business processes and solve problems and
challenges in the prison setting. Most applications in prison contexts are in the realm of security and
surveillance. Such advanced applications can be found in Asian countries such as China and Hongkong, where
intelligent surveillance systems are designed to always monitor prisoners, including while they are in cells. A
network of cameras and sensors can track prisoners in real time and feed them into an Al system that uses facial
recognition technology and motion analysis to generate daily reports on each prisoner's activity and flags
unusual behavior [5]. The same type of surveillance system is used in Hongkong, where cameras with analytical
monitoring functions detect unusual behavior, such as prisoners injuring themselves or passing out, and can
alert officers. Another example of prison security technology is a mass monitoring system of prisoner’s phone
calls in US prisons [5]. The system employs speech recognition technology, semantic analytics, and machine
learning software to create a database of words that can flag suspicious calls, including threats such as criminal
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conspiracy, drug smuggling into prison, and other information. Image and pattern recognition technologies,
such as the Al-based video analysis platforms currently being implemented in some prisons. The security
cameras are monitored by Al to prevent smuggling and to detect other suspicious behavior [54]. Another thing
that occurs in prisons is the use of smart technology in risk assessment tools [55]. The goal of implementing
smart technology in prison management is to improve decision-making to meet needs while minimizing prison
risks [56]. The finnish criminal sanctions agency worked on an Al application for offender management. This
application will supplement the current risk and needs assessment tools, increasing the accuracy of the
recommended services provided to prisoners. Accuracy refers to meeting violators' needs and lowering their risk
of re-offending [22]. Several studies have also begun to consider the potential use of Al to address isolation by
employing intelligent assistants as a type of ‘companion’ for prisoners [56]. Another important aspect for
prisoners is education [52], [57], [58]. Not only are education and digital literacy essential requirements for
obtaining a reasonable job after imprisonment [59], but also for assisting with reintegration into society. Several
countries use and develop prison digital self-service systems, which can be seen as part of a broader
digitalization or even smart trend in services and environments, culminating in so-called ‘smart cities’ [26].
Digital solutions for improving learning have been found to be beneficial in prisons as well [60]. It has been
argued that using this type of technology increases a prisoner's sense of autonomy, life management, and
selfesteem [61]. Digitalization has an impact on interactions and relationships between staff and prisoners, as
well as staff roles and the overall prison culture [7]. Prisons should implement small-scale digital transformation
initiatives based on comprehensive needs assessments and interorganizational networking [26].

3.2.3. Challenges in the smart prisons

Prison security is a national challenge, to ensure a safe prison environment an loT infrastructure
needs to be built to monitor the status of prisoners and activities inside and outside the prison. It can build
monitoring systems in prisons and integrate them into global monitoring systems based on wireless networks
and cloud computing technologies. The prison environment is a restricted area where all prisoners, people,
and vehicles entering and leaving must be monitored. To meet the above monitoring requirements, different
sensors are connected to form a sensor network to collect various information, for example, location, status,
and detection of prisoners. Integrating this complex information becomes a significant challenge in building
prison technology systems. Smart technology in prison is commonly used in 5 (five) areas: i) digital
resources for security needs, ii) digital resources for overcoming social isolation, iii) digital resources for
preparation of prisoners to live in a digital society, iv) digital resources for more efficient work, and v) digital
resources for avoiding recidivism.

According to the literature, ethical concerns about implementing smart technology in prisons must
be thoroughly discussed. The need for technology ethics to prevent the emergence of more punitive
technological interventions [26]. The increased use of Al in monitoring technology without proper analysis
will have an impact on the entire prison environment and culture. Continuous monitoring can increase
prisoners' stress and anxiety while decreasing their trust. Prisons must consider the amount of monitoring and
the potential for interference placed in cells, bodies, and community areas, as well as be able to answer
questions about what sensors are used for, how they are measured (signal types such as sound, image, video,
and specific digital monitor signals), and how long data is stored. The authors argue that digital technologies
for prisoners can improve modes of surveillance (via data capture and analytics), aid in rehabilitation (via
therapy such as gaming and virtual reality), and monitor academic and vocational progress (via e-learning)
[22], but it should consider the ethical concerns about the application of smart technology in prisons.

4. CONCLUSION

This study contributes to the field of corrections by presenting the initial review of smart prison
technology. The research examines the current state of technology in prisons and the challenges associated
with implementing smart technology. The analysis of the prison state has identified several factors according
to the TOE approach. In terms of technology, the current prison environment raises various concerns,
including the high cost of smart technology, ineffective design of technology systems, and challenges in the
implementation process. There are also emerging factors within the organizational context, such as the
absence of standards for smart technology, a lack of experts, inadequate facility, and insufficient training
programs. Furthermore, several conditions have emerged in the environmental context, including
overcrowding, aging facilities, heightened levels of violence, the spread of diseases, the intervention by
human rights agencies, ethical concerns, and a disparity between current reality and future vision. The TOE
approach was also employed to analyze the challenges faced by prison. These include the exorbitant cost
associated with smart technology, the presence of outdated and deteriorating facilities that are incompatible
with smart technologies, and a lack of regulatory policies. In terms of the organizational context, emerging
challenges include the continuous influx of prisoners, the maintenance of a conducive prison environment,
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and the administrative processes. Moreover, there are several challenges pertaining to the environment, such
as ethical considerations, debates surrounding smart technology, and the preparation of prisoners for their
eventual release. Finally, this study offers a comprehensive overview of the current utilization of digital
technology in prisons, employing an 10T architecture layer. The study groups smart technology into six
layers, namely the physical, network, data, analytics, application, and security and management layers. The
article selection criteria for this research may have been a shoddy process, and the evaluation of the validity
of the selected papers may not have met the necessary standards to prevent bias. This aspect should be
considered when conducting future study reviews.
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